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HIGH RISKS AND EMERGING FRAUD: IRS, 
STUDENT LOANS, AND HUD 



TUESDAY, JULY 19, 1994 

U.S. Senate, 
Committee on Governmental Affairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 9:34 ajn., ^ room 
SD-342, Srksen Senate Office Building, Hon. John Glenn, Chair- 
man of the Committee, presiding. , rvw 

Present: Senators Glenn, Sasser, Dorgan, and Cohen. 

OPENING STATEMENT OF CHAIRMAN GLENN 
Chairman Glenn. Good morning. The hearing wfl I be in order 
Today the Committee on Governmental Affairs m ? et f 
the high risks and emerging fraud in several areas i m the Federal 
Government. This Committee, which has as part of its mandate the 
Xof pointing out the waste, fat, fraud an<f abuse in Government 
programs was involved in establishing the high-risk programs of 
the Office of Management and Budget and the General Accovmting 
Office back in 1989 I would add that we asked for independent as- 
seTsmente of the highest-risk areas of Government, with the big- 
gStTangers and thl potential for a lot of loss was in Government 
and thTy came up with separate assessments. In most areas, they 
were pretty much in agreement with each other. rw™ 
We have been involved ever since in monitoring the Govern- 
ment's high-risk list-those reports are put out each year-ana in 
ensuring that those agencies take necessary corrective action to m- 
"performance and reduce cost to the Government and the 

^tWn^'Kgh-risk programs have been very effective focusing 
manaeement attention on the Government's greatest vulner- 
abSs It is embarrassing for agencies to have ^e programs 
put on their lists, and as a result, we have seen a lot ot agencies 
work hard at fixing problems so they get off the list or, if the prob- 
lems are reallv bad, at least make some headway. 

To ml that means the process is working-not well enough, not 
the way we wJuld like tosee it work, but it is workmg. Now we 
know even more than we did in the past about what is going on 
We haVe annual CFO reports and IG reports and investigations 
Sat Setout fraud, wrongdoing and abuse. Those were measures 
naVsed by t??s Committee, and they are working. We are beginning 
L hive aU the Ss in place that will help us better manage the 
Government. 
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This morning's hearing focuses on three agencies with high-risk 
problems. In two of these cases— the Education Department's Stu- 
dent Loan Program and HUD's Multifamily Housing Program- 
complex problems put them on the high-risk list from the very be- 
ginning, and they have been there ever since. That is disappoint- 
ing. rr 

*u T u e - ^ ir - d , case ' IRS tax return filing fraud, does not appear on 
the high-risk lists. In my opinion, the growth of detected fraud in 
this program requires that it be listed. 

For this reason, I am in the process of writing to acting OMB Di- 
rector Alice Rivlin and to Comptroller General Charles Bowsher 
requesting that the IRS tax return filing program be added to their 
high-risk lists. 

Like the Government's other worst vulnerabilities, the issue of 
tax return filing fraud should remain on the high-risk list until we 
get it under full control. 

., Regarding IRS filing fraud, let me State at the outset that I 
think Commissioner Richardson, who is with us here this morning, 
is doing a great job with a very, very tough problem. In my opinion, 
she has taken on this problem after too many years of lip-service 
by 1Kb and by previous commissioners. As long as there have been 
taxes there have been people trying to scam the system, and I 
doubt that we will ever eliminate tax fraud 100 percent altogether. 

We are a self-taxing people; we depend on our citizens to make 
their reports honestly and straightforwardly. This means that the 
system, though, must be sound for it to remain credible 

Nonetheless I am very concerned about the rapid growth of de- 
tected fraud in the filing system in the past several years. Re- 
cently, a lot of attention has been paid to increased fraud in the 
electronic filing program, but I am just as worried about fraud in 
the traditional [paper ^ filing program. Last year, detected paper fil- 
ing fraud quadrupled, while it douHed in the electronic area. As 
Ms. Richardson will testify, the IRS estimates that the total num- 
ber of detected fraudulent returns is likely to double again this 
year. Of course, what no one knows is just, how quickly actual 
traud is growing— in other words, how much of this is actual fraud 
increase, and how much of it is better detection. I think we still 
haye a big question mark in that area, and it is one that we have 
to look at very carefully. 

As hard as they are trying, I am not convinced that the IRS has 
the capacity or the technology to keep up with the ingenuity and 
the volume of fraudulent tax filing schemes. We cannot be sure 
that the IKS is actually detecting a higher percentage of fraud, al- 

fraud W bett6r t0day What t0 e * pect in terms of 

The agency is taking a very serious look at fraud in its filing pro- 
grams. This Committee wants to work with Commissioner Richard- 
son to give Congress a clear and doable plan before the next filing 
season that establishes better safeguards and performance meas- 
ures for curbing this alarming problem which, along with the $150 
billion tax gap, threatens to undermine the foundations of our vol- 
untary tax system. 

I am requesting this morning that she provide us with just such 
a plan. We have discussed this in the past, and I think she has 
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been working on that plan, and we would like to have that so we 
^^SBKSS K?5& tripling every 

P »£ Wnorbelieve that it is necessary to -P^hnS 
gram Aow? but I do think it is a very serious matter which needs 

^Mo'rttr? must do a better job of safeguarding^ the privacy 
of Erica's financial and tax information. Last August this Com- 
mittee ?e^ealed that hundreds of IRS employees hadbeen , inves- 
tigated for browsing "through the tax records of neighbors, friends, 
Natives celebritief. At the time, Commissioner Richardson testi- 
iS^^SiaSim of America's privacy was too many and 
wp afffee with her completely. Yet we recently learned that IRb 
Tnce^Kas mvestigZted more than l.f 0 emptovees for unau- 
thorized access to taxpayer records, at least 420 of whom have been 

diSurbf melf&t more than 500 of these investigations 
ha^cSed sinS our hearing last August and since the Cormnis- 
SfpSued 1 strone guidance that browsing or other unauthorized 
Iccefs Tuld 8 not 0n bl derated at the — ; 

sionpr for her swift action, and I commend the Othce i ot lnvesupa 
tiS for all the hard work that has been done in this area IKS 
Sov^s must understand that browsing is not acceptable for 
wh Sfr reai whether it is prurient window-peeping [ attitudes 
or with fraud in mind, which some cases turned up; either one is 
umSptaMe If the Congress needs to pass stronger egislation to 
SsureCerica's right to tax privacy or to make violating that pri- 
vacy a criminal offense, then we will do that Svatem8 M od- 
Wo will also do our best to ensure that the lax systems mwi 
ernizatSn P?Jgram or TSM, if supported by a strong business 
S £ appVopK y funded. TSM will help to better detect traud 
ff'stoD browsing, and furthermore, it is absolutely essential to 
ti?e21st century vision of an IRS that works better and costs less. 
th ?n 2 Jhe SeSmTl cannot emphasize > enough ^ejs toler- 
ance for IRS employees who violate Americans "gnt to privacy. 

aid is Sof collectibt-but this $2] billion is out there and is esti- 
mated to be collectible if we could iust go out and get it. So it s 
faf^ ionomy i" the extreme. I thin), to cut IRS funding and their 

erm^tiTwhicf th^ Committees * V th £k^ 

to conference on perhaps this weeK, I think those cuts are a very 

serious mistake. 
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now ul d re ^^ £ former OMB Chief Panetta, who is 

take 2£ C fe f .°L? taff ' 2 nd Mce Rivlin ' wh0 will soon 
take over at OMB, about this matter, and of course, we all want 

ftntt operabon m all of Government; but chopping away 
™S k * rtu- l et personnel might be penny-wiso at the mo- 
ment, but I think would be pound-stupid for the long term. 

l beheye Commissioner Richardson is on the right track, but we 
S n ?V\? ld . ba f* on the tools she needs to do the job. Then I 
will feel folly justified in putting her stewardship under a real mi. 

Turning to our other high-risk issues this morning, the Commit- 
^L r ,t m T n i V f 7 concerned with the fragile State of the Govern- 
ment s student loan program. Senator Nunn, who chairs our Per- 
wOFSr £ ubc , oin ™ ltte « on Investigations, has led the way in expos- 
ing the fraud and mismanagement crippling the student loan pro- 
gram, which has caused billions of dollars in losses to the Govern- 
the taxpayer. Now, as we are creating from scratch a 
new direct student loan program to overcome past problems, there 

!ZI nd ^k tl0n ! that the , ^cation Department may transfer to it 
some of the old program's fatal flaws. 

h»rl d W^ n,S k n8 k >eC ^ 0r waras that the Department is em- 

barking on a high-wire act. They are quickly starting up the new 

£?& wlule 8tiU admini8terin g the old one. L? the new diS 
♦S m P 1 " 0 ^ 3 ™ nex * year, for instance, Education must in- 
S£ D S r 0f . 8Ch0 ° l8 r ttin e loans from around 100 to 
2h£ ' u u That worries me. I think if we are not careful, Edu- 
,Wo n /« U ha A G ^u student loan P^ams on the high-risk list 
r° f 0ne i t , hu8 ' JU8t as 1 have asked Commissioner Rich- 
ardson for a plan, I also request from Deputy Secretary Kunin who 
will testify later, that the Education Department pS the S 

SSrSii ^ by t} !f en i ° f the year that establishes the safe- 
&T ^ es ' and performance measures by which we can 

2L. !5l S 6 nGW 8t £ dent loan P^gvam is successful at 

tiTE the old program's prob ems, or whether we need to pull 
the plug. This high-wire act could otherwise end up in a verv ex- 
pensive accident. p y ex 

is nn e B t ^ r ™?"l Sk jfsue w e will look into today is HUD, which 
Safe Hnt^L* 0 ! abu8 e- Recently, as part of Operation 

Ins P^ctor General began pursuing more than 100 
j^W^T"? eqUlty 8kimmin g in which owners and 
JESUnn f Verted Federal money for private use. I am pleased 
that HUD has recognized this terrible practice and has taken steps 
ftf Pro^cute perpetrators of this type of fraud. But I 
£E the ma 8 iu tu de of equity skimming, in which some indi- 
vidual cases reach millions of dollars, could overwhelm HUD's al- 
ready scarce resources. 
At this time, it is my understanding HUD does not collect statis- 
* 8kimm ^ from , ite field offices; it does not even col- 
late these examples from all the field offices so we can have a 
rwil£ th f f normit y of the problem. So it is very difficult for the 
SrES^^™ 00 ^ the magnitude of the problem it faces or 
to analyze patterns that could aid future detection of equity skim- 

miner. * * 
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Why not? I would urge our HUD witness, the Assistant Secretary 
for Housing, to have this information collected and collated and 
analyzed on a regular basis so the Government can limit its expo- 
sure to fraud. . , . c 
Getting off the high-risk list will take aggressive action from 

H Finally, let me welcome our witnesses here this morning. Our 
first panel includes James Hinchman, Special Assistant to the 
Comptroller General of the General Accounting Office, and Mar- 
caret Milner Richardson, Commissioner of Internal Revenue. 

On our second panel are James Thomas, Inspector General of the 
Education Department, and Madeleine Kunin, the Deputy Sec- 
retary of Education. , . , , 
The Inspector General of HUD, Susan Gaffney, and the Assistant 
Secretary of Housing, Nicolas Retsinas, comprise our third panel. 
Thank you. 

PREPARED STATEMENT OF SENATOR GLENN 
Good morning. Today the Committee on Governmental Affairs meets to discuss 
high risks and emerging fraud in the Federal Government. •♦:„„* «,„ 

This committee, which has as part of its mandate the job of pointing out the 
waste, fat, fraud and abuse in government programs, was involved in establishing 
the high risk programs of the Office of Management and Budget and the General 
Accounting Office back in 1989. And we have been involved ever since in monitoring 
the government's high risks, and in ensuring that agencies take necessary corrective 
actions to improve performance and reduce costs to the government and the Amer- 

I think that the high risk programs have been very effective in focusing manage- 
ment attention on the government's greatest vulnerabilities. It is embarrassing tor 
agencies to have their programs put on these listo: as a result, we ve seen a lot ot 
agencies work hard at fixing problems so that they can get off the hst or, if the 
problems are really bad, at least make some headway. That means the process is 
working. And now, we know even more than we did m the past about what s going 
on— we have annual CFO reports and IG reports and investigations that ferret out 
fraud, wrong-doing and abuse. We are beginning to have all the tools in place that 
will help us Detter manage the government. L i t * 

This morning's hearing focuses on three agencies with high risk problems. In two 
of these cases— the Education Department's Student Loan program and HUD a Mu!- 
tifamily Housing program-complex problems put them on the high risk "at from 
the very beginning, and they have been there ever since. The third case, 1Kb tax 
return filing fraud, dors not appear on the high risk lists, but in my opinion, the 
alarming growth of delected fraud in this program requires that it be listed. 

For this reason, I have written to acting OMB Director Alice Rivlin and to Comp- 
troller General Cnarles Bowsher, requesting that the IRS tax return filing program 
be added to their high risk lists. Like the government's other worst vulnerabilities 
the issue of tax return fi!ing fraud should remain on the high risk list until we get 

14 Reeardrng 4 IRS filing fraud, let me state at the outset that I think Commissioner 
Richardson is doing a terrific job with a tough problem. In my opinion she has 
taken on this problem after too many years of hp service by IRS. As long as there 
have been taxes, there have been people trying to scam the system, and I doubt that 
we will ever eliminate tax fraud altogether. We are a self-taxing people, and this 
means that the system must be sound for it to remain credible. Nonetheless, I am 
verv concerned ai out the rapid growth of detected fraud in the filing system m the 
past several years. Recently, there has been a lot of attention paid to increased 
fraud in the electronic filing program, but I am just as worried about fraud m the 
traditional paper filing program-last year detected paper fi ling fr«> d .5|»™^"f 
while it doubled in the electronic area. As Mrs. Richardson will testify, the IRS esti- 
mates that the total number of detected fraudulent returns is likely to double again 
this year— of course, what no one knows is just how quickly actual fraud is growing. 

As hard as they are trying, I am not convinced that the IRS has the capacity or 
the technology to keep up with the ingenuity and volume of fraudulent tax tiling 
schemes. We cannot be sure that the IRS is actually detecting a higher percentage 
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of fraud, although I think they know better today what to expect in terms of fraud. 
The agency is taking a serious look at fraud in its filing programs. We want to work 
with Commissioner Richardson to give Congress a clear anddo-able plan, before the 
next filing season, that establishes better safeguards and performance measures for 
curbing this alarming problem which, along with the $160 billion tax gap, threatens 
to undermine the foundations of our voluntary tax system. And I am requesting this 
morning that she provide us with just such a plan. If we are unable to stop fraud 
from doubling and tripling every year, then I think we will have to consider sus- 
pending the electronic filing program— which is where the government tends to lose 
more m bogus refunds— until we can better protect the system. I don't believe that 
it is necessary to suspend the program now, but I do think that it is a very serious 
matter which needs immediate attention. 

Moreover. IRS must do a better job of safeguarding the privacy of Americans' fi- 
nancial and tax information. Last August, this Committee revealed that hundreds 
of IRS employees had been investigated for browsing through the tax records of 
neighbors, friends, relatives and celebrities. At the time, Commissioner Richardson 
testified that even one violation of Americans' privacy was too many. Yet we re- 
cently learned that IRS since 1989 has investigated more than 1,300 employees for 
unauthorized access to taxpayer records— at least 420 of whom have been penalized 
for their activity. 

What disturbs me is that more than 500 of these investigations have occurred 
since our hearing last August and since the Commissioner issued strong guidance 
that browsing or other unauthorized access would not be tolerated at the IRS. I ap- 
plaud the Commissioner for her swift action and I commend the Office of Investiga- 
tions for all the hard work that's been done in this area. IRS employees must under- 
stand that browamg is not acceptable for whatever reason— prurient "window peep- 
ing" or with fraud in mind. If the Congress needs to pass stronger legislation to en- 
sure Americans right to tax privacy— or to make violating that privacy a criminal 
offense— then we will do that. 

We will also do our best to ensure that the Tax Systems Modernization program, 
if supported by a strong business plan, is appropriately funded— TSM will help to 
better detect fraud and stop browsing, and, furthermore, it is absolutely essential 
to the 21st century vision of an IRS that works better and costs less. In the mean- 
time, I cannot emphasize enough: there is zero tolerance for IRS employees who vio- 
late Americans' right to privacy. 

I mentioned adequate funding. That is absolutely essential. With over $21 billion 
out there in collectibles, it is false economy in the extreme to cut IRS funding. The 
current proposed $400 million cute to Tax Systems Modernization are a serious mis- 
take, I believe. I have talked repeatedly to former OMB Chief Panetta— now White 
House Ohief of Staff— and Alice Kivlin, who will soon take over at OMB, about this 
matter. Of course, we want a lean, efficient operation in all of government, but chop- 
ping away at the IRS budget and personnel might be penny-wise at the moment, 
but would be pound-stupid for the long term. I believe Commissioner Richardson is 
on the nght track, but we must not hold back on the tools she needs to do the job. 
Then I will feel fully justified in putting her stewardship under a microscope. 

Turning to our other high risk issues this morning, the Committee remains very 
concerned with the fragile state of the government's student loan program. Senator 
Nunn, who chairs our Permanent Subcommittee on Investigations, has led the way 
in exposing the fraud and mismanagement crippling the student loan program, 
which has caused billions of dollars in losses to the government and the taxpayer. 
Now, as we are creating from scratch a new direct student loan program to over- 
come past problems there are indications that the Education Department may 
transfer to it some of the old program's fatal flaws. 

Education's Inspector General warns that the department is embarking on a high- 
wire act: they are quickly starting up the new program, while still administering 
the old one. In the new Direct Student Loan program next year, for instance, Edu- 
cation must increase the number of s. hools getting loans from around 100 to about 
3,000. That worries me. I think that if we are not careful, Education could have two 
student loan programs on the high risk list instead of one. Thus, just as I have 
asked Commissioner Richardson for a plan, I also request from Deputy Secretary 
Kunin that the Education Department provide the Congress with a plan by the end 
of the year that establishes the safeguards, milestones and performance measures 
by which we can judge whether the new Direct Student Loan Program is successful 
at avoiding the old program's problems— or whether we need to pull the plug. This 
high-wire act could otherwise end in very expensive accident. 

The third high risk issue we will look into today is HUD— which is no stranger 
to fraud and abuse. Recently, as part of operation Safe Home, the Inspector General 
began pursuing more than 100 cases of Multi-family Housing equity skimming, in 
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which owners and managers diverted Federal money for private use. I am pleased 
that HUD hL recoinize! this terrible practice and has taken steps to detect and 
prf 8 ecute pe^etratfrs of this type of fraud, but I worry that the ^f«£j£?S 
uity skimmine-in which some individual cases reach millions of dollars-could 

0V A7tniI m *H fe'r&SZtHUD does not collect statistics on equity 
skimming from its ftaft offices, so it is very difficult for the department to recognize 
the irTamitude of the problem it faces, or to analyze patterns that could aid future 
deS^of equity skimming. Why not? I would urge our HUD w» nes s theAss^ 
ant Secretary for Housing, to have this information collected, collated and analyzed 
on a regX^basis so that the government can limit its exposure to fraud. Getting 
off the high risk list will take aggressive action from HUU. 

Finally! let me welcome our witnesses here this morning. On om first pane are 
James H nchman special assistant to the Comptroller General of the General Ac- 
co™tmg ^OffiXandfMargaret Milner Richardson, Commissioner of .Internal Reve- 
nue. On our second pane! are James Thomas, Inspector General of n *e Education 
Department, and Madeleine Kunin, the Deputy Secretary of Education. The Inspec- 
tor General of HUD, Susan Gaffney, and the Assistant Secretary of Housing, Nich- 
olas Retsinas, comprise our third panel. 

Thank vou. , . <> 

Chairman Glenn. Senator Cohen, do you have any comments.' 

Senator COHEN. Thank you, Mr. Chairman. I do have a state- 
ment I would like to submit for the record, and I commend you tor 
holding the hearing. . . t ... , , , , 

Chairman Glenn. Without objection, it will be included. 

PREPARED STATEMENT OF SENATOR COHEN 
Mr. Chairman, I would like to commend you for holding this hearing to examine 
fra-id and abuse in several of the government's so-called "high nsk programs 

Specifically today's hearing will focus on instances of fraud and abuse atthe In- 
terffiSe Service (IRS) g the Department of Education's f.^e^an Program 
and the Department of Housing and Urban Development tHUD). While I mtend to 
focus much of my attention on mproving oversight at HUD, I would like to Drietiy 
concerns with problems at tie IRS and the Department of Educations 
management of the federal student loan program. „„,u;„»,„,o„ » 

As government attempts to be a part of the so-called 'm&am^maavah^my, 
it raises new opportunities to defraud the federal government. Nowhere in the : gov- 
ernment is this more evident than with the IRS who in the first 10 months oflast 
year alone, identified some $53 million in fraudulent, electronic refunds. Many be- 
lieve that this figure represents only the tip of the iceberg and m Feb^ary, the 
Commissioner oflRS suggested in testimony before a House Ways and Means Sub- 
1S "ha? cases of electronic fraud may actually be costing the taxpayers bil- 

h °ta a specific case involving fraudulent filing an Atlanta tax preparer whowa* i fa- 
miliar with the IRS electronic filing system, bilked the taxpayers out of more than 
1500 000 over a 2 year period. The scam worked like this: he obtained phony em- 
SoyeV ID numbers from IRS by applying over the phone. The application process 
took less than five minutes. He then used the bogus ID numbers to create fraudu- 
£nt wage statement and then claimed more than half a million dollars m . refunds 
by electronically filing false tax returns using the social security number of unem- 

P The d Department of Education's problems in maintaining adequate oversight of 
student loan guarantees and Pell Grant funds is a so well documented- The Govern- 
mental Affairs Permanent Subcommittee on Investigations (PSD has exposed signifi- 
cant problems and Congress has responded through legislation now heing imple- 

01 Recent testimony by the Department of Education's Inspector General before the 
House Appropriates Subcommittee on Labor, HHS i and Education has , raised I an- 
other twist in the area of Student Loan fraud-the failure of schools to appro- 
priately Ifund millions of dollars of unearned student loan proceeds to the lenders. 
Klany students that have withdrawn from schools are no« -being .harassed by bill 
collectors for payment of loans, having their wages garnished, losing their tax . re- 
funds; and because of their defaulted loans, are ineligMe for future federal. edu- 
ction aid. In some cases, schools closed leaving students so ^P™""!^^ 
repayment of loans. This type of fraud has two clear losers-the federal government 
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who generally never recovers those funds and the former students who are getting 
stuck with bills for an education they never received. 

Finally, the Committee will examine how the Department of Housing and Urban 
Development (HUD) has been exposed to billions of dollars in fraud due to some- 
thing known as "equity skimming." Equity skimming occurs when operators of mul- 
Wamily housing units do not meet their debt or maintenance obligations and yet 
divert funds to improper or personal use. 

According to the HUD IG, equity skimming is costing the taxpayers billions. The 
Kj has identified some $22 million in equity skimming losses while auditing less 
than 1 percent of HUD's defaulted loans. If we do som-? simple math, the govern- 
ment may, at the very least, attribute $2.2 billion out of its current $10 billion port- 
folio of defaulted mortgages to equity skimming. 

There are many well-documented cases of equity skimming. For example, one 
rifll 1 ? 8 5 w R er m T eMB V 8 ^ federal rent subsidies to pay members of the Texas 
A&M football toam instead of paying on his HUD insured mortgage. 

* #2)£ e £n5? c ? nt ca,e8 of et l uit 5 r sktoMiung in Minnesota cost the government al- 
most $600,000. In one case, two partners collected rent and government subsidies 
while failing to make full mortgage payments on their federally insured mortgages. 
The total cost to the taxpayers in this case was about $425,000. In the other case, 
two owners of five subsidized buildings collected more than $173,000 in rent while 
neglecting to make mortgage payments. 

In upstate New York, partners in a nursing home claimed to be broke and failed 
to make payments on a $6.1 million HUD-insured mortgage. At the same time they 
were defaulting on the mortgage and sticking the taxpayers with the bill, the part- 
ners used various guises to divert some $500,000 to personal use and paid them- 
selves another $1.7 million in fees for unverified services. While these partners were 
lining their own pockets, there was strong evidence that the nursing home residents 
were receiving substandard care. 

While there are a number of cases which have been successfully prosecuted, there 
are many which go unprosecuted because the cases are too cumbersome to pursue 
under existing law. In recent months, I have been working with the HUD IG to de- 
velop increased civil enforcement authority so that it may aggressively and success- 
fully ptu-sue these cases. Additionally, I want to assist the HUD IG to retain funds 
it is able to collect from equity skimming cases so they may be used to cover the 
cost of its investigation. My staff will continue to work with the HUD IG and I hope 

»» n ?i uce kB 181811011 ,n the coming weeks that will help curb equity skimming. 

Mr Chairman, thank you for holding this hearing this morning and I look for- 
ward to hearing testimony from the witnesses. 

Senator Cohen. And I commend you for focusing on these three 
key areas, with respect to IRS, about a year ago— actually, I be- 
lieve it was in 1991— GAO testified that the IRS had a 1950's era 
tax processing system, and of course, when you say "1950's era," 
that conjure sup images of a mainframe the size of this room, with 
vacuum tubes and transistors and keypunch operators. I am not 
sure whether that image is exaggerated or not, but it is clear that 
the IRS has been trying to come into the 21st century as far as 
modernizing its systems. But I must say, as Senator Glenn has 
pointed out, that this Tax System Modernization program is in 
trouble. 

It is in trouble, according to GAO, because there has not been a 
definite plan that has been associated with it, or a defined enough 
plan to warrant continuation of the program unless we have great- 
er specificity in terms of exactly what it hopes to accomplish. 

The figure that has been associated with that particular mod- 
ernization program is about $8 billion, as I recall, and that $8 bil- 
lion may not be enough in the event we do not have greater defini- 
tion for the program. 

But I must say that as the IRS tries to come into the 21st cen- 
tury and get aboard the information superhighway, it may prove to 
be a highway to hell, unless we take the kinds of precautions that 
are necessary so we do not have the kind of fraud that is appar- 
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ently increasing in terms of the electronic filing system that has 
been adopted by the IRS. , ., , . 

Just a couple of comments, Mr. Chairman, about equity skim- 
ming at HUD I am pleased that we are focusing on that. According 
to HUD's IG, equity skimming is costing the taxpayers billions ol 
dollars. They have identified some $22 million in equity skimming 
losses while actually only auditing less than one percent of HUD s 
defaulted loans. And if you do some simple inath ttas i ^ Gov- 
ernment may, at the very least, attribute some $2.2 billion out of 
ftToirrent $10 billion portfolio of defaulted mortgages to equity 

8k And there are quite a few well-documented cases of equity skim- 
ming. One example is a building owner in Texas who used Federal 
rent subsidies to pay members of the Texas A and M football team 
instead of paying his HUD-insured mortgage. 

There were two other recent cases of equ-ty skimming in Min- 
nesota that cost the Government almost $600 000. In one case, 
there were two partners who collected, rent and Government sub- 
sidies while failing to make their full mortgage payments on their 
federally-insured mortgages. The total cost to the taxpayers in that 
case was about $425,000. , , ,. , .... n . , 

In another case, two owners of five subsidies buildings collected 
more than $173,000 in rent payments while neglecting to make any 
payments on the mortgage. . , . 

In Upstate New York, partners in a nursing home claimed to be 
broke; they failed to make payments on a $5.1 million HUD-in- 
sured mortgage. At the same time they were defaulting on this 
mortgage and sticking the taxpayers with the bill, the partners 
used various guises to divert some $500,000 to personal use, and 
they paid themselves another $1.7 million in fees for unverified 
services. While these partners were lining their own pockets, there 
was pretty strong evidence that the nursing home residents were 
receiving substandard care. , 
So these and other cases, Mr. Chairman, often go unprosecuted 
because the cases are simply too cumbersome to pursue under ex- 
isting law. In recent months, I have been working with the HUD 
IG to develop increased civil enforcement authority so they can ag- 
gressively and successfully pursue these cases; and hopefully, we 
can also assist the HUD IG to retain funds that it is able to collect 
from these equity skimming cases so they can be used to coyer the 
cost of the investigation. But we will continue to work with the 
HUD IG to develop this legislation so we can pursue it in the very 

8h I ^hank^you for the hearing, and I would offer my full statement 
for the record. 

Chairman Glenn. Thank you. 

Senator Dorgan. 

OPENING STATEMENT OF SENATOR DORGAN 

Senator DORGAN. Mr. Chairman, thank you very much. 

I, too, appreciate the hearing. I got the hearing record from last 
August- I wanted to review what was disclosed last August about 
unauthorized disclosure and browsing of income tax returns, and 
compare that with what is being discussed today. 
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4. i° J^l* 0 say that 1 that electronic filing is appealing 

to the IRS because it can promote breathtaking efficiency. But I 
think it also poses a very serious challenge to prevent fraud and 
unauthorized disclosure. And I was chagrined and concerned this 
morning to see the stories in the newspaper resulting from addi- 
tional information which has been offered about browsing and 
snooping in the IRS files. 8 

There is nothing, in my judgment, that undermines as quickly or 
as certainly the authority of a taxing agency as a story about 
snooping or browsing. I used to run a taxing agency, and penalties 
for those in my agency for unauthorized disclosure were criminal 
penalties; and when I hired people, I made certain they understood 
that if there was any question about snooping, any question about 
browsing, any question about unauthorized disclosure, they were 
ao longer going to be working. 

One of the questions I want to ask today is what has been the 
penalty. Do people in the Internal Revenue Service at this point 
and from this point forward know that there is zero tolerance 
here— that they cannot, will not browse through returns, snoop, 
and certainly will not in any way disclose in an unauthorized man- 
ner information v;'.iich is among the most sensitive personal infor- 
mation that people have, that they file with the Federal Govern- 
ment and with the Internal Revenue Service, expecting that it will 
remain, as the law contemplates, confidential. 

So I will ask some questions about that. I have been a person 
who believes we must have an effective Internal Revenue Service 
bystem; we should make sure everyone pays his fair share. The 
1Kb should be fair in the way it administers that system, and 
again, in these circumstances, I would expect and I think all of us 
would expect that the IRS would take certain and immediate action 
to make sure this does not happen again. 

Mr. Chairman, thank you very much. I will be interested in ask- 
ing a series of questions. 

Chairman Glenn. Thank you. 

Senator Sasser. 

OPENING STATEMENT OF SENATOR SASSER 
Senator SASSER. Thank you very much, Mr. Chairman. 
First, I want to join in commending you for holding these hear- 
ings here today. I think it ought to be apparent to everybody that 
it takes a great deal of effort, ongoing, continuous vigilance, to keep 
waste and fraud out of our Government programs. The business of 
rooting out fraud and rooting out waste is more than just a sound 
bite on the evening news. It is something that must go on every 
day, through constant vigilance and through the kind of oversight 
hearings, Mr. Chairman, that you have been guiding our Commit- 
tee through, and I think your persistance is commendable, and I 
am pleased to be here today to assist you. 

I want to join in the statement that Senator Dorgan made about 
my shock and chagrin about the unauthorized browsing through 
IKS returns that is apparently going on in some of our IRS Service 
Centers. I was shocked to learn that employees numbering in the 
hundreds have been asked about this problem in the IRS Southeast 
Center in Memphis, Tennessee. 

er|c 15 
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I am encouraged to dse that the IRS is taking stronger measures 
to control unauthorized browsing. I have long had a concern about 
the compilation of personal information by Government agencies— 
and private agencies, for that matter. I think that does represent 
a potential serious invasion of privacy and the potential for the 
misuse of this personal and intimate financial and economic infor- 
mation that is very large. 

So I am particularly disturbed to see that there hac been unau- 
thorized and illegal window-peeping. I think that is about all you 
could call it, this sort of peeping Tom mentality where people want 
to look into someone else^s IRS return just for the purpose of satis- 
fying their own morbid curiosity, and I think that is something 
that we simply cannot tolerate. The IRS and every Government 
agency have the obligation to make sure that the citizens forms 
that are filed containing confidential information are sacrosanct 
and guarded vigilantly against unauthorized use. 

Mr. Chairman, the Department of Education has suffered a pro- 
longed bloody nose from the persistent fraud in the student loan 
program. Much of it has been uncovered by the Permanent Sub- 
committee on Investigations, on which I serve, and efforts to reform 
the Guaranteed Student Loan Program have given birth to a new 
Direct Student Loan Program. But no one should be shocked to 
learn that some of the same problems exist with the new program 
as existed with the old one. The total loan loss for student loans 
runs in the range of 20 percent— that is almost $30 billion— since 
the inception of the program. Clearly, the student loan program is 
going to need our continue and close monitoring. 

And finally, after staggering out of the 1980's, in which mis- 
management and cronyism seemed to be the order of the day m 
HUD, we are now having problems once again. I think the Depart- 
ment of Housing and Urban Development has taken some very sig- 
nificant steps here in the last year or two in an effort to get its 
house back in order, but I am concerned about these allegations of 
nearly $12 million of HUD money that may be at risk due to this 
fraudulent practice of equity skimming. That is certainly an inap- 
propriate use of multifamily housing loans, if not a criminally inap- 
propriate use. 

So clearly, Mr. Chairman, we have still got s. long way to go, but 
as the Chinese say, a march of 1,000 miles begins with the first 
step, and I want to commend you for continuing to exercise vigilant 
oversight in your role as Chairman of this Governmental Affairs 
Committee. 

Chairman Glenn. Thank you very much. 

Our first witness this morning is James Hinchman, Special As- 
sistant to the Compti oiler General, U.S. General Accounting Office, 
followed by the honorable Margaret Milner Richardson, Commis- 
sioner of the Internal Revenue Service. 

Mr. Hinchman, if you would lead off, we would appreciate it, and 
if you would introduce the people accompanying you this morning, 
please. 
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TESTIMONY OF JAMES F. HENCHMAN,* SPECIAL ASSISTANT TO 
THE COMPTROLLER GENERAL, U.S. GENERAL ACCOUNTING 
OFFICE, ACCOMPANIED BY HAZEL EDWARDS, DIRECTOR, 
TAX SYSTEMS ISSUES ^ 

Mr. HlNCHMAN. Yes, sir. I am accompanied this morning by 
Hazel Edwards, of our Accounting and Information Management 
Division. She has played a major role in our work reviewing the 
information systems at the Internal Revenue Service. 

Both of us are pleased to be here to share our ideas on three im- 
portant and sensitive issues that are the focus of the Committee's 
attention in the first part of today's hearing: controlling fraud in 
the IRS filing system; safeguarding taxpayer automated files from 
unauthorized access and manipulation by IRS employees; and more 
generally, removing unnecessary risk from the IRS' computer sys- 
tems environment. 

I have a somewhat lengthy statement, and with the Committee's- 
permission, I will insert that in the record and summarize. 
• Chairman Glenn. Without objection, the entire statement will be 
included, and I will say to all the witnesses that if you have a 
longer statement, they will all be included without objection. 

Mr. Hinchman. Thank you, Mr. Chairman. 

1 al so want to say on a personal note that I am personally hon- 
ored by the chance to appear on this panel with Commissioner 
Richardson. 

If I had to summarize our statement in a couple of sentences, I 
would say that the IRS has recognized the severity of its problems 
in these three areas I just mentioned; that it has taken steps and 
plans to take others to resolve them, but that we need to recognize 
that the task is great, and progress has been slow. 

Additional action and sustained leadership are going to be nec- 
essary if the problems are going to be surmounted. 

Let me turn first to the question of controlling fraud in electronic 
filing. I think we need to recognize that in recent years, Americans 
have come to expect quick access to information and services in 
their dealings with private sector enterprises, and not surprisingly, 
they are increasingly coming to expect the same kind of quick serv- 
ice from their Government. 

Today's automated technology has greatly increased IRS' ability 
to deliver services and access information rapidly. However, along 
with this ^technology have come new and greater challenges to pro- 
tect this highly sensitive taxpayer data which IRS possesses. 

Electronic filing to date has shown the potential for a paperless 
tax filing system. Since 1990, the number of individual tax returns 
filed electronically has increased dramatically— from 4.2 million in 
1990, when the system was first offered Nationwide, to 13.5 million 
this year. Looking ahead, IRS believes, I think properly, that elec- 
tronic filing is the cornerstone of its future. Its goal is to receive 
80 million returns electronically by the beginning of the next cen- 
tury. 

However, this electronic filing has come at a price. The rate of 
fraudulent return losses in electronic filing are high. Thus far, the 
number of electronic returns identified as fraudulent in any 1 year 

1 Th« prvpand lUtemtnt of Mr. Hinchman appacra on p*r> 69. 
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has been relatively low in absolute numbers. For example, in 1993, 
the number is something like 26,000 cases have identified fraudu- 
lent refunds. These returns involve something like $50 million. 

However, the growth rate in this fraud is very high. As of July 
of this year, IRS had received about 110 million individual tax re- 
turns, of which about 13.5 million were filed electronically, some 
nearly 10 percent more than the previous year. 

By comparison, IRS' reports show that 64 percent more fraudu- 
lent electronically filed returns have been identified during the first 
5 months of this year than in the same period of last year, nearly 
21,000 compared to just under 13,000 last year. 

More importantly, the rate of detected fraudulent refund losses 
is much higher for electronically filed returns than for paper re- 
turns. 

We have made several recommendations to improve IRS controls 
over electronically filed fraud. These recommendations involve im- 
proved screening and monitoring of persons and firms who are au- 
thorized to do return filing electronically; better validation and ed- 
iting within the electronic filing systems to help prevent fraudulent 
electronic returns from being accepted by the system; and better 
detection of fraudulent returns that have been accepted. IRS is 
working on all of these areas, but, as I think they acknowledge, 
problems remain. , 

The second issue before the Committee today is unauthorized 
browsing of taxpayer accounts, an issue that was addressed at 
length in this Committee's hearings last August. At thst time, we 
testified that IRS did not adequately control access authority given 
to computer support personnel to adequately monitor employee ac- 
cess to taxpayer accounts. 

For example, a 1992 IRS internal audit found that some employ- 
ees have used their access to monitor their own fraudulent returns, 
to issue fraudiuent refunds, and to inappropriately browse through 
taxpayer accounts. 

Since that hearing, an examination of all of its regional offices 
has led to a finding that IRS has similar problems throughout the 
country. IRS has also evaluated the disposition of the Southeast 
Region's suspected browsing cases that were discussed last year. 
Overall, IRS r Office of Ethics concluded, and I think IRS manage- 
ment agrees, that disciplinary action in 51 of the 328 cases re- 
viewed were too lenient. Moreover, the Office of Ethics found cases 
of inconsistent punishment for similar offenses, including disparate 
treatment between offices and within the same office. 

IRS has revised its penalty guidelines since then to set minimum 
and maximum penalties for violating computer security and pri- 
vacy laws. The guidance does provide important assistance to man- 
agers to encourage fair and consistent application of penalties, and 
the task ahead now is to assure their effective implementation. 

An internal systems security study commissioned by IRS in 1993 
pointed out that one of the greatest security risks that IRS faces 
is its own employees. The same year, a review by IRS' internal 
auditors found that there were virtually no controls programmed 
into the Integrated Data Retrieval Systems— one of IRS' most im- 
portant databases— to limit what employees can do once they are 
authorized access and authorized to input account adjustments. 
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The review indicated that IRS' internal security program had 
identified instances of employee attempts to embezzle funds by 
using the IDRS system. 

With the technology available today, unauthorized access to tax- 
payer accounts can be restricted by systems controls. IRS' 1993 Ac- 
tion Plan to address security weaknesses within the IDRS system 
is attempting to move IRS in this direction. 

For example, IRS reports that it now can use system controls to 
detect and intervene if employees attempt to access their own ac- 
counts or those of their spouses. However, similar restrictions have 
not yet been implemented to control employee access to the ac- 
counts of others, such as neighbors or relatives. 

IRS also needs effective systems controls to not only restrict ac- 
cess to necessary taxpayer accounts, but to record audit trails of 
virtually everything that goes on with taxpayer accounts, so that 
actions taken by employees can be monitored. Such reports are 
planned as part of the new Electronic Audit Research Log system, 
but are not yet in place. 

IRS has also taken steps to better inform and educate employees 
on their responsibilities concerning IDRS security and privacy is- 
sues. These steps have included distributing articles in newsletters, 
showing videos, recording a message from the Commissioner, all of 
which emphasize IRS' policy regarding proper use of taxpayer data. 

Again, what is important is that this path of progress continues 
to be pursued. 

Let me conclude with just a few remarks about computer sys- 
tems security, generally. We will shortly report to this Committee 
on the results of our review of IRS' information systems security 
review which we undertook as part of this year's financial audit of 
IRS. Overall, IRS computer controls do not yet adequately assure 
that taxpayer data is properly protected from unauthorized access, 
unauthorized change, unauthorized disclosure or loss. 

We found in particular the following principal weaknesses: inad- 
equate control over access to computer systems; limited monitoring 
of taxpayer account transactions; poor contingency preparation for 
recovery after a disaster; and improper management of software 
changes. 

None of these findings is new to the IRS. In its 1993 Federal 
Managers Financial Integrity Act report, IRS added security over 
taxpayer data as one of its material weaknesses. Over the last sev- 
eral years, IRS has commissioned a number of studies which have 
revealed these and other serious systems security problems. 

Resolving some of these longstanding computer security problems 
is important, and IRS is moving in that direction. But until the so- 
lutions are actually in place, serious risks will .remain. 

And IRS does have in place a number of efforts to improve con- 
trols over access to taxpayer records. However, as I said, results 
are still limited. Much of what IRS considers as a solution to its 
computer security problems is embedded in the Tax Systems Mod- 
ernization efforts, which is 6 or more years away from completion. 

In our judgment, however, today's risks cannot be left to a future 
system to resolve. There are actions that need to be taken today 
to secure IRS' computer systems. 
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Mr. Chairman, IRS is working to better control electronic filings 
and the great risk of unauthorized access to taxpayer account data, 
and to improve overall computer systems security. Adequately re- 
ducing the risk in these areas will depend on effective and timely 
implementation by IRS of significant improvements. We believe the 
continued oversight and support of this Committee in tackling this 
challenge will be important to that effort. 

This concludes my statement. We would, of course, be happy to 
answer any questions you or your colleagues may have. 

Chairman Glenn. Thank you. We will wait on that until after 
Commissioner Richardson has presented her testimony. 

Ms. Richardson. 

TESTIMONY OF MARGARET MILNER RICHARDSON, 1 COMMIS- 
SIONER, INTERNAL REVENUE SERVICE, ACCOMPANIED BY 
MIKE DOLAN, DEPUTY COMMISSIONER; TED BROWN, RE- 
FUND FRAUD EXECUTIVE; HANK PHILCOX, CHIEF INFORMA- 
TION OFFICER; AND LARRY WESTFALL, MODERNIZATION EX- 
ECUTIVE 

Ms. Richardson. Thank you, Mr. Chairman. 

I, too, have a longer statement that I would like to have submit- 
ted for the record. 

Chairman Glenn. It will be included in the record. 

Ms. RICHARDSON. Mr. Chairman, and other distinguished mem- 
bers of this Committee, I have with me today Mike Dolan, who is 
the Deputy Commissioner, and Ted Brown, who is our Refund 
Fraud Executive and was formerly the Assistant Regional Commis- 
sioner for Criminal Investigation for the Central Region. 

I also have with me — but we did not have room at the table — 
our Chief Information Officer, Hank Philcox, and Larry Westfall, 
who is our Modernization Executive and is responsible for the Tax 
Systems Modernization integration with our operations and mak- 
ing the whole system work. So if you have any specific questions 
later of them, I hope they will be able to participate as well. 

Chairman Glenn. Fine. Thank you. 

Ms. Richardson. We appreciate the opportunity to be here today 
to discuss the Internal Revenue Service s commitment to detecting 
and preventing attempts to undermine our tax system of voluntary 
compliance by those who are unwilling to comply with the tax laws. 
Our goal is to maintain a balanced enforcement program that en- 
sures compliance among all groups of taxpayers, while safeguard- 
ing taxpayers' rights and privacy. 

We are also appreciative of the opportunity to update you on our 
progress since last year's hearing in safeguarding taxpayer files 
from unauthorized access and manipulation. 

Today, I would like to share with your our current activities and 
our longer-term strategies for addressing tax refund fraud, which 
is merely one element of tax fraud 

Both the electronic and the paper filing systems are subject to 
continuous attempts by "fraudsters" to circumvent fraud control 
mechanisms that we have installed. Our initiatives are and will be 
directed at protecting both the electronic and the paper filing sys- 



1 The prepared statement of Ma. Richardson appears on page 74. 
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terns, since both are exposed to yearly fraud attempts. However, 
and I cannot say this strongly enough — only when we have been 
able to implement oar Tax Systems Modernization program will 
the IRS acquire the computing systems in the capacity that we 
need to install the sophisticated^ fraud control mechanisms that will 
prevent fraudulent refund claims and also will allow us to lock out 
all unauthorized activities in our system. 

Mr. Chairman, fraud, as you know, is not unique to the Govern- 
ment or to the Internal Revenue Services. Technological advances 
have significantly improved both public and private institutions' ca- 
pacities to deliver money faster. Prompt payment is a desirable 
customer service goal, but for an agency like the IRS, if presents 
problems from a law enforcement standpoint. Efforts to shorten 
payment cycles and to dispatch electronic payments rapidly must 
be matched by corresponding safeguards to ensure adequate con- 
trols. While we very much want to provide a quality service that 
includes prompt payment, and we are moving toward this through 
modernizing our technology, we have to ensure the integrity of tax 
administration and be concerned about improved compliance as 
well. 

Since 1977, we have addressed tax refund fraud through our 
Questionable Refund Program. That program, which was conducted 
in each of our 10 service centers, had teams of trained personnel 
to review pre-refund tax returns which had been selected manu- 
ally, or selected based on computer criteria. In response to a num- 
ber of factors and emerging trends, we have designed a new fraud 
reduction strategy which utilizes new technology and multi- 
functional resources to control fraud. 

Our fraud reduction strategy encompasses attempts to under- 
stand fraud as well as to prevent, detect, and bring enforcement ac- 
tions against those who are caught. We believe that all four of 
these elements are essential for effective fraud control. 

These increased efforts from 1990 to the present have resulted 
in significantly more fraud identified and stopped by the IRS as 
well as our ability to identify a number of new schemes. Before de- 
tailing the strategy, though, I want to briefly touch on some of our 
research efforts in the filing fraud area. 

As I said, understanding fraud is a very important part of trying 
to detect and prevent it, but it is not always easy to understand 
all of the schemes. The statistics that are readily available have 
limited value because they are taken from existing fraud detection 
operations and obviously cannot include undetected fraud. 

The level of detected fraud has increased, as you all have noted. 
This increased rate results from improvements m our detection ca- 
pabilities and, though we cannot be sure, probably some increase 
m fraud attempts. 

To enable a more comprehensive analysis of the extent of refund 
fraud, we initiated three studies during this past filing season. The 
first study has been completed. That study involved the selection 
of a statistically valid sample of approximately 1,000 returns which 
were filed electronically during January of this year. Each of these 
returns claimed the Earned Income Tax Credit. 

The Earned Income Tax Credit claim was verified by IRS special 
agents, by going out and personally con 1 acting taxpayers, tax re- 
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turn preparers, and employers. That study showed that roughly 35 
to 45 percent of the 1.3 million Earned Income Tax Credit claims 
filed electronically through the end of January would, because of 
the errors involved, have been adjusted by either increasing or de- 
creasing the credit claimed if they had been subject to a full exam- 
ination. These percentages of error may be understated because 18 
percent of the EITC returns that were filed electronically were re- 
jected before they were filed, due to some improved fraud detection 
measures we had installed at the front end of our system. 

About one-half, or 50 percent, of the EITC claims with errors ap- 
pear to be the result of unintentional errors— oversights and all 
kinds of mistakes that are made. The errors remaining on the 
other half appear to have resulted from intentional misrepresenta- 
tions, based on our assessment of the taxpayers. 

The additional characteristics that we have derived from this 
study are going to assist us, and have assisted us already, in iden- 
tifying potentially fraudulent claims, and from there, help us to de- 
velop additional fraud controls for next filing season. 

Our fraud reduction strategy. Again, shortly after I became Com- 
missioner, when I realized that we desperately needed to step up 
our efforts to detect refund fraud, I responded in two significant 
ways. First, we engaged the services of the Los Alamos national 
Laboratory — something I want to come back to in a few minutes — 
and second, perhaps more significantly, we appointed Ted Brown, 
who is with me today, to spearhead our enhanced efforts. 

Mr. Brown has 22 years of experience in our Criminal Investiga- 
tion function and a strong background in fraud detection. In his 
new role, he is responsible to me and to the Deputy for developing 
and overseeing all of the IRS' efforts to enhance the detection and 
prevention of not only refund fraud, but also filing fraud in general. 

But controlling fraud is a dynamic undertaking. Fraud is per- 
petrated by those who think creatively, adapt continuously, and 
frankly, relish devising complex strategies. Fraud prevention mech- 
anisms which are perfectly satisfactory today may be of no use to- 
morrow. 

Therefore, to maintain effective fraud prevention mechanisms de- 
mands continuous assessment of emerging trends and constant re- 
vision of the current prevention mechanisms. Our goal is to stop 
fraudulent returns from entering the system. Although detection 
and prosecution are important, after the fact enforcement is costly 
and inefficient; prevention is the key. 

We have been and we will continue to institute short-term 
changes designed to prevent fraud. However, the long-term solution 
to fraud prevention really does require the enhanced capabilities of 
our Tax Systems Modernization program. But we understand that 
combatting fraud requires not only systemic changes, but also the 
combined efforts ana continuing support of all of our partners in 
tax administration -tax return preparers, tax practitioners, and 
the Congress. 

As I mentioned before, I recognized that fraud detection was a 
priority item when I became Commissioner, and to that end we 
needed to improve our current screening and detection systems 
with more sophisticated and automated techniques. With key mem- 
bers of my staff, I visited Los Alamos national Laboratories to see 



er|c 2 4 



18 



first-hand the creative use of artificial intelligence systems in de- 
tecting fraud. We have engaged the services of Los Alamos and 
now are able to bring to bear the resources of the world's most pow- 
erful, high-performance computers to help us in fraud detection. 

While the Laboratory's research with nuclear weapons is widely 
known, in recent years, it has assisted many agencies in improving 
computer security and in designing software to detect anomalies 
and match patterns in large data sets. We believe their assistance 
will improve our ability to identify fraudulent refund claims and to 
reduce expensive manual screening procedures. 

As we continue to identify the items on returns that are pre- 
dictive of fraud, we will move those filters to the front of our proc- 
essing system. Returns with these patterns can then be removed 
from normal processing and carefully scrutinized. 

For the 1995 filing season, we will install a new electronic fraud 
detection system which will serve as a platform for the Los Alamos 
Laboratory systems. 

Our detection capabilities have also been enhanced through the 
efforts of our Internal Audit function. Our Chief Inspector views re- 
fund fraud as a priority and has made it a significant piece of the 
Internal Audit work plans. Beginning with the 1994 filing season, 
Internal Audit began devoting substantially more resources to eval- 
uating the efficiency and effectiveness of our fraud detection mech- 
anisms. Internal Audit's intensified efforts will continue through 
the 1995 filing season. 

As I mentioned before, our current detection program depends on 
a pre-refund review of millions of returns selected either manually 
or by computer criteria; Those returns having substantial indica- 
tions of fraud are then referred to field offices for possible criminal 
investigation. The detection criteria are dynamic, and they are de- 
veloped and refined to respond to identified false claims and 
abuses. 

In addition, the overall processing of returns by the IRS has cer- 
tain built-in checks and balances to assist us in the identification 
of suspected fraudulent claims. Throughout the returns processing 
pipeline, trained Service Center personnel designate suspicious re- 
turns for review by our Questionable Refund Program teams. Inter- 
nal as well as external sources of information are used to identify 
fraudulent returns. Additional staffing this year has allowed our 
Questionable Refund Program teams to review more returns and. to 
use a more analytical approach in the detection process. Our re- 
turns processing and information systems functions are continuing 
to expand their role in fraud detection, and I think that has also 
contributed significantly to the increase in the detection of fraud. 

The fourth component of our fraud reduction strategy involves 
the use of enforcement tools, such e s prosecution, to deter criminal 
violations of the tax law. Public c. ifidence in our tax system can 
only be maintained if tax refund ftv.ud perpetrators know that they 
risk going to jail if they are caught. The IRS, working with the De- 
partment of Justice and with U.S. Attorneys, will continue to ac- 
tively pursue cases of criminal violation of the tax laws, with every 
intention of prosecuting where appropriate. 

Our criminal enforcement efforts have been very successful, with 
approximately 98 percent of the indictments involving refund fraud 
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resulting in conviction, and the average incarceration time has 
been 17 months. 

But despite our successes, we recognize that we cannot prosecute 
the problem of fraud away and we must have a broader, 
multifunctional fraud reduction strategy. In continuing our effort to 
reduce tax refund fraud, we made numerous systemic verifications 
that we implemented in the 1994 filing season. 

These included additional comparisons of IRS data to confirm the 
identity of taxpayers and the validity of their claims. However, we 
do not feel it would be appropriate to disclose the specific nature 
of those checks here, since to do so would reduce their effectiveness 
in protecting our system. ... , „ c 

While it would also not be appropriate for me to discuss all ot 
our fraud control measures for the 1995 filing season, there are two 
actions which I want to share with you today. Ohe, we ^e tighten- 
ing standards for the electronic return originators (EROs). New 
standards under consideration include requiring first-time EROs, 
as they are called, to submit fingerprints to us and allow us to ob- 
tain criminal checks from the FBI. 

Chairman Glenn. And "ERO" h another way of saying a person 
filing? 

Ms. Richardson. Well, no. This is actually an "electronic return 
originator," the intermediary between the taxpayer and the pre- 
parer. , , , 

Chairman Glenn. So it would be like the tax preparer, who sub- 
mits on behalf of a person? 

Ms. Richardson. Yes, they actually provide the system to file 
the return. They do not necessarily prepare the return, but they 
have the software and the compatible hardware to file the return. 

Chairman Glenn. Thank you. 

Ms. Richardson. But up until now, and I know GAO has rec- 
ommended in the past that we engage in criminal background 
checks. We will be doing that for the 1995 filing season— working 
with the FBI. They have been most helpful in helping us set up the 
program for next year. , ■ 

We are also going to conduct credit checks of these people tor 
next year before they are allowed to be part of our electronic filing 
program. 

Also additional field resources are going to be shifted into compli- 
ance checks of the whole electronic return originator community, 
and enforcement of the requirements for participation in the pro- 
gram will be stepped up. , 

Second, substantial efforts are going to be devoted to assuring 
that taxpayers who are claiming refunds are using their proper 
Taxpayer Identification Number. To that end, we are planning to 
direct significant resources toward identifying refund claims with- 
out a Taxpayer Identification Number, with an invalid Taxpayer 
Identification Number, and/or where they are using duplicate Tax- 
paver Identification Numbers. . 

Today, if you want to withdraw money from a financial institu- 
tion using your card, you have to use the proper account number 
or the proper PIN number. We believe that before money is paid 
from the Federal Treasury, the taxpayer should also have to pro- 
vide a correct, valid Taxpayer Identification Number. Failure to do 
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so next year is going to result in the delay of the refund until we 
can get the matter resolved. 

As this Committee is aware, at the behest of the House Ways 
and Means Committee, a Treasury Department Task Force was 
formed to study tax refund fraud. The Undersecretary for Law En- 
forcement, Ron Noble, is chairing that effort. We are participating 
in this effort and plan to submit the findings in September to the 
Ways and Means Committee, but we will look forward to sharing 
those findings with this Committee as well. 

Chairman Glenn. Good; we appreciate that. 

Ms. Richardson. The actions that I have just outlined are, we 
believe, significant steps we are undertaking to detect and prevent 
fraudulent refund claims. However, Tax Systems Modernization 
(TSM), which we are implementing over a period of years, really 
does hold the key to identifying and stopping those who attempt to 
fraudulently circumvent the tax system. Without modern equip- 
ment and software, methods of applying expert systems analysis to 
large databases is virtually impossible. 

TSM will not only provide the computing power and the capacity 
needed to apply sophisticated fraud detection techniques, but will 
also provide us with more timely access to more information need- 
ed for compliance, thus enhancing our ability to collect the proper 
amount of taxes. 

Systems we install this year and in the next few years — or, at 
least, hopefully, we will be installing—will permit us to capture all 
of the information on paper tax returns compared with the 40 per- 
cent that we are able to capture today through our labor-intensive 
manual input process, where we have data entry clerks literally 
transcribing the data on the face of returns. 

This ability to process paper returns through electronic means 
will enhance our ability to identify fraudulent returns by enabling 
systemic cross-checking of more information on the return, as well 
as with other returns. Other features will improve our ability to 
perform more validity checks and data analysis work. These 
changes will have an enormous impact in enabling us to detect and 
stop fraud before it takes place. 

Through these and other TSM projects, the IRS will be able to 
make dramatic improvements in tax administration and significant 
inroads in our fight against fraud. Such significant inroads cannot 
be made, however, if funding for these projects is delayed or not 
available. 

Mr. Chairman, while I appreciate the difficult financial choices 
that Congress has to make concerning the fiscal year 1995 appro- 
priations bills — and I must say we thank you very much for your 
support and that of Chairman Sasser in the budget process— we do 
feel strongly about the need for more funding For the TSM effort 
for fiscal year 1995. Unfortunately, as of today, significant reduc- 
tions in TSM funding for fiscal year 1995 do appear to be likely. 
Such reductions, unless they are largely restored, may require us 
to stop all of our major hardware acquisitions we had planned and 
consequently rethink completely the Tax Systems Modernization 
program that we had planned. 

Since the hearing in August last year before this Committee, as 
you know, there hps been ongoing dialogue and numerous meetings 
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between our staffs, as well as several meetings that I have held 
with you, to discuss what steps we have taken to improve our con- 
trol of unauthorized access to taxpayer information and also to pro- 
mote our concerns about privacy. We have taken numerous steps 
to increase the protection afforded to taxpayer information. We 
have now got an Advocate for Privacy, and we have done a lot of 
things to prevent privacy abuses in the future. We have announced 
penalties on those who commit such abuses, and we have designed 
and developed more efficient information systems to identify such 
abuses, as well as planned for the development of future TSM sys- 
tems that will prevent abuses from occurring at all. 

I recently appointed Robert Veeder as the Privacy Advocate for 
the IRS, and he is also here with us today. Mr. Veeder has worked 
extensively with the Privacy Act and the Freedom of Information 
Act as a senior policy analyst at OMB. In his new role, he has the 
responsibility for developing and overseeing the Service-wide pri- 
vacy program as it relates to or is impacted by initiatives proposed 
by Congress, other agencies, and the public. Recently, Mr. Chair- 
man, this new office, as part of its Service-wide outreach and train- 
ing programs, developed a privacy information video featuring you 
and Senator Pryor that has now been distributed to all district, re- 
gional, and service center training offices. By the end of this fiscal 
year, it will have been viewed by all IRS employees. 

As you know, after last year's hearing, we developed an Action 
Plan which covered 35 critical areas aimed at improving both the 
security and privacy of tax information in our IDRS database. As 
you are aware from the ongoing dialogue and our status reports, 
as of July this year, we have completed 21 of those actions, nine 
are on schedule to be completed, and five we have had to resched- 
ule. 

Some of the major accomplishments of the Action Plan include a 
policy statement on privacy rights which I issued to all employees, 
which emphasizes the need to protect taxpayers from unnecessary 
intrusion into their tax records, and 10 basic privacy principles to 
establish a public trust for protecting taxpayer privacy, and safe- 
guarding the confidentiality of taxpayer information were also enu- 
merated. These principles were distributed to all employees and 
are being discussed in employee group »nsetings throughout the 
Service • 

We issued a Guide for Penalty Determinations that lists pen- 
alties for the various types of misconduct; that also have been is- 
sued to all employees, with the goal of assuring that we will not 
have inconsistent treatment and inconsistent penalties for mis- 
conduct in this area. 

We have also installed an Electronic Audit Research Log (EARL) 
system in all service centers in March, and that is going to provide 
searches of the IDRS audit trail for security and staff management. 

As you, Mr. Chairman, have recognized, the systemic solution to 
safeguarding taxpayer information is also found 1.1 TSM. Without 
that system, we will not be able to provide State of the art security 
and privacy protection for taxpayer information. 

I would like to conclude by saving that prevention and deterrence 
are clearly keys to refund fraud control. Prosecutions are an impor- 
tant component of our strategy, and we are going to continue to 
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emphasize enforcement. Our deterrents and our detection programs 
are working, but I think we all agree that we need to enhance 
them so we can continue to detect new schemes. But we need the 
help of all of our partners in tax administration to recognize that 
fraud reduction is a joint responsibility. 

We also recognize that fraud detection may necessitate the slow- 
ing down of the refund process in some cases. Mr. Chairman, we 
will need your understanding and that of your colleagues so that 
further streamlining of the refund process, especially with respect 
to motor fuel excise tax claims and other refundable credits, can 
sometimes seriously jeopardize our efforts to detect and prevent 
fraud. 

With the assistance of you and your Committee, doing whatever 
it can to obtain our fiscal year 1995 funding, we are optimistic that 
we can continue on track with Tax Systems Modernization and 
that we will therein be able to enhance our fraud detection efforts 
as ^ell as enhance our privacy and security efforts. 

That concludes my statement, and we would be more than happy 
to answer any of your questions. 

Chairman Glenn. Thank you very much. 

I will start with Mr. Hinchman. Mr. Hinchman, in your look at 
this, do you think we are getting better detection, or is there really 
more fraud out there? Can you break that down for us? 

Mr. Hinchman. I think, as the Commissioner just said, we really 
do not know the answer to that question. There is really no empiri- 
cal basis for reaching a judgment on that question. 

As we understand it, the IRS does have underway several stud- 
ies which are going to try to provide that empirical base, and will 
be able to reach some judgment about that. 

There have been suggestions from time to time that we look at 
fraud detection in other financial sectors, like credit cards, for ex- 
ample, or bank transactions. The difficulty with that is that each 
of these sectors has its, own characteristics in terms of the people 
who are involved and the kinds of activities that are going on, and 
I do not think there is any substitute for the empirical information 
which IRS is now collecting. 

Chairman GLENN. Good. What is your opinion, Ms. Richardson? 
Do you have any idea on this? What I am thinking about is a little 
bigger philosophical problem. Is all this cynicism of Government 
meaning that people are more prone now to try to hold back on 
taxes and not be honest on their tax returns? Has it gone that far, 
or is it just that we are doing better detection on what has been 
there all along? 

Ms. RICHARDSON. I think in large part, it is our ability to detect 
fraud. I think the irony is that the electronic filing system and elec- 
tronic processing of information has allowed us to detect patterns 
and do things that \<re were never able to do before. 

So I think probably, in large part, it is our enhanced detection 
ability, but there may be additional fraudulent schemes out there 
as well. 

Mr. Hinchman. And obviously, we all hope that the problem is 
only— if that is the right word— better detection. One of the reasons 
to do these studies is that we will get that answer, and f the an- 
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swer is that the rate of fraud is in fact not increasing, we will all 
sleep better. 
Chairman Glenn. We hope. 

Mr. Hinchman, in previous testimony, you and other people from 
GAO have testified that they felt IRS might be more interested m 
pursuing modernization and that this is being pursued too fast and 
it is a detriment to systems security and growing fraud. Do you 
think that is still valid? 

Mr. Hinchman. Back in 1989, when the IRS had an experi- 
mental system for electronic filing, we issued a report in which we 
urged that before that system be implemented Nationwide, there 
be a fresh study of the requirements of such a Nationwide system. 
We said that we thought that this experimental system was never 
intended to be rolled-out for production. 

Obviously, one of the things that needed to be tested was the 
question of whether the system had adequate security built into it. 
That advice was not taken.. That experimental system was imple- 
mented Nationwide. And I think to some extent, ever since, we 
have been trying to catch up; we have been moving from fire to 
fire, trying to keep the security problems in the system under con- 
trol. And I have already said that we are very supportive of the in- 
numerable efforts that Commissioner Richardson and her staff 
have underway to do just that. But in the final analysis, until we 
step back and get a comprehensive assessment of what the security 
needs are for a Nationwide electronic filing system, we are not 
going t i get this problem under control. That means we need to be 
as concerned about security as we are about speed and all the 
other things we get from electronic filing. 

Chairman Glenn. Let me follow up on that just a little bit. It 
seems to me that we have been pushing this idea of speedy returns 
and fast refunds, and loans— they are termed "refund anticipation 
loans"— paid when the IRS issues the actual refund. And we trans- 
mit back direct deposit indicators and so on to guarantee that the 
refund will be there in 2 weeks. 

What is the requirement for all the speed? It seems to me that 
that is where all the fraud is coming into this thing. Why are we 
trying to do this so fast? It seems to me we may be emphasizing 
speed— I guess I would ask this of Ms. Richardson. Why are we 
pushing speed v/here that seems to get us off-base? 

Last year, IRS was able to stop just about 54 percent of refund 
checks where it detected fraudulent electronic returns, and that is 
$25 million in bogus refund checks; and another $10 million in 
bogus refunds sent out on fraudulent paper returns. 

I know it is nice to get people their money back, but do we need 
to do it so fast that we are losing money on it? It seems to me we 
would be ahead to slow up a bit and make sure of what we are 
doing. 

Ms. RICHARDSON. Well, I fully agree with you, and that is why 
for 1995, where we have questionable situations, we plan to delay 
the refunds until we can verify that taxpayers are actually entitled 
to them. 

There is an inherent conflict, I think, between better customer 
service, faster customer service, the kind of access and quick re- 
sponsiveness that many people have come to expect in the private 
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sector, and what they would like from their Government — the law 
enforcement and the tax administration needs to install these 
checks so we will be able to review the refunds to prevent the 
fraud. 

I fully concur with you, Mr. Chairman, that we cannot value 
speed over the accuracy of the refunds. 

Chairman Glenn. The Earned Income Tax Credit appears to be 
a very significant element in filing fraud. In fact, your written tes- 
timony discloses in a recent sample IRS found that 50 percent of 
returns with errors related to the Earned Income Tax Credit may 
have been fraudulent. Fifty percent I think was the figure, and I 
think you gave that figure a little while ago. 

Is this that people are just out to gyp the system, or do they not 
know how many kids they have, or what is the problem here? The 
Earned Income Tax Credit seems to me to be pretty straight- 
forward, and it would be difficult to fudge that one and get a fraud- 
ulent return on it. What is the problem there? 

Ms. Richardson. I think our testimony was that probably 
around half, (or somewhere between 35 and 45 percent) of the re- 
turns that we surveyed had claimed the Earned Income Tax Credit 
and would have been adjusted if we had given a full examination 
of those returns. Some of those were errors that were against the 
taxpayer, but many of them were not. Probably half of them were 
from intentional errors. I would also say that the Earned Income 
Tax Credit is a fairly complicated process. The rules were changed 
last year, and it was expanded to include several different filing 
statuses, so that made it a little bit more complicated. 

But I think there is no question where you have refundable cred- 
its, an opportunity for fast money, that you promote the oppor- 
tunity for fraudsters to get involved. I think that is true in the pri- 
vate sector as Well as in the public sector. 

Chairman Glenn. Thank you. My time is up on this round. 

Senator Dorgan. 

Senator Dorgan. Mr. Chairman, thank you very much. 

I would like to ask a couple of questions similar to those I asked 
last August about what is the penalty. What would a person who 
now is employed by the IRS expect to have happen to him or her 
if they were caught snooping or browsing or disclosing in an unau- 
thorized way information on a tax return? In the GAO report, they 
indicated that of the 328 cases that they discussed with us last fall, 
they were not able to get information on some 32 cases— that is, 
disposition and evaluate whether the disposition was appropriate — 
but of those they did get information on, in 51 of the disciplinary 
actions, they found that the IRS was too lenient. That would mean 
that the Internal Revenue Service management, in one of five or 
one of every six cases, has made a disposition with respect to the 
employee's actions that the Office of Ethics concluded was too le- 
nient. 

Can you tell me how you feel the actions by the IRS were? Do 
you agree with the Office of Ethics that the IRS was too lenient? 
And if so, what has been done to be sure that in the future, we 
are not going to see the management of the IRS impose penalties 
that are too lenient once again? 
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The reason I ask the question is if you do not have a system in 
place that says to employees in the IRS: Do not even think about 
this — not only do not dare, but do not even think about unauthor- 
ized disclosure; do not even think about browsing, and do not even 
think about snooping, because the penalties are certain, severe and 
harsh — I worry when the GAO tells us one in five or one in. six 
cases were cases where the penalties applied by the management 
were too lenient — why? 

Ms. Richardson. I recall you had a sign that you offered us last 
year 

Senator DORGAN. I told you of a sign at a motel in Minneapolis 
where the manager parked that said: "Do not even think about 
parking in this space. 

Ms. Richardson. And I will tell you that I have used that in 
many visits with employees to remind them not even to think 
about' abusing taxpayers' rights to privacy. 

To answer your question about unauthorized disclosure, there 
are criminal and civil penalties that can be imposed for unauthor- 
ized disclosures of tax return information, and fortunately, it hap- 
pens very rarely, but we do treat those cases very seriously, and 
we refer them to the Department of Justice for prosecution where 
there have been unauthorized disclosures. 

Most of the cases we discussed last year, the so-called browsing 
cases, did not involve unauthorized disclosures outside the Internal 
Revenue Service; they involved employees who were authorized to 
be in the system, but they were not authorized to be looking at the 
accounts that they were looking at. In other words, if they were au- 
thorized to look at your account, Senator Dorgan, and they looked 
at Senator Sasser's, they were not supposed to have been doing 
that. 

So what we did was we issued a table of penalties — it was our 
Office of Ethics that made that review, and we arrived at the con- 
clusion that in 51 cases, the penalties were too lenient. GAO con- 
curred in what we found, I believe 

Mr. Hinchman. That is correct. 

Ms. RICHARDSON [continuing]. But it was actually our finding. So 
I do agree that we were too lenient. IRS management agrees with 
that. 

Senator Dorgan. But my question is how did that happen. I 
guess I would prefer that you come out in a manner that suggests 
that the penalties were appropriate, rather than too lenient. 

Ms. RICHARDSON. Well, I cannot tell you how it happened in 
every specific case. I can tell you that un+il approximately a year 
ago, we had not placed the emphasis that I think we should have 
on the whole issue. We have sin :e taken great steps to educate 
every, single employee about what their obligations are. We have 
made it very clear that dismissal is one of the penalties that can 
occur for the browsing, not just the unauthorized disclosure. And 
we have issued a Table of Penalties, so that across the country, 
uniformity can be applied in these cases. 

One of the problems in an organization of 115,000 people that is 
highly decentralized — or it has been, historically — is that you do 
find inconsistent treatment in various parts of the country. I think 
we have made great strides. We have met with the regional com- 
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missioners, our district directors, and we have made it very clear 
we take the matter seriously, and we take the issue of the pen- 
alties very seriously. 

I would hope that if we were to have a similar review today of 
the matters — and some of these had occurred in earlier years; it 
was not something that just happened in this past year — that we 
would not have the same conclusion, that we would agree that ap- 
propriate penalties had been imposed. 

Senator Dorgan. But the report says today that more of this is 
occurring. And the question for someone who now works at the 
Service is what is going to happen to them. Let us assume that 
they want to take a look at Senator Glenn's tax return just because 
it would be fun. He is a fairly famous American 

Chairman Glenn. Pick somebody else, would you? [Laughter.] 

Senator Dorgan [continuing]. And they have, among 50,000 oth- 
ers, access to a code and might browse and take a look at that tax 
return, or Senator Sasser's, for that matter. And who knows what 
they would do with that information, but they did not need it; they 
were browsing and snooping and may or may not, in idle conversa- 
tion, give a snippet of it to someone. 

I would prefer that someone view your action later on as being 
too tough rather than too lenient. Obviously, we want you to be 
fair, but if there is a criticism, I prefer the IRS be criticized for 
being too tough, and where somebody says, "They are tougher than 
nails down there; there is zero tolerance for someone who abuses 
this information." 

Ms. RICHARDSON. I concur in your view, and I hope that if we 
have another review, and if we have erred on one side, that we 
have erred on the side of being too tough, because we do have zero 
tolerance for that kind of activity. 

I think the increase in numbers we need to focus on — and I will 
let Mr. Dolan address some of the specifics. When we were here 
last year, we were reviewing a report from one of our seven re- 
gions. We just instituted a review of the browsing issue in the 
Southeast Region. What we have done since that time is to look at 
all the regions, as we agreed we would do at the hearing; we just 
did not have all of the software or plans in place to do it. That is 
where the additional numbers have come from over the past year. 
So what we were talking about last year was one of the seven re- 
gions. 

Chairman GLENN. Senator Sasser. 

Senator SASSER. Thank you very much, Mr. Chairman. 

Commissioner Richardson, the instances of fraudulent returns 
filed electronically involving the Earned Income Tax Credit appear 
to me to be very high, based on your testimony and what the Gen- 
eral Accounting Office has told us. Now, the Earned Income Tax 
Credit applies predominantly to people of low income, and they do 
not have the means themselves to file an income tax electronically; 
they are going to tax preparers, are they not? 

Ms. Richardson. They are. 

Senator SASSER. Well, I am wondering if there has been any — 
and perhaps I ought to address this to Mr. Hinchman— but has 
there been any investigation to see whether or not these tax pre- 
parers are encouraging people to give them fraudulent information 
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so that they can say, well, if you will come to us to get your return 
prepared, we are going to get you a refund, and that spreads 
through the neighborhood, and before you know it, everybody is in 
there wanting to get a refund, and the professional tax preparer, 
who has the capability to do it electronically and get a swift return, 
is encouraging data coming from the taxpayer that will get the tax 
return that the tax preparer said he could get for them. 

Ms. Richardson. I would like to say that we feel the vast major- 
ity of the people who prepare returns are honest and do so in ac- 
cordance with the law. But there is no question there is an unscru- 
pulous element out there that is trying to prey on people who fre- 
quently do not realize that they are being taken advantage of. 

I mentioned we were doing three studies during the filing season. 
One of the studies— and I would like Mr. Brown to elaborate on it 
a little bit — has been focused on the electronic return originators, 
and some of the steps we are taking next year will be aimed at try- 
ing to get the unscrupulous people out of the system. 

Mr. BROWN. Senator Sasser, we did a study of electronic return 
originators (EROs), and we pulled a sample of approximately 2,000 
returns that came in through the electronic system, mailed out cor- 
respondence looking for adjusted refunds or other types of preparer 
misconduct involved in those claims. We have about 60 percent re- 
sponse rate at present, and in that, there is very small indication 
of even a minor problem of difference of opinion between the pre- 
parer and the taxpayer. 

We are now following up on the 40 percent whom we did not 
hear back from, which obviously offers the greatest potential; they 
would not answer us if they were involved in a fraud scheme. 

We have also done other studies of EROs in an Internal Audit 
project, looking at ways to identify ERO misconduct. We will be im- 
plementing parts of that next filing season. So we are concerned 
about that and are building in systemic checks to look for that pat- 
tern of activity. 

But I would also mention we have had a problem with non-pre- 
parers — recruiters, if you will — who move into the community and 
try to solicit other taxpayers to file fraudulent EITC claims; and 
they are not tax professionals, but are criminal recruiters who try 
to enlist people as well. 

Senator Sasser. What is their motive for enlisting people? 

Mr. Brown. Usually, they take the money. They will go to a tax- 
payer or move to a neighborhood and ask, "Do you have a Social 
Security Number?" and if you do, then they will prepare the bogus 
documentation, and what they will give you is $400 or $500, and 
they will keep the $1,000, $1,500 or $2,000 that is developed 
through the scheme, from each one of those that they can solicit 
sulci r©cniit 

Senator Sasser. I think there is an incident that has been re- 
ported of tax preparers getting the Social Security Numbers from 
agricultural workers in California. I suppose these are migrant ag- 
ricultural workers — or do you know? 

Mr. Brown. Both. 

Senator Sasser. They file the return using a real Social Security 
Number, and once the return check comes back, the tax preparers 
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themselves are negotiating the checks — is that what occurred in 
that instance? 

Mr. Brown. You have both return preparers who are knowledge- 
able and get involved, and you have others who are unwitting ac- 
complices. These people just show up with a prepared return and 
say, "I would like to file this electronically and obtain the refund 
anticipation loan, and the tax preparer is not the wiser. 

Senator Sasser. I think we are all aghast that there would be 
this browsing or snooping through people's tax returns by people 
who work for the Internal Revenue Service. I would like to kind of 
put this in perspective, however. 

You were indicating you have 115,000 people who work for the 
Internal Revenue Service. How many people have been adjudicated 
guilty of illegal browsing through people's returns over the past, 
say, 3 years? 

Mr. DOLAN. Senator Sasser, I think we had provided some infor- 
mation to staff that indicated that in 1991, 1992 and 1993, there 
were about 1,272 instances in which, some action took place as a 
result of an unauthorized access. 

Now, within the definition we were using of "browsing," browsing 
would be a subset of that, and I do not have that broken out as 
part of that 1,272. That is a 3-year period. 

Senator Dorgan was earlier talking about being alarmed at the 
activity that appears to have happened subsequent to the August 
hearing of last year, had I think as the Commissioner pointed out, 
at that point, we said we were midstream, with a total of 18 
projects that our internal audit activity had ongoing. From those 
18 projects, we have gotten 525 additional cases referred; of those 
525 cases, we are in the process of completing the analysis already, 
and I think 120 or so of those have fallen out as no action. Others 
will end up producing action. We expect to get 223 more cases from 
inspection, which will completely close out those 18 projects. So we 
will have a total of some 700-plus cases that will have been in 
many cases transgressions that might have occurred, actually prior 
to the last August hearing— some subsequent, but at that point, 
the universe of before the raising of the bar. We really believe, as 
a result of all the activities the Commissioner has enumerated, 
that we have tried very hard to raise the bar, tried very hard to 
place the exhortation, "Do not even think about it," tried very hard 
to the extent that there were inconsistencies to reverse those incon- 
sistencies; but in the meantime, we will add to those 1,300. 

Now, the good news, if there is good news, one of the other 
things we have gone back in and done is we have looked for re- 
peats. We have looked to see have people gotten or not gotten the 
message when they have been called to task before. And there 
something below 2 percent of the people who show up in here that 
have ever shown up before. So we are heartened by the notion that 
people have gotten the message and have not made the mistake 
twice. 

Senator Sasser. My time has expired. 
Thank you, Mr. Chairman. 
Chairman Glenn. Thank you, Senator Sasser. 
Senator Cohen. 

Senator Cohen. Thank you, Mr. Chairman. 
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Ms. Richardson, Mr. Hinchman, ordinarily, when the Permanent 
Subcommittee on Investigations conducts investigations into large- 
scale operations of defrauding the Government, we find a pattern 
of activity, with, number one, a large amount of activity involved; 
there is little chance of detection of the operation, little chance of 
prosecution, little chance of conviction, and ultimately, little chance 
of incarceration. We find that to be the pattern in most of the cases 
we investigate. , „ . , , 

There would seem to be an exception when we are talking about 
the IRS. The question about detection remains an open one in my 
mind. But once you do detect it, you seem to have a fairly high con- 
viction rate. , — 

Are the penalties sufficient to serve as an adequate deterrent as 
they currently exist in the law? m „ n ^ , 

Mr Brown. I would think so, Senator. The Title XVIII False 
Claims Statutes, 286 and 287, are the primary vehicles that we use 
to prosecute false claims, and they are both Felonies with substan- 
tial jail time. And even within the Sentencing Guidelines, as the 
amounts of money are large, with many participants, then, as we 
said, we get an average jail time of 17 months. So I think we have 
also been successful there, and getting people in jail when it is ap- 
propriate. 

So my reaction is they are adequate. 

Senator CoHEN. I believe Senator Glenn has talked about this 2- 
week promise that is made, sort of competing with Domino's 
Pizza— if you get it in electronically, we will get it to you in 2 
weeks, or else we pay the cost, and it goes on us 

Ms. Richardson. It is not a promise, I will say that. 

Senator Cohen. And I understand the incentive we want to have 
with electronic filing because it cuts down on the manpower that 
is necessary to check it manually. 

But if the 2-week period right now is causing, or contributing, ac- 
cording to Mr. Hinchman, to the problems of increased fraud, what 
would c>e a more reasonable time frame, Mr. Hinchman? 

Mr. HINCHMAN. I think our own view is that it is not so much 
that the time frame ought to be extended as that the same elec- 
tronic systems that make it possible to meet that time frame also 
need to be used to prevent fraud in the system. There needs to be 
greater reliance on electronic screening of returns, for example, as 
opposed to manual screening. And we know that the IRS is trying 
to move in that direction, but they are not there. 

Senator Cohen. In view of the fact that they are not there yet, 
what do you recommend? In other words, it is not the question of 
the 2-week period, but of not having the computer capability at this 
particular point. So in the absence of that capability right now— 
and I will get to the modernization systems in a moment— but in 
the absence of that technology right now, what is a reasonable time 
frame? , . , 

Mr. HINCHMAN. We have suggested, for example, that refunds 
ought not be mailed until all of the steps necessary to assure, as 
best IRS can, that there is no fraud in the return have been com- 
pleted. That may take an extra week; in some cases, it may take 
many weeks. 
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Part of the problem with the losses in electronic returns is that 
in far more cases than paper returns, the refund is actually mailed 
before the fraud is discovered, and once that has happened, recov- 
ery is, I think it is fair to say, difficult. 

I think the percentages, by the way, are something like 50 per- 
cent of refunds have been mailed before fraud is discovered in elec- 
tronic returns; the number is only about 10 percent for paper re- 
turns. 

Senator Cohen. Over the years, the GAO has been rather critical 
of the tax systems modernization effort, especially the i!RS' failure 
to articulate a clear vision of what the modernization effort will do 
and what the requirements are. It has been 7 years now in the 
process of bringing this on line, and we have at least another 6 
years to go. 

Why is it taking so long to get some definition of the require- 
ments and what the system will do? 

Mr. Hinchman. I do not know precisely the reason for that. I 
think that we believe the capability exists today to design the sys- 
tem which will do what we, the IRS, everybody in this country, 
wants, which is to provide very fast, very accurate electronic proc- 
essing of income tax returns. 

What is required is the management attention to design all of 
the elements of that system, the guidelines and standards it is 
going to take, to begin putting that system together. That work is 
under way. Some work has been accomplished. I think that IRS 
now has a schedule for completing those guidelines and standards; 
I think it stretches into next year. And hopefully, we will keep to 
that scheduled and be prepared to go forward after that. 

Senator Cohen. Is the price tag still $8 billion? 

Ms. Richardson. It is a net of around $8 billion. I would like 
also to have Larry Westfall, comment. He is our Modernization Ex- 
ecutive and really responsible for making our Tax System Mod- 
ernization plan work, bringing together the discipline we need to 
get this thing moving— if we have the funding. I would ask him to 
give you just a brief explanation. 

Senator Cohen. Before he does that, let me ask the question, 
and then you can respond to it, Mr. Westfall. As I understand it, 
the cycle of computer technology now is roughly 18 months. That 
is how long it takes before new software is developed, and what 
has preceded it has become obsolete that quickly. 

What do you have in mind for this Tax Modernization System to 
update itself and really be competitive with those who wish to de- 
fraud the system, who have access to the newest technology? 

When GAO testified in 1991, they said you had 1950's era com- 
puter technology, and that may have been an exaggeration, but 
that was only 2 or 3 years ago, and I doubt very much whether you 
have made such giant strides to take yourself from the 1950's to 
the 1990's, but assuming that that has been done, how do you in- 
tend, given the kind of speed with which the software is now being 
developed and manufactured, to keep up with that? 

Mr. Westfall. Senator Cohen, the overall Tax Systems Mod- 
ernization effort is a long-term effort. It has built into it refresher 
clauses in which we transition over a number of years through dif- 
ferent stages of technology to put the ultimate system in. So the 
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length of time is reflective of the fact that in transition, some 
pieces of the early phase technology and business changes around 
it are already in place, and that others will be staged in over time. 

To make the point, in 1995, we had scheduled to make a major 
hardware acquisition called the Service Center Support System. 
That system will be the ultimate hardware platform that houses 
our on-line master file database for the future. If you look at this 
on a continuum, it is at the far end; it is the ultimate design or 
solution within TSM. , 

That acquisition has been in various stages of planning and exe- 
cution for 5 years, and we are scheduled to make that buy in the 
spring of next yea- It will then take us significant expenditures in 
software development to bring that system up to its full deploy- 
ment- that will take place in the 1998 time frame. That is an exam- 
ple of the kinds of time frames that are tied up in an acquisition. 

If you look at TSM in total, it is one of the largest deployments 
of business change, business re-engineering and technology I think 
that government in this country has ever experienced. So it is a 
very complex and important set of things that we are doing. 

Ms. Richardson. One of the things I think we also need to tocus 
on is as we are bringing on this new equipment, we also have to 
keep the system running today. We do collect over $1 trillion in 
taxes, and we have to keep that system running as well. So we are 
trying to phase something in at the same time we are keeping our 
current business going. 

Senator COHEN. Could I just ask one more question, Mr. Chair- 
man? 

Chairman Glenn. Go ahead. , 

Senator Cohen. GAO has cited the need to implement a control 
system that will identify all of the activity surrounding an account. 
For example, there would be some electronic fingerprints on the 
part of anyone who tried to access that account that would identify 
the employees. Do you have such a system in place now, or how 
far away are you from acquiring such a system? 
• Ms. RICHARDSON. We actually have in place today the ability to— 
any time an account is accessed, that is recorded, so that no one 
can go into or out of an account without it being recorded. 

What we do not have the capability of doing today, at least on 
a broad-based basis, is locking people out of all accounts except the 
few that they might be authorized to work on or handle. We put 
in place I believe last fall the ability to lock people out of their own 
accounts and that of their spouses. 

Senator Cohen. You cannot lock them out; they can get in, but 

d °Ms C Richardson. Well, it actually freezes it. I believe if you go 
in and try to access your own account, it freezes up, and I think 
there is a supervisor who has to go in and unfreeze the account. 
You can no longer use the IDRS terminal until it is unlocked. 

Mr. HlNCHMAN. Senator, if I could add another point to what 
Commissioner Richardson said, it is not only important that the 
system record all of the actions that occur in an account. It is also 
critical that there be a system which can analyze those trans- 
actions. A printout of every action taken by any IRS employee over 
the last 24 hours is useless; nobody could go through it in the next 
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24 hours. What you need is software that can analyze that data, 
pull out meaningful instances that appear suspicious, reduced to a 
small enough number that a supervisor can do something respon- 
sible with it. 

That is what is hard, and that is what has got to be done and 
what has got to be part of an adequate monitoring system. 

Senator COHEN. Is that the artificial intelligence you were talk- 
ing about before, that you are turning to Los Alamos for? 

Mr. Dolan. Well, we think there are some applications there, 
Senator, but the conversation we are having now is how to improve 
the control in our 1950'b era environment. And we will concede 
that what we have in place now is at best a mid-term solution. The 
long-term solution is getting ahead of it, is having an automation 
system that allows you to profile the user much more dynamically. 
Currently we have 56,000 people today who have to use IDRS in 
the order of 10 million times a month doing something to some- 
body's account that they are supposed to do. And we do not have 
the capacity in our automated systems to be fluid or flexible in 
terms of profiling Mike Dolan for this kind of work and not for 
some other improper work. We have got to say Mike Dolan has 
these broad cuts, and those are the kinds of technologies and vol- 
umes we are working in today. 

So our TSM solution envisions as the work comes to me in the 
future, it will come with parameters as to what I can or cannot do 
in that account, and what I cannot do with any other account like 
it. And that is built into our TSM design, but that is the future. 

Senator COHEN. It is still 6 years away. 

Mr. DOLAN. Maybe not a full six. 

Ms. Richardson. No. 

Mr. Westfall. Senator, some of that will be staged as early as 
the late fall of this year. So there is transition in both security and 
privacy improvement that takes place as we stage through these 
next several years. 

Ms. Richardson. Senator Cohen, there is one additional point 
that I would like to add to the discussion of security with regard 
to TSM. TSM is certainly needed and critical, but we need to bear 
in mind that the security architecture for TSM— that is the set of 
guidelines that is going to describe what TSM will do with regard 
to security, and how it will do it. Those guidelines go to the project 
managers and directors who are building the systems. That archi- 
tecture and those guidelines are not yet available and probably will 
not be available until the end of the year or sometime later this 
year. 

So while we are talking about building TSM systems, with all of 
the safeguards built in, in fact there are development activities un- 
derway which do not have the benefit as yet of security architec- 
ture. So we just like to keep those points in mind as we talk about 
the imminence of TSM. 

Chairman Glenn. Thank you. Let me follow up a bit on TSM— 
and I know we have other witnesses here this morning. But I will 
tell you that from our vantage point here, this TSM thing has been 
the darndest thing I have ever tried to lay a bead on. It is a moving 
target if I ever saw one. And I took over the Committee chairman- 
ship in early 1987, and every year, we have IRS come up, and 
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every year IRS testifies, and I say, OK, what is your estimate on 
when you are going to have TSM in? 
Well, it is going to be about 7 years. 

The next year, I would come back and ask, well, now, when are 
we going to have TSM in? 
Well, our latest estimate is about 7 years. 

And this went on for about 4 years in a row. Now, I am very 
heartened this morning, because after only 7 years, we now have 
our estimate down to 6 years. [Laughter.] 
Senator COHEN. But the cost has remained the same. 
Chairman GLENN. The cost has remained the same. But by 
Washington standards, I guess that is major progress. So that 
sometime around the year 2025 or something like that, we will be 
down to 3 years or 2 years or something like that. So I guess we 
are making progress, but it sure is slow. And I do not know how 
we speed this thing up. , 

The first thing f know is to not cut your $400 million out of the 
budget this year, and we are working to try to do that We have 
given every support for TSM I know how to do on this Committee, 
but it has been agonizingly slow. And I am also scared— as benator 
Cohen said a moment ago, the computer software turns over about 
every 18 months, and I know one of these days, we are going to 
have a big change of software, because it is going to give us a new 
capability in the year 2025 or something, and then we will be back 
to the drawing board again. Somewhere we have got to get this 
thing in operation because we are sort of betwixt and between right 
now. The system is not good enough to work completely and do 
what we want it to do, and yet we are running into problems with 
automation and electronic filing and so on, and we need it, and 1 
am left a little bit up in the air, I guess, as to exactly what we are 
going to do with this thing and when we can expect it. 

I would hope we could shorten the 6 years down. I nope next 
year, you are bringing it down by double numbers instead of single 
numbers. But is there anything we can do to speed this thing up, 
other than just money? . . 

Ms. Richardson. Well, Mr. Chairman, I think that it is not 6 
years. I think the 6 years is when we anticipate we will be com- 
pleted, or pretty much completed. 

I would like to have Mr. Westfall — I think he touched on the fact 
that we are planning a major acquisition in the spring of 1995. We 
' are actually doing some things now, and a lot of TSM is really al- 

ready with us, or will be, assuming we have the funding in the 
next 2 years. And I think you can be encouraged that it is not b 
years away; it is with us already. , . - . 

Chairman Glenn. If you could respond briefly, because we are 
beginning to run out of time. 

Mr Westfall. Mr. Chairman, if I could just cite very quickly 
some examples of progress made to date, because much progress 
has been made. We have basically realized and declared to date i ap- 
proximately 5,000 staff-years in productivity, and that 5,000 statt- 
years has been removed from the IRS budget because of TSM im- 
plementation to date. That is through a series of projects that have 
made the resolution of accounts easier to our telephone-based per- 
sonnel, giving them more information access. We have totally auto- 
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mated the matching program in our centers, and we have consoli- 
dated it from 10 centers into 5. We are on the verge of major 
rollouts of functionality in our examination and in our collection ac- 
tivities in 1995. By the way, that may be jeopardized by the budget 
mark in 1995. 

There are, in fact, I assure you, substantial accomplishments 
that have been posted on the wall in progress we have made to 
date in improving our technology base and also business practices. 

Chairman Glenn. Good. 

Ms. Richardson. I would also like to renew my invitation to you 
and to other members of the Committee to visit us, you particularly 
in our Cincinnati Service Center. 

Chairman Glenn. I have been planning that visit for a long 
time. 

Senator Cohen. On or before April 15th. 

Ms. Richardson. But I think you will be able to see the fruits 
of some of your labors. 

Chairman Glenn. Let me follow up just a little bit on Senator 
Dorgan's comment about the parking space at the motel, which was 
very good. Obviously, I back him up completely in wanting you to 
be one tough Commissioner down there. And word should go out 
that whoever gets caught browsing or whatever they are doing, 
that is the end of the line. But do you need additional legislation 
to give you authority to really manage this thing? If so, we would 
be glad to go to work on it. 

Ms. Richardson. I do not think we do at this time. I think the 
important thing was getting the word out and making it very clear 
what our policy is. 

Chairman Glenn. So you think you have all the authority you 
need? 

Ms. Richardson. I think we do right now. 

Chairman GLENN. OK. One other thing we have not talked about 
yet. You had some cases where people actually went in and altered 
returns, and shared in the refunds, I believe. Could you tell us 
about that, and is that something that has expanded or is that 
stamped out completely now? 

Mr. DOLAN. I think your reference is to some specific cases, Sen- 
ator. If you would allow, I can provide you separately the closure 
on those cases. I do not have it with me at this moment in order 
to do that orally. 

Response For Congressional Testimony 

In October 1993, we reported to the Committee that IRS Inspection Service inves- 
tigators, in conjunction with their efforts on previous "REINF" Integrity Projects, 
had referred 22 cases to U.S. Attorneys for prosecutive determination. U.S. Attor- 
ney's accepted 13 of these investigtions, involving four employees and nine other in- 
dividuals, for p rosecution. Prosecution of nine other employees was declined. These 
nine employees either were removed or resigned from the IRS. 

As of August 31, 1994, three employees and nine other individuals have either 
plead guilty or were convicted of crimes involving fraudulent acts. One employee re- 
signed from the IRS after being found not guilty by a jury. 

Chairman GLENN. OK, but are we completely on top of that— be- 
cause browsing is one thing, and prurient interest or window-peep- 
ing, whatever, is bad enough; but where people went in and actu- 
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aUjr altered returns, shared in refunds, that is high order of crimi- 

11 Mr DOLAN. Absolutely. We are on top of it in the sense of having 
dealt with what we identified. On an ongoing basis, though, our 
Chief Inspector has a series of projects where, systematically and 
continuously, we are exploring and examining for like patterns. We 
are not taking it for granted. 

Chairman Glenn. OK 

Senator Cohen. 

Senator Cohen. Yes, just one final question for the Commis- 
sioner as such. You mentioned in testimony before the House Ways 
and Means Committee, an oversight committee, back in February, 
I believe, that you had a program to estimate the extent of the 
fraud we are talking about. There was some ambiguity as to 
whether it is more fraud or more detection, and you were going ,to 
institute a program to determine the extent of the fraud. Number 
one, have you instituted the program, and if so, what is the 
progress of the program? . 

Ms. Richardson. We have, and I mentioned that we had insti- 
tuted— or, I think I summarized just one of the studies. We have 
three studies underway that Mr. Brown is heading up, and he 
might give an update as to where we ave on each of the studies. 

Mr. BROWN. We did do three studies this filing season, Senator. 
The first was the EITC study; the second was the ERO study, and 
third, we did a larger sample over the entire filing season on paper, 
which we are now doing some of the analysis on. 

We are also building plans for next year to use statistical sam- 
pling to look for fraud. One of the challenges is if you try to look 
for fraud in the whole tax system, the numbers get so enrnnous 
that we could take our 115,000 employees and still not do enough 
sampling. So we have to pick particular vulnerabilities, whether 
that is the EITC or motor fuel or some other area that we identify, 
and then we have to go in and do studies so we can learn some- 
thing about the fraud there. And then, the most important thing 
to me is we use that learning to improve our detection capability. 
We try to identify variables that are predictive of fraud or as im- 
portantly predictive of a valid return, so that we can pass these re- 
turns through the system, and much like the refund issue, good re- 
turns get their refunds quickly, and suspect returns get stopped 
until we can resolve them. 

Senator Cohen. So that next year, when you come to testify be- 
fore the Committee, you will be able to tell us whether it is more 
fraud or more detection? 

Mr. Brown. We will probably be able to tell you more about 
what we know. I think that would be a better answer. 
Senator Cohen. Thank you, Mr. Chairman. 
Chairman Glenn. Senator Dorgan. 

Senator DORGAN. Mr. Chairman, the electronic filing system, 
likely because it is new and also because it probably creates condi- 
tions that are easier to access money from the IRS, would in its 
early stages show some evidence of increased fraud. The numbers, 
as I understand it, in the last 4 years are 6,000 returns detected 
with fraud; 13,000 returns; 26,000; and 43,000. So it is a doubling 
every year for 4 years. 
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Again, because it is a new system and because more and more 
and more returns are being filed electronically, that may simply be 
a function of what is happening there. 

I am concerned, however, about what appears to be an alarming 
rate of increase in fraud in the paper returns that are filed, and 
let me just use the numbers that I think the GAO used, and they 
are probably IRS numbers. There were 12,200 in 1992, 51,800 in 
1993— these are paper returns with fraud— and one-third of 1994 
is done, and there have been 32,000. That means it would go from 
51,800 last year to about 100,000 this year. 

Now, that is a very significant increase and one that sets off real 
alarm bells. We have had a paper filing system for a long time. 
Would we expect to see substantially increased detection capabili- 
ties to boost these numbers, or aren't we likely seeing something 
that is pretty alarming in terms of an increase in fraud on returns 
that are filed on paper? 

Ms. Richardson. I think any kind of fraud is alarming, but I 
think what we are really seeing are the results of our stepped-up 
efforts at detection. And what I think has happened is that, as we 
have learned more about patterns of fraud through the electronic 
system, we have been able to take that learning and build in filters 
and build in fraud detection in the paper process. As a result, we 
have been able to detect more fraudulent schemes. 

I think there is no question that the publicity that has sur- 
rounded so,..e of the refund fraud has probably given rise to in- 
creased fraud attempts as well. But I think that the efforts to put 
more energy, more resources into detecting paper refund fraud and 
the paper process is what has yielded those mcreased numbers. 

Senator Dorgan. But if the bulk of this is simply better detec- 
tion, that would suggest that last year, 50,000 cases of paper tax 
returns filed with fraud were not detected versus this year. If you 
go from 50,000 to 100,000 in 1 year, and if it is simply detection, 
it suggests that the detection either was so bad, or it is now so 
good, that there is a difference of 100 percent. 

Ms. Richardson. Well, as I said in my prepared statement, 
fraud is a dynamic process, and as the schemes change and as peo- 

Fle become more sophisticated, or as you put in place more filters, 
think that, as I said, we have been able to discern patterns in 
the electronic field, and we have been able to move those into the 
paper area. There may be some increase in the fraud, but I think 
we also have better detection. 

Most of the experts in the fraud area— and I will let Mr. Brown 
speak to this— will tell you that because you are not detecting 
fraud does not mean it does not exist. So there is almost a perverse 
situation where, the more fraud you detect, sometimes the better 
off you are in terms of being able to build in filters and that kind 
of thing. 

Senator Dorgan. Yes, but I would just observe that the massive 
amount of fraud and scandal with respect to Wall Street and junk 
bonds and S and Ls, and so on— that is not detection; there was 
a radical change in this country in the way people did things, the 
way people behaved. I am just wondering whether that same cir- 
cumstance now spills over into the filing of tax returns, or whether 
it really is something that you pass off as better detection. 



er|c 41 



37 



Ms. RICHARDSON. I do not think it is only better detection. I 
think there probably is some increase in the amount of fraud. I 
think the real key, though, is to forcefully go after people who are 
perpetrating these things, particularly those who are doing wide- 
spread screens, and make it very clear that we do plan to enforce 
the law, and we are stepping up adding many more resources next 
year to our fraud detection efforts and our prosecution efforts. We 
are serious about controlling fraud and preventing fraud. 

Mr. DC-LAN. Plus, I think it drives up upstream, like we have 
talked before, to the extent that we have to match actual uiforma- 
tion after the fact; we have to actually match income information 
after the fact, and we do not have a better system for validating 
dependents at the point of contact. . 

Those are things that TSM will allow us to do upstream in the 
future such that we are not having to rely on the detection of a 
mismatch between stated income and actual income. And I think 
untU we get to that point, again, it is going to be very labor-inten- 
sive rely strictly on the detection. ^ 

Senator DORGAN. I respect all of those difficulties because they 
are the peculiarities of the revenue system where you have to 
match massive amounts of information over here with the returns 
filed. I fully understand that. I will just again make the point that 
we need to try to figure out what is simply detection in terms of 
these fraud numbers, going from 50,000 to 100,000, and what is 
the increase in fraud, because if you have a substantial increase in 
fraud, then it seems to me one behaves differently as an enforce- 
ment agency and as a service, if you have substantial increases in 
fraud, then you begin a substantial program with Justice and with 
others, a massive information program that says, look, we have got 
a serious problem here. 

And I am just trying to determine with the questions what you 
view as the problem. Is it merely detection, or is it an increase in 
fraud, and if so, do you have some notion of quantity, or are you 
trying to inquire about quantity? 

Ms. RICHARDSON. Well, we are definitely inquiring about quan- 
tity, and I think all of this comes under Mr. Brown's responsibility, 
and Ted, you might want to talk about what we are doing now. 

Mr. BROWN. Well, Senator, I think the things that we have really 
come to grips with over the last year to 2 years are, first, the tradi- 
tional view in the Service was that questionable refunds were a 
Criminal Investigation functional problem; they will detect it, they 
will prosecute it, they will deal with it. That is the first thing we 
realized. When you are talking about 3,000 or 3,500 false claims, 
that is a workable problem; when the numbers get as large as they 
are, that no longer works. You cannot prosecute that many people, 
and you do not want to. So we have really tried to make a 
multifunctional change, to involve returns processing, to involve 
the Examination function, to look at Collection, to look at our sys- 
tems, to bring everybody into the fray, so we do a better job of de- 
tection. , , , 

At the same time, we are undertaking research-oriented type 
tests, both by sampling as well as the Los Alamos research, to try 
to get a better handle on what are the fraudulent returns, what do 
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they look like, wr-nt characteristics do they have, so we can use 
that to put into improved filters and detection. 

The other thirg that I think has impacted the numbers over the 
last 2 years is tfte resources that have gone directly into our Ques- 
tionable Refund Detection teams. In 1992, there were about 253 
FTEs that were used for those screenings, and in 1994, it is 531. 
That also has had a substantial impact, because when we get this 
haystack of suspicious returns and try to find the fraudulent re- 
turns in that mass, the more people you have looking through, it 
even in an inefficient manual process, you are going to find a few 
more of the needles. 

Senator Dorgan. My time is up, but I just want to make this 
point. I understand this is largely a voluntary system. This Govern- 
ment cannot prosecute 50,000 let alone 100,000 people through the 
court system, and if it goes from 100,000 to 500,000 and then one 
million, the system collapses. And in other countries we have sys- 
tems that are completely collapsed. The voluntary tax system in 
which you rely on people to voluntarily meet their obligations has 
collapsed in a number of countries. 

So tn at is why I am trying to understand, when we go from 
12,000 to 50,000 to 100,000 in 3 years of paper tax returns filed 
fraudulently, what we need to understand is whether that is detec- 
tion or fraud. If that is fraud, that is very, very serious and a very 
alarming trend, because we cannot possibly catch it and keep up 
with it, and we cannot prosecute that number. 

So I would like to speak with you after the hearing and talk fur- 
ther about this. 

Unfortunately, Mr. Chairman, we have had a meeting in the 
back room, and I regret that I missed some of the testimony, but 
I appreciate very much the cooperation of the GAO and the Service. 

Chairman Glenn. I think the point Senator Dorgan was making 
in closing there is very good. We do not want to develop a Nation 
ot tax scofflaws; if we ever get to that point, we will never get it 
reversed. And the TSM system is what you are relying on to do 
that, and I really— and we made some jokes about this a little 
while ago— but anything you can do, or any way we can help out 
to keep that thing on track, because we have a tremendous reliance 
on that, and it is very, very important. So I think it is important 
that we get the system in. 

Thank you very much. We have gone way over on the time we 
had alloted this morning. We appreciate your testimony, and we 
ma y ask you to respond to written questions, also. 

Thank you. 

Ms. Richardson. Thank you, Mr. Chairman. 

Chairman Glenn. The next panel this morning includes James 
Thomas, Inspector General at the U.S. Department of Education, 
and the honorable Madeleine Kunin, Deputy Secretary at the U S. 
Department of Education. 

Thank you so much. Sorry we went over so long on the first 
panel this morning, but, Mr. Thomas, if you would lead off for us, 
we would appreciate it. 
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TESTIMONY OF JAMES B. THOMAS, JR., 1 INSPECTOR 
GENERAL, U.S. DEPARTMENT OF EDUCATION 

Mr. THOMAS. Sorry for the delay, Mr. Chairman. I almost got 
trampled trying to get in, 

Mr Chairman and members of the Committee, thank you for in- 
viting me to share with you the views of the Office of Inspector 
General on problems associated with fraud and abuse in the Edu- 
cation Department's Federal Family Education Loan program, and 
the lessons that tke FFEL program can teach us about how to im- 
plement the new Federal Direct Student Loan program. 

As is the case in any transition between systems, the potential 
exists for problems to occur in the transition to direct lending. In 
addition to the problems with the FFEL program that will carry 
over to direct lending, there will be problems associated with wind- 
ing down the old programs as well as starting up the new. 

Based on our audit and investigative experience m the student 
loan programs over the past few years, we believe the lessons that 
should be kept in focus by the Department and the Congress as the 
transition to direct lending proceeds include the gatekeeping tunc- 
tions, failure to pay loan refunds, and lack of assurance that voca- 
tional training will help in obtaining gainful employment. 

As we have reported on many previous occasions, the 
gatekeeping process has proven insufficient in keeping weak and 
unscrupulous schools out of the Title IV programs. While m 1992, 
the Congress enacted many provisions aimed at correcting 
gatekeeping deficiencies, and the Department has worked dili- 
gently to implement these improvements through regulation, such 
improvements are yet untested. We are aware of nothing in the de- 
sign of the direct lending program that will compensate for 
gatekeeping weaknesses should these improvements prove mad- 

eC1 However, because the Department is being very selective in 
choosing schools for the initial Direct Loan program participation, 
gatekeeping weaknesses might not surface until 2 or more years 
out, when the remaining schools enter the direct lending program. 

A second area of concern relates to failure on the part of the in- 
stitutions participating in the current loan programs to pay loan 
refunds when students withdraw from school. Students are being 
victimized by ^he schools' failure to pay refunds, and when loan de- 
faults result, the taxpayer is victimized as well. , 

While it is not possible to accurately quantify the magnitude ot 
this problem, it is among the most frequently recognized problems 
in our review of schools. Several amendments to the Higher Edu- 
cation Act enacted in 1992 will help in addressing the refund prob- 
lem, but will not solve it. 

In my testimony earlier this year, I offered several recommenda- 
tions for changes in statute to help reduce the refund P«"> lem - 
These include requiring schools to report regularly to the Depart- 
ment the status of their refund liabilities, enacting changes to pro- 
gram fraud provisions to counter a recent court decision that weak- 
ens the ability to prosecute refund fraud cases, and enacting legis- 
lation facilitating our use of asset forfeiture as a means of recover- 

1 The prepared statement of Mr. Thomas appears on page S3. 
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loan F refand 8t ° len by SCh °° l 0WnerS via their failure to repa y 

A^Jm* ^ are °l nothin S presently in the direct lending system 
that will address the problem of unpaid loan refunds. However, we 
r^H^f en i, WO i rk ^ g . Wlth the department to develop methods to 
funds that may not P avin g required direct loan re- 

*w t £ rd lesson learned froi » our review of the FFEL program is 
t j he 1 .^ u 1 rrent s y stem of Title IV funding for vocational training 
affords little assurance that the training provided to students is 
helping them obtain gainful employment stuuenis is 

We have recommended that the labor market needs and the per- 
formance of schools in graduating and placing their students be 
considered in SFA funding for vocational training. The OIG and the 
?£??™% n K y coni P lete d a joint audit of the FFEL program's fiscal 
year 1993 financial statements. The audit report concludes that we 
™Il n £ ^Pressan opinion on three of the four financial state- 
ments because reliable student loan data was not available to rea- 
sonably estimate the program's liabilities for loan guarantees and 
other related line items. 

We were able to express an opinion on the statement of cash 
S^L n ' nternal ™gp weaknesses, we could not determine 
Lr n tff P ? rt !? eat °f Educatlon received or disbursed proper 
amounts to lenders and guaranty agencies. 

™7i L i partment l 8 "^rnal controls were not properly designed 
and implemented to effectively safeguard assets and ensure t£at 

Thp^Pn^^ 3 ^ 1131 "j^tements in the principal statements. 

Lhe Department reported liabilities for loan guarantees as of 

SKin 3 °; 19 £! aS $136 biUi0n - an»oun?isThe Depart- 
ments estimate of the net present value of cash flows that are like- 
ly to be paid by the FFE1 program on loan guarantees outstidhfg 
as of September 30, 1993. There is no way of knowing at thKmf 
the potential misstatement of this liability 

We believe that what happens in the future relative to guaranty 
agencies will affect potential liabilities because guaranty agencies 

thrFMLproS^ ^ * ^ **»™»™™™* -WE* 
During the phase-in of the Direct Loan program, the stability of 
these agencies will be significantly affected. As guaranty agencies 
™i!?£r'f le « ve ^e program precipitously, proper servicing and 
recordkeeping for the loans they have made and guaranteed may 

s^veXrStS 8tUdCnt aCCC8S *° FFEL l0anS may Suddenl y * 
Although the statute has providsd a Lender of Last Resort pro- 
gram to address the potential student access problem, the effective- 
ness of the provision is yet to be tested. Also, the Department's 
Sf y i mam . tain . uninterrupted servicing cf billions of dollars of 
bbh,L loans will be tested when guaranty agencies, lenders and 
servicers leave the FFEL program. 

The Department of Education faces many challenges in its efforts 
to reduce FFEL losses and addresses longstanding financial man- 
agement problems, the most important of which is correcting the 
numerous data integrity problems. 
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A number of corrective actions are underway, including the de- 
velopment of the National Student Loan Data System, the first na- 
tional database of loan-by-loan information. That databaje j be 
available for use in prescreemng loans for que "«» ^feS 
the Department, monitoring borrowers in schools and for tracking 

1 Tur?e r ntly 0S guaranty agencies are the primary source of the 
NSLDS date With the advent of the Direct Loan program, they 
may have no incentive to institute new or revise : old 1 sy^ms to- 
gether and control the data needed for this new date system. 

CuiS there are no realistic penalties that can be assessed 
for pStlplete or inaccurate data. For this reason the 
Department has reduced the date accuracy and comp eteness re- 
quirements and will not require clean-up of all j?i s ^" c o ^ te A rtor8 

In the OIG planning process, we have identified several tutors 
that repreVentpotenti/risk regarding guaranty, agencies during 
the transition to direct lending. We anticipate using .these factors 
to develop a matrix or profile that can be used to track changes 
and the impact of these changes on guaranty agencies. We hope 
that continuous coordination with program officials in the depart- 
ment and site visits to guaranty agencies will help ensure that ap- 
propriate adjustments are made, that the Department has the most 
current and accurate date available, and that mechanisms are es- 
tablished to provide the Department early warning of emerging 

Pr FinX', you have asked me to discuss the difficulties including 
the potential internal control weaknesses associated with starting 
up the Federal Direct Student Loan program. If a typical time 
frame for the development of a system is about 2 years, then it can 
be said that the direct loan system was developed in one-fourth ot 
what would be ihe normal time. Unfortunately, given the time 
frame of this system design, full testing of the direct lomjnropam 
could not be accomplished prior to operation on June 15. ihus, tne 
real stress test of the system is only now taking place during oper- 
ation, while 104 schools are participating in providing almost *i 
billion worth of loans under the system. , 

Any software deficiencies will appear in operation, and stabiliza- 
tion of the operational environment will of necessity take place dur- 
ing that time. We participated sa advisers in the direct loan sys- 
tem's development, and we are aware of the time constraints. We 
were told that many changes would necessarily be deferred to the 
second year. We are chiefly concerned that the Department may oe 
faced with the monumental task of addressing system errors while 
at the same time expanding from 5 percent oHoan volume in 1994- 
95 to the required 40 percent in 1995-96, which represents a 700 
percent increase in volume. , , 

Because the direct loan system just became operational on June 
the 15th, and the first loans were made on July the 1st, it is not 
practical at this time to discuss specific control weaknesses. 
I would also like to mention several statutory issues. Under the 

1992 Amendments of the Higher Education Act, effective July 1, 

1993 PLUS, the Parent Loan program, loan limits were repealed. 
Lenders in the FFEL PLUS program, using accepted banking pro- 
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reparaPLU y sK iFe 8 determination of the borrower's ability to 

JSJ" ^.n** PLUS Loan program, the statute provides' 
that the servicer will examine only the credit history of a borrower 
While credit history may indicate a willingness to repay, it does not 
necessanW show that the borrower can assume ad&ionaTLbt 
W i ™SL d 6 tennimng debt-to-income, the Department may be mak- 

to re a then? nS to ParentS Wh ° *** wiUing but 

AnotLr statutory issue that poses a potential problem is the 
unsubsidized loan program that was authorized untfer the Student 
Loan Reform Act of 1993. This program will extend loan availabil- 
sid^dtoa^f num ^ r of students who do not quahfy for the sub- 

The effect of more available Federal money may be tuition in- 
creases, which could cause more borrowing on the part of students 

f£ ? S; re P avment of these loans may cripple borrowers 
iur ytjflrs to com©* 

,•n 1 n^ a ^i!lS n t ;an, "T* 1 0f what th ? De P a rtment has accomplished 
JSJS*^* J° r - Tf 3 ^ this transition to direct loans is 
conSrn ° ptimism ' wlule manv of this change remain of 

r«™!L f0rWard to 1 ^? rl ?i n S ciosel y with the Department and the 

S^t&KSgi2S m08t efficient "* effective transition 

i- SiSS»5S sss r^rss statement ' 1 ^ 

inS„S a ^tP LENN - J- you -' *** y° ur ^nger statement will be 
included in the record in its entirety. 

Secretary Kunin, we are glad to have you with us this morning. 

TESTIMONY OF MADELEINE KUNIN,* DEPUTY SECRETARY II S 
DEPARTMENT OF EDUCATION 

on^Sv^ 111 ^ y °A Mr - Chairman. I very much welcome this 
opportunity to appear before your Committee today on the critical 

wTiwl redUCing fraud abuse ^ the FwSTSSSfS 
2JJ H«! % C °. mm0 u n P^L 6 at ^ 8 hearin & Jt is to change the fu- 
IRS SSfA^ 8 heann ? from 'Tfigh Risks and Emerging Fraud: 
IRS, Student Loans and HUD," to "How Three Federal Agencies 
Reduced Risks and Eliminated Fraud." Agencies 
No doubt your Committee and my colleagues join me in this ob- 

r^store the colVJl 6 ^ g °? ° f the cSSon adm&tration-to 
restore the confidence of our citizens in our Government. That con- 

wili n oriv r t 8 kffi^' M We ^ '"T'.r than on rhetoric It 
will only be affirmed by our actions, which prove to the taxDavers 

SJJte. A?"* 8 andth , eir famUies 811(1 ^institutions tfSgK 
IffiSH 5 a f eveiy ' ! in « le _ taxpayer dollar is well-spent. We cannot 
afford to waste a cent on fraud; abuse, confusion or error 
Let me say at the outset that we can be very proud of the broad 

SSZ ^v« gher ^ Ca r < i on u that our studentToan and grant pro 
grams have provided Thanks to congressional leadership over the 
years, alm ost 200 million awards have been made, totalling $300 

'The prepared statement of Mi. Kunin appear* on page 90. 
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billion made available to students since the mception of this pro- 
gram. Just this year alone, we have seen a i 35 .percent increase m 
loan volume amounting to approximately $24 billion. 

More tffi half of thf students, in fact, and families in this coun- 
trfutmzeK ubsSzed and unsubsidized loans. It is safe to con- 
cSdf from that information that without this program access to 
higher education, and thereby a higher income and a better lift ^ as 
envisioned by the American dream, would be out of reach for mil- 

li0 Our° f sh?red C S,ose here today is, then, not to weaken the sys- 
tem we have created, but to strengthen it through the 2-pronged 
SSte^r of expanding opportunity while simultaneously increasing 

re ?SaSy b S'ricans dream of furthering their education . but . are 
now halted in that dream because of the barrier of affordabUrty. 
The new Clinton initiatives of direct lending and income-contingent 
repayment, as well as the National service plan, do much to lower 

th At C tKame b time! r we must make our expectations of repayment 
absolutely dear. Again, the Clinton initiatives have launched a 
new era of accountability and responsibility. . „, KofaT , 

But in my eagerness to tell you about our preliminary substan- 
tialTucTeS of our new programs and the str ong manaf mef « thic 
at the Department of Education, I do not want to gloss over the 

de &Mr mSSfS Inspector General, has ju« elaborated,, to to- 
tally fix these problems, which have suffered from managerial Re- 
elect for many years, will take time. And only constant vigdance 
and attention to every detail over a period of several years will en- 
able us to completely turn around these programs. 

But I am very proud and pleased, as is Secretary Riley, that we 
have made a very substantial start. For the first time overall, the 
Department has a strategic plan, a strategic plan that is tied to the 
budget; and with that come many other managerial structures that 
have been put in place for the first time. 

Just to pve you an indication of some of the progress that has 
been madfwhich is attributable to the new legislative tools as well 
at fheTeater management incentives, we have, for example, re- 
duced the costs to tL Federal Government from $3* biflion in 
1991 to an estimated $2.3 bUlion in fiscal year 1994. We also have 
had considerable success in increasing our collections of bad debts 
from $4.4 billion in 1991 to $6.4 billion in 1993, which is a 47per- 
cent increase. And that is what is important for you to know today 
that we are making these improvements; we are on track, and the 
turnaround is taking place. Most importantly, we have made the 
investments in people, in technology, in training, and in manage- 

m Let me also take this opportunity to introduce to you the two 
people who are here with me at the table. And when I say "invest- 
ments in people," I think they exemplify our very best investments 

^my 6 right is Leo Kornfeld, who is the Deputy Assistant Sec- 
retary for Student Financial Assistance. He was with the Depart- 
ment in the earlier administration, in the Carter years; he has 
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been in the private sector, and is very knowledgeable about tech- 
nology and the world of finance. We are very fortunate to have him 
in this role. 

Next to him is Don Wirtz, who is our Chief Financial Officer and, 
not coincidentally, was the chief person at the GAO who developed 
the high-risk reports. So we have a person on the inside who has 
been our chief critic from the outside and is the best-equipped per- 
son to help us fix these problems. And it is their leadership and 
their attention to detail, as well as Secretary Riley's and, of course, 
Assistant Secretary David Longeneker, that gives us great con- 
fidence that we can deal with these tough questions and continue 
to make substantial progress. 

We have some tools that we did not have before. One is direct 
lending; another is more gatekeeping strategies; the third is that 
students will now be offered repayment options. And a fourth point 
that was not included in my written testimony but is worth men- 
tioning at this point is that we are providing students for the first 
time with real counseling before they take out a loan, so that their 
responsibilities are absolutely clear to them as well as the respon- 
sibilities of the institution. 

Let me just dwell briefly on these points without going into the 
full details, and any further technical questions I know my col- 
leagues would be pleased to address. 

First, the direct lending program is a new program. We have 
started out with the first 5 percent of the loan volume as the Con- 
gress determined we should do, as we gradually move from 5 per- 
cent to 40 percent to 50 percent, or as much sa we can attract to 
the program. 

The good news is that, as was just stated, this program was 
asked to come on-line in record time; one-quarter of the time that 
is usually alloted for programs of this magnitude. One recent re- 
view I would like to enter into the record is an unusual story for 
the Department of Education, and that is: "Front-line Staff Praises 
Direct Student Loan Launch," is the headline in Education Daily 
I will just read you two sentences: "When Congress authorized the 
Direct Student Loan program last year, skeptics doubted the Edu- 
cation Department could meet its tight, 11-month start-up dead- 
line. Yet, Ed not only met Friday's target, but it did it so efficiently 
that school officials were singing the praises of a Department that 
is much more used to explaining its problems." 

And while the jury, of course, is still out for the long term on 
how this program will be effectively managed, I think we are off 
to a most impressive start. And I am pleased to say that the staff 
and everyone else really worked very cooperatively to meet every, 
single deadline that has been expected of us. 

I think it is an indicator of the new climate within the Depart- 
ment of Education of the new focus on management, on customer 
service, and on making sure that whatever program we run is done 
to the highest management standards. 

And frankly, as we looked at the existing student loan program 
when Secretary Riley and I and the others first arrived on the 
scene, and we read the earlier GAO reports, it became absolutely 
clear that under the existing system, if there were no changes 
made, we could never come back to this Committee or any other 
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Committee and say this system is under control, because the com- 
plexity of the system, the lack of accountability, the 8,000 lenders 
just create a Rube Goldberg type of chart that can never be 
straightened out to the taxpayers and to our satisfaction. 

So now we do have a chance to have a more simplified system, 
with fewer players, greater accountability and, as you know, sub- 
stantial cost savings of $4.3 billion over the next 5 years. But it 
will also do what this administration places great priority on, and 
that is to be able to provide better customer service, and our cus- 
tomers are the students, their families, and the institutions of 
higher learning. 

In addition, we found preliminarily that the schools are very 
pleased with this program. It is more simple for them; we are pro- 
viding them software, we are providing them training, and we are 
giving them an opportunity to improve their financial management 
systems as we provide them the opportunity to participate in direct 
lending if they are ready to do so. 

Of course, another aspect of this is gatekeeping; and while there 
is still more to do, and while the information we have from guar- 
anty agencies and others does not meet the ultimate standards we 
would like to have in terms of accuracy and reliability, we are 
doing some things that have never been done before. We are being 
much tougher on who we let into the program, and having a more 
clear review process as well— a review process that pinpoints the 
high-risk institutions at a much earlier point. 

We are also training our reviewers so that they are better 
equipped with both computer technology, so that they know what 
to look for— just as Willie Sutton is, we asked them to look for the 
money is— and focus on what counts, so that we can have a better 
accountability at the very inception. The best way to prevent fraud 
and abuse is to keep out those institutions that make it perfectly 
clear they are not capable of handling these finances. 

We increased the number of reviews from 117 to 172 just re- 
cently and project that we will continue to escalate that kind of re- 
view process. 

We are also, through direst lending, learning a great deal about 
how to be tougher on abuse, early. For example, it takes about 18 
months to even find out what is going on in an institution under 
the present system. Under direct lending, there will be monthly 
reconciliations, so the red light will go on on a monthly basis if 
there is trouble, allowing us to zero in as quickly as possible. 

There are other details that one could spell out as to how this 
program is working. I guess in summary what I would share with 
you is that we are optimistic; we are confident, based on our expe- 
rience thus far, that direct lending will give us an opportunity to 
improve not only the programs that are in the direct lending area, 
but also the enter guaranteed student loan system, because we are 
learning a great deal from the mistakes of the past and here today 
as to how we run the programs in 1994. . 

We are also pleased that we have the tools, in terms of staff, in 
terms of funding, in terms of technology, software, and hardware, 
to make this program work. 

We are also aware that we are going to learn along the way. We 
are making a big change from 104 institutions, as we move from 
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5 percent to 40 percent, which will involve some 1,800 institutions, 
and we are going to monitor that very, very closely along the way. 
But with proper training and with eternal vigilance, we are con- 
fident that the taxpayers can be assured their money is well-spent, 
that students will have an opportunity to have access to higher 
education, and that the higher education community will also be 
responsible in this partnership. 

Thank you very much. 

Chairman Glenn. Thank you very much. 

I want to commend all of you for your work in education. As you 
indicate, it has really been a hallmark of this country in helping 
our young people, everyone, whatever their economic background, 
to have a snot at a higher education. 

You indicated, I think, that some $300 billion had been spent in 
this area. Was that the figure? 

Ms. Kunin. Yes. 

Chairman GLENN. Do we have any comparable figure as to what 
has been in default as a percent of that $300 billion? I had never 
heard that total figure of $300 billion before, and I wondered if 
there was a comparable default figure. 

Ms. KUNIN. The default rate is about 17 percent; cumulative de- 
fault is 10 percent over that period. 

Mr. Kornfeld. If you calculate as a lender would, cumulative 
default in the program is about 10 percent. 

Chairman Glenn. Overall, for the whole $300 billion. 

Mr. Kornfeld. The total program, the life of the program. 

Chairman Glenn. OK. You have an enormous task ahead of you. 
You are going to be increasing the direct loan program by 700 per- 
cent, approximately, over the next year. And maintaining tight con- 
trol over that, when we had so many problems with the old pro- 
gram, is going to challenge everybody. Now, obviously, you are 
going to do the best job possible; are you having to cut people at 
the same time? Are you part of the 252,000 cut program across 
Government? If so, what whack are you taking, and how are you 
going to do this? Cutting people, winding down an old program 
with all of its problems, and one that we nad problems managing 
through the years, and putting a new program on is an enormous 
job. And are you cutting people at the same time? 

Ms. Kunin. No, we are not. The full postsecondary education 
area is not part of an overall cut in FTEs. In fact, we are seeing 
an increase from I believe it is 1,398 to 304 in 1995. And we are 
doing that by reaching the overall administration goal of cuts in 
FTEs in 5 or 6 years, but shifting things within the Department. 

But we share your concern precisely, that you cannot gear up for 
a major new program and cut people. So we are growing in that 
area, but we are also investing very heavily in training so that our 
existing staff have the tools that are necessary to do the job. Also, 
the buyout has in fact given us an opportunity. Some 70 people 
took advantage of the buyout in that area, and this gives us an op- 
portunity to hire people with strong financial and management 
skills. 

So that the combination of new technology, training, and very se- 
lective hiring of highly-skilled people enables us to make this tran- 
sition. And let me just add another note, Senator, and that is that 
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this program is easier to manage than the existing family student 
loan program, because it is less complicated. There is only one form 
a student fills out; there is one source of information, and that is 
the Department; there is a contractor. You know where your loan 
is, you know who is responsible, and there is much more regular 
monitoring of the systen\ 

So that while it is a daunting task, there is no question about 
that, we feel that it is very feasible to gear up to it in a reasonable 
way. 

Chairman Glenn. Are we making any effort to direct people into 
certain jobs? One of the criticisms of some of our past guaranteed 
loan programs has been that we spent millions to train students 
for nonexistent jobs. I do not know if there is any way to control 
that. I saw a figure hot too long ago, as an example, that you do 
not need the same academic background for training to be a cos- 
metologist. And every young lady grows up with a big interest in 
makeup and cosmetology and hair care and so on, and so we appar- 
ently had enough cosmetologists trained to put makeup on North 
and South America almost every morning— in other words, the 
point is we were training people for jobs that did not exist. 

Do we try to alter that by counseling — you cannot tell people, no, 
you are forbidden from taking on the training that you might have 
thought about since your earliest years— how do we control that, or 
is there any control? 

Ms. KUNIN. The best strategy that we believe will work is to pro- 
vide consumers information about how many people got jobs from 
that program; how many people graduated. And the new State Pro- 
gram Review Entities, called SPREs for short, we are working with 
them to put that into the standards that they are creating in their 
review process. 

When people apply to Harvard, they usually know a great deal 
about what happens to the graduates of Harvard. When they apply 
to beauty school or truck-driving school, they may not know what 
happens to the graduates of those institutions. 

Chairman GLENN. Yes, but are we going to be able to control 
these little, fly-by-night schools that jumped up just to bilk people 
out of money, and they did not have any accreditation and would 
give some fake diploma. We had so many cases of that that oc- 
curred in past programs. Is there any way to control that under the 
new program? 

Ms. KUNIN. Well, the best control will be by keeping those kinds 
of schools out of the whole student loan program. 
Chairman GLENN. Do we run an assessment of each school? 
Ms. Kunin. That is correct. 
Leo, you may want to elaborate on that. 

Mr. KORNFELD. If it is a new school, or if there is a change of 
ownership in a school, in order to be accepted into the Title TV pro- 
grams, student financial aid programs, in addition to being licensed 
and accredited, they have to submit financial statements, they have 
to indicate to us both administrative and financial capabilities, and 
in the last year alone, we denied one-third of those schools into the 
program because they did not demonstrate administrative and fi- 
nancial capabilities. 
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Chairman Glenn. Are we going to have performance measures, 
Mr. Thomas? What kinds of performance measures are you going 
to set up? Are those in place now, or are they still being developed? 

Mr. Thomas. Senator, we have been working with the Depart- 
ment and with the contractors at the Department to try to set up 
some indicators of failure to meet certain levels of performance, 
certain things that we could track, such as what the Governor 
mentioned earlier about reconciling the cash balances on a periodic 
basis. What we will do is track those where they could not reconcile 
them and see, from period to period, whether those nuir.bers have 
gone up. 

We will also try to track complaints by institutions to see wheth- 
er complaints are increasing, staying the same, or going down. 

So there are some mechanisms that the Department is building 
in, and we are just providing them advice in that area. We are not 
setting up at this time any separate set of performance measures 
for the program. 

Chairman Glenn. OK, but you have got a dual function there. 
You have got to wind down the old system and have some sort of 
measurement as to whether we are winding it down properly while 
you put a whole new one in. That is a big job. 

Mr. Thomas, it is a big job and a big challenge, Senator, particu- 
larly the old one, and this is going to be a real challenge for Leo 
and his colleagues in keeping track of the lenders and the guaranty 
agencies as they begin to wind down and go out of business. 

I think one of the major problems that the Department has today 
and has had in the past is that of inadequate data. Most of the 
data the Department gets from the guaranty agencies is not accu- 
rate and not timely. You heard the Governor mention waiting 18 
months to find out anything, whereas the new program will be an 
on-line system where we will know, every certain period of time, 
maybe weekly or maybe monthly, the different data. 

Even though some of the data that will still be coming in from 
the guaranty agencies will not be 100 percent accurate, at least we 
will know about it in a timely manner and will be able to take cer- 
tain preparatory steps relative to it. I think that is a step forward. 

Chairman Glenn. Senator Cohen. 

Mr. WlRTZ. Mr. Chairman, if I may add to that. 

Chairman GLENN. Sure. 

Mr. WlRTZ. The student loan program is a pilot program with re- 
spect to GPRA, so we are working with OMB right now in develop- 
ing performance measures for the whole program and really trying 
to get to outcomes as well as just inputs. So it is something that 
we are very concerned about right now. 

Chairman Glenn. Thank you. 

Ms. KUNIN. I would just add a note about the transition. When 
the legislation was designed, that was a very important part of the 
debate, that we did not want to have any student be caught be- 
tween the cracks and to assure the adequate cash flow to continue 
to make student loans. 

So there is a provision for Lender of Last Resort, and thus far, 
two guaranty agencies have left the program and two are consider- 
ing it; but bo far, we have not had a major problem. But we are 
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very alert to that possibility and are ready to spring into action if 



Chairman Glenn. Good. 
Senator Cohen. 

Senator Cohen. Thank you, Mr. Chairman. 

I am a little confused by your testimony, Governor Kunin, be- 
cause you gave a very celebrated defense of the virtues of direct 
lending. I believe, Mr. Thomas, when you testified before the House 
Appropriations Subcommittee on Labor, Health and Human Serv- 
ices, and Education, you expressed your concern that the problem 
of unpaid refunds would only get worse with direct lending. I am 
confiissd. 

Mr. THOMAS. The getting worse was not in the direct lending 
program, Senator, and I explained that in the testimony. The get- 
ting worse because in the process of moving from the FFEL pro- 
gram to the direct lending program, the Department is having to 
devote, in my opinion, more and more of its resources to the new 
program. 

When I see the old program winding down and the guaranty 
agencies going more and more out of business, then I see less and 
less attention being paid to administering the Department's pro- 
grams. As a consequence, I think that over this period of phase-out, 
there will be a very good likelihood that the default problem will 
in fact increase. 

Senator Cohen. So the problem lies with the phasing out of the 
old program, with more and more resources, personnel and atten- 
tion being paid to the new direct lending program? 

Mr. Thomas. That is my opinion, yes, sir. 

Senator Cohen. Are we moving too quickly to implement the new 
program without paying enough attention to the old one? 

Mr. Thomas. Well, in my discussions with Leo and David 
Longanecker, the Assistant Secretary, it is my opinion that they 
are trying to get the balance, and they are required by law to move 
into the new program, the 5 percent the first year and the 40 per- 
cent the second year. 

Just incidentally, that 5 percent the first year would make them 
the second-largest lender in the country, moving from zero to right 
behind Citibank in the volume of lending. In the second year, it 
would make them equivalent to just about the 25 largest lenders 
in the United States combined together. So it is a major task, and 
there is a lot of effort and a tut of attention going into that. 

So that is how I see where the priorities have to be right now. 

Mr. KORNFELD. Senator, I would just like to add that we have 
added 60 more program reviewers, and part of our program review 
process as we visit institutions is to look at the entire way that the 
refund aspect is being handled. And in addition to that, if there are 
any schools at risk where we are concerned about their financial 
capability, we now require surety bonds and letters of credit and 
things of that sort, so that if the school does close, there are funds 
available for refund purposes. 

Senator COHEN. Back in 1990, the Permanent Subcommittee on 
Investigations conducted an inquiry into the abuse in the student 
loan program, and what we found at that time was that GAO re- 
ported that proprietary students accounted for a disproportionately 
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high percentage of the defaults. So we passed the Higher Education 
Amendments of 1992, which were designed to increase the account- 
ability of the proprietary schools. We insisted on at least a 15 per- 
cent source of revenue outside of the Federal Government for those 
proprietary schools. 

These regulations were scheduled to take effect on July 1, 1994. 
The House-passed appropriations bill for the U.S. Department of 
Education would extend that time period, I believe, to July of 1995. 
Is that something that you support, Mr. Thomas? Is that a good 
thing to do? 

Mr. Thomas. I do not support the extension, Senator, and I have 
written a memo to the chairman, telling him that I in fact do not 
support such an extension. I think that the idea was a great one 
when it was enacted, and I think it is a great one to go forward 
with. 

There is a myth that the private sector is at work, and that the 
market economy is in effect at the proprietary schools, when in fact 
the entire source of revenue is the Federal Government, and there 
is very little opportunity for the marketplace. If in fact students are 
willing to pay 15 percent of the total amount of the tuition that is 
received in that institution, there would be a better indication that 
perhaps the marketplace is in effect and maybe the tuitions that 
are charged in many of these schools are in fact justified. 

I think that is even more of a problem today than it was when 
you enacted that law, because of the unlimited amount of the 
unsubsidized loans that can be added to that amount nowadays. 

Senator Cohen. What counts in the calculation of non- Federal fi- 
nancial assistance, in that 15 percent? Would it be the school's own 
scholarship money; would it be money given to a college by private 
organizations? 

Mr. Thomas. I am sorry, I do not know the answer to that, Sen- 
ator? 

Ms. Kunin. Do you have the answer to that, Leo? 

Mr. KORNFELD. The 15 percent is supposed to be other income 
that the institution obtains. For example, in the cosmetology indus- 
try, those schools provide services — for example, they do haircuts 
and things of that sort, and they obtain income. They can include 
that as income, and that gets included in the calculation. 

Senator Cohen. But do you have any kind of regulatory scheme 
that they can turn to for what constitutes that 15 percent, or is it 
just something that they have to show that they get 15 percent in- 
come outside of the Federal c ntribution? 

Mr. KORNFELD. It has to be programs that are consistent with 
the programs they are providing, and that they are providing these 
to persons who are not getting Title IV assistance for that type of 
education. That is what is included in the regulation. 

Senator Coken. Governor Kunin, I have been contacted by a 
number of college and university presidents in the State of Maine 
about the State Postsecondary Review Program regulations which 
implement the Higher Education Amendments of 1992, and the 
complaint is that there has been undue expensive burden placed on 
those fine institutions unnecessarily. 

Now, apparently, the Department has moved to clarify the regu- 
lations so that postsecondary institutions that are not referred for 
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review by the State do not have to keep records relating to compli- 
ance. Do you intend to clarify the regulations even further, because 



Ms. Kunin. Well, this has Deen an area of controversy to some 
extent, and you are not alone in getting those kinds of letters. But 
I think it is also an adjustment to a new era. I mean, that was 
what the Congress asked the Department of Education to do in the 
1992 Amendments to the Higher Education Act. 

I think what we are looking for is that fine line between more 
accountability, without imposing an undue burden on the institu- 
tions of higher learning, and we have had some very productive ne- 
gotiations. We have modified the regulations in response to the 
concerns that have been raised, and I think we are very close to 
general overall agreement. Seme of it undoubtedly will continue to 
have to be fine-tuned, but we are very open to these suggestions; 
we want to work as productively with the higher education commu- 
nity as possible. 

What is tough in this area, as you so well know, is the over- 
whelming number of institutions are totally honest, provide an ex- 
cellent education, and there are some that do not, and they are all 
being guided by the same law. 

Senator COHEN. In your prepared statement, you indicate that 
some borrowers have defaulted on their loans or have reached their 
maximum award levels, and yet they are still receiving additional 
Federal loans. How serious is the problem? 

Ms. KUNIN. Well, that is a problem, but our strategy for address- 
ing that in a much more comprehensive way is the National Stu- 
dent Loan Data System, which will begin to be operative, but not 
fully operative, this September. And the anticipation is that we 
should save some $300 million of loans that should not be made to 
students who are already in debt. We are trying to do that in other 
ways now, but that is the most comprehensive way that we could 
do it. 

Senator Cohen. Thank you very much. 
That is all I have, Mr. Chairman. 
Chairman Glenn. Thank you, Senator Cohen. 
Will that national Student Loan Data System contain all of the 
Department of Education's financial aid programs? 
Ms. KUNIN. Yes, I believe so. 

Chairman Glenn. So the old programs, the new programs, every- 
thing will come under that; is that right? 

Mr. Kobnfeld. Yes, Mr. Chairman. The first phase will include 
the loan data, and then the plan is to have three phases, and even- 
tually, it will include all student financial assistance, be it the loan 

E>rogram, the grant programs; and hopefully, as students apply for 
oans or grants, it will be matched against the data to ensure that 
those persons who are ineligible for loans or ineligible for grants, 
or as in previous hearings, multiple grants and things of that sort, 
we would have that in that database. 

Chairman Glenn. This is something we should have had years 
ago, isn't it? 
Mr. Kornfeld. Yes, sir. 

Chairman GLENN. How did we ever operate without something 
like that; we did not know what we were doing. 
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Mr. Kornfeld. That is correct, I am sorry to say. 

Mr. Thomas. Mr. Chairman, we recognized that back in the late 
1980's with an audit report and a recommendation for the Student 
Loan Database, and the Congress 

Chairman Glenn. Your reports have been critical of not having 

it. 

Mr. Thomas [continuing]. Yes, sir, and we recommended it, and 
the Congress in fact enacted a law and said there should have been 
one. My recollection is that that was the 1988-89 time frame. But 
the problem at that time was that the Congress put a little provi- 
sion in there that said the Department should create such a sys- 
tem, but could not make it mandatory for use by the guaranty 
agencies. So during that period of time, from then until I believe 
it was 1992— it could have been 1991— the Department was reluc- 
tant to invest a major amount of money into this system when in 
fact it could not enforce its use. 

Chairman Glenn. I do not blame you. Why did we do that? 

Mr. Thomas. I am not sure, Mr. Chairman. 

Chairman Glenn. It does not make much sense. 

Mr. Wirtz. There are certain pressures that have been exerted. 

Mr. Thomas. And so it was only when the Congress took that 
provision out— and I believe it was in 1992; it could have been 
1991— that we began implementing the system. 

Chairman Glenn. Mr. Thomas, also, according to your testi- 
mony, you felt the Department did not do a very good job of screen- 
ing schools that were allowed to participate in the old program; we 
had a lot of people who should not have been in that program. How 
are we going to carry out this screening procedure from now until 
next year, going from 100 schools to 3,000? Do you think that is 
possible? 

Mr. Thomas. First, Mr. Chairman, most of that increase in 
schools is schools that are already in the system, and so there has 
been some screening already. The new screening process that Leo 
alluded to I believe only includes those schools that are coming into 
the system new. 

Chairman GLENN. So it is not 3,000 brand new screenings that 
have to be done. 

Mr. THOMAS. That is my understanding, sir. 

Ms. KUNIN. I would just add that I believe the anticipated num- 
ber is 1,800, which is still a substantial increase from 104. But 
also, we will have certain options. For example, those schools that 
do not have as strong a financial record will have what we call an 
"alternative originator," which will be a professional contracting 
firm that will do the work. And we can also put schools on a reim- 
bursement plan instead of simply giving the money in advance. So 
that we are creating several screens, hopefully, to avoid the ldnd 
of hemorrhaging that has occurred in the past. 

Chairman GLENN. Mr. Thomas, your office worked jointly with 
GAO to audit the Federal Family Education Loan program for 
1993. It resulted in a disclaimer of opinion on the program's bal- 
ance sheet and highlighted a number of problems. 

I understand GAO will not be so involved in the 1994 financial 
audit. What are your plans for doing that, and is the CFO going 
to be involved with that, or how are we going to do that? 
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Mr. Thomas. That takes me back, Mr. Chairman, to the question 
you asked the Governor earlier about whether the staffing in the 
Department had been decreased, and the Governor, I think very 
appropriately, said no, it had not been for the student aid folks. 

In the IG's office, however, there has been a slight decrease; but 
more important than the slight decrease is the increase in the 
number of activities that the Congress has passed in the last 3 
years and has not provided funding for— for example, the direct 
loan program, the CFO Act, and several others. And as a con- 
sequence, the time that my staff has previously had the oppor- 
tunity to spend with these unscrupulous schools that you very ap- 
propriately alluded to earlier in the future will be directed toward 
doing financial audits of the CFO Act. 

Now, you appropriately said that this year, we did this joint 
audit with GAO on the 1993 financial statements. Next year, the 
GAO is moving out of that, and we will take that over with our 
staff. The only way we are able to do that is that, in my discussions 
with the Department, they were able to come up with some con- 
tract money where we are going to contract with a CPA firm to do 
the financial statement audits of the direct loan program. 

Now, there is no money in my budget either for the present year 
or in 1995, that is, working on the Hill today, to allow that to hap- 
pen for next year's financial statement. So each year, we either are 
right at the brink of do we do these audits required by law; are we 
able to get money from someplace else in the Department. And I 
am told that each year, their ability is tighter and tighter with 
these funds. 

So this year, I think we are OK, f" . the 1994 statements. Next 
year, I may not be able to do them. I just do not know the answer 
to that yet, and it is a tough call that will have to be made at that 
time. 

Now, if we run into difficulty with staffing for the 1994 state- 
ments, I believe I can get GAO to come in and provide us with 
some support to get over the hump. I think they left the door open; 
they are not completely out. They want to be out, but they are will- 
ing to help. 

Chairman Glenn. Meanwhile, I am sure Secretary Kunin is 
going to be working with you to try to get you some money— I hope. 

Ms. Kunin.- Absolutely. We are also changing the auditing proc- 
ess to make it more effective. So it is not just a question of volume, 
but results. 

Mr. Wirtz. Maybe I could add to Jim's statement. As Jim said, 
the Secretary and Deputy Secretary are strongly supportive of mov- 
ing forward with audits of the Department, and we felt it so impor- 
tant that we had to come up with the funds necessary to be able 
to audit the direct loan program this first year. We think that is 
terribly important to say how is it doing, and how can we improve. 

We also believe that the audits themselves have been a driving 
factor in the improvement of our ability to manage the program as 
we have moved forward. We continue to believe that, and because 
of that, we are planning right now for our 1996 budget to be able 
to provide funds to contract for an audit of the Department as a 
whole. We want the Department to have audited financial state- 
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ments, and that will include both the direct loan program and the 
guarantee program. 

Chairman GLENN. Thank you. The CFO Act was my legislation 
that we put in through this Committee, and it passed; and it is al- 
most unbelievable that we have operated for a couple of centuries 
without having a requirement for agencies and departments of 
Government to have a bottom line audit at the end of every year, 
just like any business, to see where the money went, what was 
spent well, what was not spent well, how can we do better next 
year. We did not have that, and we are just now getting that insti- 
tuted in our third year of CFO this year. 

Charles Bowsher, the Comptroller, said he felt it was the best 
step forward in financial management in the Federal Government 
in the last 40 years, to use his words on it. We have that; we have 
the IG Act that this Committee put through and expanded a few 
years back, after having experimented with the 12 agencies it was 
in over the first 10 years of the IG Act. We have expanded that 
now, and I think v:e have the tools to really manage things prop- 
erly inside each agency. And of course, the CFOs and IGs also nave 
to report to the appropriate oversight committees of the Congress. 
So I think we have all the tools now to really do a good job in this 
area. 

We look forward to working with you in these areas as you go 
along, particularly as you try to institute this new loan program. 
That is going to be a big one. If you need legislative help on some- 
thing from here-ywe do not want to come back a year from now 
and say this one is as fouled up as the old one used to be^— if there 
is something we can do to help out, we want to do it no.w, not wait 
until after the wreck. So keep us advised. 

Thank you all very much. 

Ms. Kunin. Thank you very much, Mr. Chairman. 
Mr. THOMAS. Thank you, Mr. Chairman. 

Chairman GLENN. Our next and final panel this morning has 
been patiently waiting — or, I hope patiently, anyway. We welcome 
Susan Gaffney, Inspector General at the U.S. Department of Hous- 
ing and Urban Development; and Nicolas B. Retsinas, Assistant 
Secretary for Housing at HUD. 

Ms. Gaffney, I am sorry we are so late this morning, but we have 
had a lot of very interesting testimony this morning. We look for- 
ward to your testimony, and if you would please lead off, we would 
appreciate it. 

TESTIMONY OF HON. SUSAN GAFFNEY, 1 INSPECTOR GENERAL, 
U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT, 
ACCOMPANIED BY CHRIS GREER, ASSISTANT INSPECTOR 
GENERAL FOR AUDIT, HUD 

Ms. GAFFNEY. Thank you, Senator. Accompanying me today is 
Chris Greer, the Assistant Inspector General for Audit. 

I have been the IG at HUD for just about a year; Chris has been 
there for 20 years. So if you want to know where the expertise 
is 

Chairman Glenn. Institutional memory. 
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Ms. Gaffney. Right. 

I would like to say something at the outset about financial fraud 
in HUD. What is different about HUD and financial fraud is that 
you see it very dramatically and graphically. It is not just some 
amorphous concept of lost taxpayer dollars. It translates into dete- 
riorating buildings; it translates into horrible living conditions for 
poor people. And one of the things I would like to recommend to 
you if you have not seen it is the cable television investigative re- 
port that is titled, "HUD: America's Slumlord." I think you will find 
it a very compelling illustration of why financial fraud in HUD is 
so important. 

Chairman Glenn. What is the title of that, again? 

Ms. Gaffney. "HUD: America's Slumlord." We can get you a 
copy of the tape. 

Chairman Glenn. I would like to have it; thank you. Was that 
PBS? 

Ms. Gaffney. It was cable, the A & E Network. 
Chairman Glenn. OK Good. 

Ms. Gaffney. To move on, before talking about equity skimming 
in HUD's multifamily insurance program, I would like to character- 
ize the multifamily insurance program. It was designed to be high- 
risk, and it is high-risk. Obviously, it is attempting to provide 
housing that the market is not otherwise providing; that is its 
niche. 

However, its high-risk nature is clear for the following reasons. 
First of all, typically, the borrower is a single-purpose entity, orga- 
nized solely for the purpose of owning this project. The insured 
mortgage is non-recourse debt, which means the individuals in- 
volved cannot be held accountable. Often, only a minimal down 
payment equity investment is required— along the lines of 10 per- 
cent — and usually, this equity investment is made up of non-cash 
items, such as fees earned during construction of the project. 

Obviously, the lender's position is protected by the FHA insur- 
ance. And the final ingredient in this high-risk situation is that 
clearly, FHA lacks the systems and the staffing resources it needs 
to oversee these»projecte. 

Now, we are talking about insurance in force now of almost $44 
billion, and there is no doubt that Mr. Retsinas can do something 
to fix the systems problems. It appears not to be within his ability 
to staff these programs in the way they should be for the purposes 
of prudent oversight. 

If we take this high-risk program, it is clear that the high risks 
have had consequences. As of the end of September, our audit of 
the FHA financial statements showed that FHA held $8 billion in 
loans, for which insurance claims had already been paid. FHA had 
$43.9 billion of insurance in force. Price Waterhouse put the loss 
reserves for that portfolio at $10.5 billion. In fiscal 1993, FHA paid 
almost $1 billion in insurance claims. 

So not only is this a high-risk program, but the risks are having 
clear consequences. The question is what role does equity skim- 
ming have to play in these consequences. 

First of all, equity skimming is defined by criminal statute, and 
the criminal definition is essentially this is the expenditure of 
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project funds for other than necessary project costs, in cases where 
the project is either in default or a non-cash surplus position. 

The question before us is what role does equity skimming — and 
let me just pause and say that for purposes of civil action or admin- 
istrative action, we talk about equity skimming in a broader sense, 
and that is this is taking project revenues, income, and using them 
for noneligible, inappropriate costs. And at its extreme, you have 
the owner of one of these projects diverting rental income and 
using it to buy yachts, that kind of an extreme case. 

What we know about equity skimming is that— what the OIG 
knows — is that it tends to occur when projects get in trouble. We 
have identified just recently 117 cases of what we think is equity 
skimming, and we think the equity skimming attached to those 117 
cases is in the neighborhood of $92 million. This is very rough. I 
am trying to define for you what the potential universe of equity 
skimming is. If we were to take those 117 cases and their implica- 
tions of $92 million in equity skimming, almost $1 million-to-one 
ratio, and if we were to apply that ratio and assume $1 million in 
equity skimming for every really troubled FHA project, you would 
be in the neighborhood of $6 billion of equity skimming. And I have 
no way of knowing whether that is an accurate projection. It is en- 
tirely ball park. 

The problem that we have in this area is that we do not know 
what the universe is; we do not know how bad the problem is. And 
the reason goes back to what I talked about before — our systems 
are poor, ovr oversight is poor, and we have done very little in 
HUD over the years in terms of taking action against owners for 
equity skimming. 

There are a couple of reasons. Staffing is one. There is a culture 
in HUD traditionally that has focused on production versus en- 
forcement. To the extent that there has been enforcement, it has 
been seen as the IG's problem, not the HUD program staffs prob- 
lem. 

There is also a problem in terms of the tools available to HUD 
to stop equity skimming. There are problems. If you declare a de- 
fault of an insured mortgage, it leads to a claim on the FHA insur- 
ance fund. The people who control the Federal budget do not par- 
ticularly appreciate that. 

If you default on a Section 8 contract that is associated with the 
insured mortgage, that means that those tenants no longer can af- 
ford to live in that housing; and what do you then do with them? 

If you try to abate the Section 8 payments, the owner is not get- 
ting the income he needs, theoretically, to run the project. That 
means the project goes downhill, and the tenants get hurt. 

If HUD decides to foreclose, the owner may hide behind bank- 
ruptcy. 

So that is the logic that HUD has used for a long time to essen- 
tially take very few enforcement actions. What we decided to do in 
the Office of Inspector General some few months ago was to make 
this a focus of our efforts. 

We had done over the last 3 years some 37 audits of these in- 
sured mortgages and equity skimming. We found equity skimming 
in the 37 audits. We thought we had found $47 million in equity 
skimming. The Office of Housing agreed with us that there was 
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$22 million in equity skimming. And do you know how much HUD 
recovered of that $22 million? Four million dollars. 

And the reason for that is the resources that you are talking 
about recovering are project resources. The question is how do you 
get to the owners. So what we decided was that there is a criminal 
equity skimming statute, there is a double damages civil statute, 
and action under those statutes can be taken, obviously, against 
the individual owners and managing agents. 

We therefore have decided that even if we do not know what the 
total universe ,of this problem is, we know it is bad, we know it is 
going on. We know that these owners can pretty much count on 
HUD not taking enforcement action. So this is what we did. We 
went to evely United States Attorney in this country, and we ex- 
plained to them what equity skimming is, and how we needed their 
help, and the trouble we have been having trying to get criminal 
action. We got their pledges of support. We decided that we needed 
enforcement action. We do not need to issue audit reports. We do 
not need to cover the waterfront. 

We are now having our auditors going in, looking at projects and 
looking specifically for equity skimming. Instead of issuing audit 
reports that typically are issued to the program officials and are 
negotiated over a period of years, we are going straight to the U.S. 
Attorneys with our findings. 

It is our intention to get criminal prosecutions, to get civil judg- 
ments, and to get out-of-court settlements. We believe very strongly 
that we need to send a message to this community, which is a rel- 
atively small community of people who own these projects, that if 
they engage in this behavior, then we are going to get them, and 
we are going to get tiwm personally. 

Today we have been extraordinarily successful. In the past, we 
hi. /e had success in very, very few cases. We have now identified 
117 potential cases of equity skimming. We have referred some 70 
of those to United States Attorneys: 50 of those cases have been ac- 
cepted for criminal and/or civil prosecution. We are talking, again, 
about a total of $92 million in equity skimming. 

I would say to you that that is fine, and that this is a very, very 
significant effort on the part of the IG. It is one of the three points 
of our Operation Safe Home. It is a tremendous investment of our 
staff resources, and we have done it because we believe this is a 
systemic problem, and someone has to step up and try to stop it; 
but I do not think that you should think, nor should Mr. Retsinas 
think— nor do I think he does— nor should the IG think that this 
is an IG problem. In the first instance, it is a programmatic prob- 
lem, and programmatic strategies have to be devised to deal with 
it. 

There are some things that are underway, that have happened. 
There have been changes recently in the property disposition stat- 
utes that make foreclosure a more viable alternative for FHA. 
There is pending legislation in the Senate that would allow, in the 
event that HUD wanted to default on a Section 8 contract, this leg- 
islation would allow HUD to recapture that funding, to provide it 
to the tenants individually or to another project, so we simply do 
not lose that amount of housing from the inventory. 
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The IG believes that in addition, the design of this program 
needs to be reconsidered in fundamental respects. We need to con- 
sider the owners' equity and whether there should not be an in- 
creased equity as a disincentive to equity skimming. We think that 
we should together look for ways to increase personal liability of 
owners and agents for equity skimming. We should probably be 
looking at tax credits for owners who infuse money into the 
projects. 

There are in addition a .'.vhole series of enforcement tools that 
can be improved,; can be refined; the Bankruptcy Code; civil money 
penalties; extending existing statutes to new programs. There are 
a whole series of things, and we have been working with members 
of this Committee to try to come up with those better enforcement 
tools. 

Chairman Glenn. Let me ask, if I could, when you use the term, 
"equity skimming," does this always indicate fraud? Is there auto- 
matically fraud in equity skimming, where they are taking money 
out of this that is part of the recoupment of their investment and 
so on — is part of it legal, or is equity skimming always fraud? 

Ms. Gaffney. As we are talking about equity skimming, it is de- 
fined— "equity skimming," the term, is in criminal statute, and it 
is a criminal offense. 

Chairman Glenn. So it is just stealing, then. 

Ms. Gaffney. It is stealing. Now, in the broader civil sense, it 
is the improper, illegal use of funds. So any time we are talking 
about equity skimming, we are talking about wrongful behavior. 

Chairman Glenn. How many cases have you referred to Justice 
on this; how many cases have been prosecuted on equity skim- 
ming? 

Mr. GREEN. Over the years, we have had very few criminal pros- 
ecutions, if that is what you are talking about; a handful, five to 
' 10, over the last 10 years. 

Chairman Glenn. How many? 

Mr. GREEN. Five or 10 over the last 10 years. I am talking about 
criminal prosecutions. 
Chairman Glenn. Why so few? 

Mr. GREEN. Because it is a white-collar crime case, a paper case. 
It is very difficult, first of all, to get U.S. Attorney interested be- 
cause it takes a great deal of time, it lacks jury appeal, there is 
a whole series of reasons, most of them probably justifiable. 

We cite in our statement a case in Kansas City, Kansas and Mis- 
souri — a combined case out there — that we did an audit report in 
1989, and now, 5 years later, in July, the owner of that project has 
finally gone to jail. It took us a good 2 years of solid investigative 
work to get the U.S. Attorney prepared to bring that case. 

Chairman Glenn. Why so little interest? We have got billions in- 
volved here, don't we? 

Ms. Gaffney. Yes. 

Chairman Glenn. What is your estimate on equity skimming? 

Ms. Gaffney. Six billion, worst scenario. 

Chairman GLENN. Six billion, and nobody is interested? 

Ms. GAFFNEY. And that is highly speculative. But you know, Sen- 
ator, I think one of the things that we have learned since we made 
a decision to go after this particular area is that you need to give 
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the U.S. Attorneys credit. If they have no background in this kind 
of case, if they have no background in housing law, then if you 
want them to prosecute cases, you have to put yourself out and 
educate them; you have to sell your product to them. That is what 
we have done, and to tell you the truth — 

Chairman Glenn. Well, you can do a lot of educating for $6 bil- 
lion, it seems to me. 

Ms. Gaffney. That is right, and they have been very receptive, 
very receptive. In oarticular, there is an affirmative civil enforce- 
ment program at Justice now, and they are very, very eager to go 
after these cases. 

Chairman Glenn. Were you finished? . 

Ms. Gaffney. The last thing I wanted to say is that Mr. Retsinas 
has convened an enforcement task force that we are participating 
in, and I would just like to say that I do believe it is critically im- 
portant that, through that task force, we find ways that, apart 
from the IG efforts to get prosecutions, HUD takes a programmatic 
stance on enforcement that the industry will recognize and under- 
stand. 

Chairman Glenn. Fine. Thank you. 
Mr. Retsinas. 

TESTIMONY OF NICOLAS P. RETSINAS,* ASSISTANT SEC- 
RETARY FOR HOUSING AND FEDERAL HOUSING COMMIS- 
SIONER, U.S. DEPARTMENT OF HOUSING AND URBAN DE- 
VELOPMENT, ACCOMPANIED BY CONRAD EAGAN, SPECIAL 
ASSISTANT TO THE COMMISSIONER, HUD 
Mr. Retsinas. Thank you, Senator, and thank you for this oppor- 
tunity. 

With me this morning is Conrad Eagan, who is a Special Assist- 
ant to the Commissioner. He has an extensive background in hous- 
ing development and really has spearheaded much of this effort. 

At the outset, I would like to submit a written statement for the 
record. 

Chairman GLENN. Your entire statement will be included in the 
record. 

Mr. Retsinas. Thank you, Mr. Chairman. 

I will make a couple of opening comments and just summarize 
of the key points. 

First of all, let me acknowledge my colleague, Susan Gaffney, our 
Inspector General, not only for her work in this area, but much 
more importantly for one of the points she made during her presen- 
tation, which is that audit reports are fine, and they are certainly 
necessary and need to be done and need to be reviewed; but some- 
times the messages that are sent with audit reports are limited. So 
I certainly applaud the initiative not only for the extent of the evil 
that is uncovered, but more importantly for the message it sends, 
that this is more than just a technical violation of a statute; this 
is criminal, and it is absolutely inappropriate to divert funds that 
are intended to serve tiie public interest to private gain. 

We define equity skimming perhaps a little differently, although 
I think we end up at the same place. From our point of view, it 
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is a diversion of funds that are intended for the project that accrue 
to the owner's personal or financial benefit. 

Now, I might add parenthetically, Senator, that there are occa- 
sions where a diversion of funds on a temporary basis is appro- 
priate. Let me give you an example of that. 

For example, there could be an emergency repair at a particular 
project, and before the normal process of review is undertaken, it 
is necessary to borrow funds from the account to take care of that 
repair. So that is not what we are talking about. We are both talk- 
ing about situations where it is inappropriate and illegal to divert 
funds. 

' What I would like to do for a few moments this morning 

Chairman Glenn. Just to clarify that, though, situations like 
that would be a tiny percentage of the overall fluids we are talking 
about, I presume. 

Mr. Retsinas. A small number, but I guess I want to be careful 
because we also have to deal programmatically with the almost 
20,000 mortgages that we have to make sure we encourage owners 
to take the proper behavior. So I want to make sure that we find 
a way, and 1 will describe in a second how we are going to do that; 
that in certain situations, owners make those kinds of judgments. 
Judgments that accrue to the direct, positive interests of the ten- 
ants are appropriate. Judgments that accrue to the pecuniary in- 
terests of the owners are inappropriate, and we need to do a better 
job of making those distinctions and getting greater clarity. 
Chairman Glenn. OK. Fine. 

Mr. Retsinas. What I would like to do for a few minutes this 
morning is talk about some of the things we are now doing, some 
of the things we are planning to do, and also be as candid as I can, 
Senator, about how far we can go and how far we are not going 
to be able to go. 

Let me say as a preface to that that I again would agree with 
Ms. Gaffney that one of our major barriers in bringing this problem 
under control and uncovering it in its fullest extent is the lack of 
appropriate staffing. I am one of the few individuals in the Govern- 
ment who has two responsibilities, two titles. One is the Assistant 
Secretary for Housing, which is to oversee housing policy and hous- 
ing programs. In addition, I am the Federal Housing Commis- 
sioner, which means that I have oversight over the insurance 
funds. We have four insurance funds. We are talking about our 
general insurance fund and special risk insurance fund here, which 
is the insurance fund for our multifamily developments. 

It is clear to me as an overseer of the insurance funds that some- 
times it is better to spend money than to save money; it is better 
to engage in loss mitigation; it is better to engage the proper per- 
sonnel to formulate the proper systems to ensure that there is 
proper oversight. 

But Senator, as you know, we are bound by overriding, 
overarching governmental limits on staffing and on spending. And 
those limits, on a general, no one would argue with; everyone is 
against Government spending, everyone wants fewer Government 
employees. But when you are administering an insurance fund and 
trying to save money, sometimes you need to spend money to save 
money. 
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Just one anecdotal number, to give you an example of that, if I 
could," Senator. Before I joined the administration about a year ago, 
I was with a State housing finance agency, one like you have in 
your own State of Ohio. The normal ratio of staff to projects in 
those agencies around the country is one to 12, one to 14. The ratio 
in the HUD field offices is closer to one to 100. With that kind of 
oversight, it becomes difficult to put teeth into some of these de- 
vices that we will be talking about today. 

Notwithstanding the extent of the problem, the depth and width 
of the problem, that is certainly no excuse for inaction. To the con- 
trary, it ought to be and it is a motivation for me and my col- 
leagues and Secretary Cisneros to take action. What I would like 
to do is give you some examples of what some of those actions are. 

One, one of the best ways that we can address the issue of equity 
skimming is through prevention. We need to do a better job to 
make sure that the wrong people are not involved with our projects 
in the first place. I wish I could say that all developers, like all peo- 
ple, are good and honest; but there are some Who are not. We 
ought to do a better job of screening who gets into our develop- 
ments in the first place, in terms of ownership. 

One of the technical ways we do that is through a process we call 
"previous participation," which means we check to see to what ex- 
tent a developer who is requesting insurance has a record that is 
suspect, and we use that as an opportunity to keep that developer 

Over the long run, we believe a more effective vehicle for making 
those kinds of decisions is through a program we call "risk-shar- 
ing," which is partnering with State and local housing agencies 
who are closer to the community and can have a better sense of 
the actual performance and past record of these developers. 

We have initiated over the past year 33 such agreements; 27 
with State agencies and with local agencies. We believe that is an 
important way of changing our delivery system and making it more 
responsive to local conditions. 

The second preventive tool we have put into effect is a kind of 
early warning system. With the staff and resource shortages that 
I noted and that the Inspector General noted, it has often been dif- 
ficult to assemble and accumulate the proper kind of information 
to do the kind of reviews that are necessary. Within the last couple 
of months, we have entered into a financial statements contract. In 
the absence of staffing, we have had to go outside and, through 
contract, engage the contractor to accumulate and assemble finan- 
cial statements on all of our multifamily projects. That is literally 
a work in process. 

We believe that with that information, it allows us to strategi- 
cally place our limited employees, so we can tell them what to focus 
on, given they cannot focus on everything; there just are not 
enough of them. But with better information, we can be more tac- 
tical and more surgical about where to pay attention. 

In a similar vein, perhaps our major problem among our inven- 
tory and portfolio is the formerly coinsured protects. Senator, as 
you may recall, this was a major problem with the Department in 
the 1980's; it led to major losses. In the previous administration, 
this program was suspended. We have certainly not revived this 
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program, and we continue to work out the substantial losses to the 
Government. 

In this contract, we have engaged a contractor, again, to help as- 
semble the necessary information so we can take the necessary cor- 
rective action that the Inspector General refers to. 

The fourth area I want to speak to is one I mentioned in my 
opening comments, which is the subject of owner advances. Under 
limited conditions, there are situations where it is appropriate for 
the owner to use project funds. I mentioned the case of an emer- 
gency. A pipe breaks. Something needs to be done. And after all, 
we are the Government. It often takes us a long time to give the 
necessary approvals. In those situations, we expect and want the 
owner to take the appropriate remedial action. We need to do a bet- 
ter job clarifying what is appropriate because sometimes the own- 
ers have used the ambiguity of our own rules and handbooks as an 
excuse. 

One of the reasons that, as Chris Greer mentioned, it has been 
so difficult to formulate and present the cases is because owners 
have often used the HUD regulations and handbooks themselves as 
a defense. We need to be clearer in terms of what is allowed and 
what is not allowed. 

Next, what we are trying to do is augment to the extent we can, 
given the resource limitations, the field staff we have. Secretary 
Cisneros recently authorized me to hire an additional 100 individ- 
uals in temporary positions, in what v?e call multifamily asset man- 
agement. That will help. It will not completely do the job. We need 
more than that, and he knows that, but at least it will help. It is 
a step in the right direction. That, and with better training— and 
we recently completed a training session of 57 such technicians — 
with that, we think we will be able to make better use of this lim- 
ited personnel. 

The sixth area that I think will pay some dividends in the future 
is the area having to do with the structure of our field offices. Sen- 
ator, as you may know, over the course of the past several months, 
Secretary Cisneros has unveiled a major reorganization of the De- 
partment. That reorganization will make our 81 field offices more 
accountable to the program offices. And the housing field offices, 
that will make them more accountable to me and thus will make 
me more accountable to the Secretary, who will be more account- 
able to you. 

What we have had is layers of bureaucracy. We have had too 
many middle layers. We need more doers and less reviewers, and 
we think that with this reorganization, we will be able to make 
some progress. That reorganization will take some time, but I be- 
lieve it is a step in the right direction. 

In addition to prevention, there is some added enforcement that 
we think we can do. We certainly thank the participation of the In- 
spector General in our enforcement task force. Conrad Eagan has 
had a major responsibility in putting that together. It is the um- 
brella for much of the actions that we are talking about today. 

I am concerned that the actions may be stymied again by lack 
of resources, so one of the things we need to do is make sure that 
there are actions we can take today. We cannot wait for more re- 
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sources given the budgetary limitations that exist, and we need to 
take some actions today. . 

In addition, we are now working with your colleagues in the ben- 
ate on the authorizing committees to get additional language to as- 
sist us in the area of civil money penalties. We believe the defini- 
tion now is too narrow. There are too many ways to work around 
that definition. There are affiliated companies, there are manage- 
ment agents, who are sometimes— again, in the minority of cases, 
but sometimes— culpable. And we need to have a greater reach. 

We think that the legislation that is now wending its way 
through the Senate will achieve that if it goes through resolution. 

Susan Gaffhey also mentioned before but I want to acknowledge, 
because it was important, and thank you, Senator and your col- 
leagues in the Senate— earlier this year, you passed property dis- 
position legislation that gives the Department more flexibility. Be- 
fore that legislation was passed, we were faced with the situation 
that if we saw inappropriate actions, the ultimate stick we could 
use was withdrawal of the tenant assistance. Well, that may sound 
good, but not if you are a tenant; it is not so good. As a result, we 
were stymied. We could not afford to victimize the tenants in an 
effort to punish the owners. , 

We believe now, with this legislation, we can switch the sub- 
sidies, the vouchers, to other projects. That allows us again to prop- 
erly address the problems of the owner, but not victimize the ten- 
ants. That legislation was just passed and signed by the President 
within the last 2 months, and we believe that that will be a great 

k In addition, you are now considering in the Senate — and we be- 
lieve it has merit, and we believe that it can further make our 
work more effective — you are considering changes to the bank- 
ruptcy laws. Very often in this country— it is a very litigious coun- 
try, Senator, as you know— people have used the bankruptcy laws 
as a way to avoid appropriate corrective action. We believe that 
with some changes that we are working with your colleagues in the 
Senate on, that we can find a way to make sure that bankruptcy 
does not become an excuse for inaction. 

Bankruptcy is an appropriate legal procedure, but it ought not to 
be an excuse to avoid what is inappropriate before. We are working 
closely with your colleagues in that regard. 

In addition, there is other legislation that is under consideration 
or will be under consideration that we think merits consideration. 
These items are complex, but that does not mean we ought not to 
consider them. 

We talked before about the impact of the property disposition 
legislation. We think that is a major step forward, a major step for- 
ward. We believe, however, that that same kind of authority— that 
is, the authority to change and remove the Section 8 contracts- 
ought to be considered even if we do not go as far as actually tak- 
ing over the property. We believe that that legislation has merit; 
it gives us one more tool. We nsed all the tools we have. 

A second item that we have been discussing with Treasury on a 
very preliminary basis is the whole notion of exit taxes. Again, 
there are some owners that we believe ought not to be owners. 
There are some owners who really have not done the kind of job 
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they need to do. However, even some of those owners who would 
like to get out of the business find it difficult because of our Tax 
Code. We believe there are some things that could be worked on. 
We have had preliminary conversations with Treasury. 

This is not intended to be a bonanza to existing property owners, 
but we think in selected situations, we should remove barriers to 
bad owners leaving their properties, so we can find the opportunity 
to put good owners in place, preferably owners who are affiliated 
with community-based organizations. 

Finally — and this is a resource issue — the real problem — equity 
skimming is a real problem; I am not going to in any way try to 
minimize that problem— but the real problem is the condition of 
the properties and the conditions that our tenants need to live 
under. This Department, this administration, this Congress, need 
to understand that if we want to address living conditions in those 
properties, it is going to cost money. It is going to cost money in 
terms of necessary repairs. Absolutely, we should prevent equity 
skimming. Absolutely, we should make sure that the money goes 
to its intended use. But at the same time, if we really want to ad- 
dress the situation, we need to understand that perhaps a larger 
agenda needs to be set forward. 

Over the course of this past year, we have been putting together 
that larger agenda, and we hope to have the opportunity in the 
days and weeks and months ahead to present it to you for your 
consideration. 

Chairman GLENN. Good. 

Mr. RETSINAS. Mr. Chairman, I would be happy to answer any 
questions you may have. 

Chairman Glenit. Thank you. On your last point there, I have 
always thought tha ; -. the people who go into these housing projects 
have a responsibility also to keep them up. 

Mr. RETSINAS. Absolutely. 

Chairman Glenn. I know we have one near where I live in Co- 
lumbus that went downhill. It was a nice property, a good property 
that had multifamily, apartments, and other buildings. It was a 
very nice area, but it was only about 3 years before the windows 
were broken out, with cardboard over the windows, beer cans out- 
side, and so on. I do not know how you enforce that sort of thing, 
but there is also a responsibility here, it seems to me, that we 
ought to be inculcating in the people who inhabit these places, but 
I do not know how you do it. 

Mr. RETSINAS. Well, let me give you a suggestion if I could, Sen- 
ator. I think you are absolutely right. One of the strategies that we 
are trying to undertake is we believe the best kind of enforcement 
in those situations are the fellow residents, because they are the 
ones who are most negatively affected. 

So we believe that the more we can get resident involvement, the 
more we can have residents understand that they have a stake in 
the activity and behavior of their neighbors, the better off we are 
going to be. That is what I think is the best strategy to address 
that kind of issue. 

Chairman GLENN. We are going to have to wind down, and we 
will submit some additional questions to you for your response in 
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writing, because I will not be able to get to all of these, but let me 
just run through a couple. • . 

Mr. Retsinas, I know some of these cases of equity skimming 
were first identified by your office in local field offices, and I know 
you have taken a proactive approach, but the IG has had to get in 
and do some of these things as well out there, apparently, which 
is a little unusual for an IG to be out filing suits someplace out in 
the field. Is this something that you just do not have the people to 
do all the things that have to be done, or what? 

Mr. Retsinas. Oh, we certainly do not have the people to do all 
that needs to be done, but even if we did, I always welcome the 
support of my colleague. , . 

Chairman Glenn. Yes, I know, but I am thinking there are lots 
of other things I would like to nave her looking into besides having 
to be out filh\g suits in Federal court all over the countryside. That 
is not supposed to be the normal operation for an IG. She is step- 
ping in because of the inadequacies of fouling up on the programs 
in the Department, basically, as I understood it. 

So do you just not have enough people, and are you having to cut 
further under the 250,000 across Government that are being cut.' 

Mr. Retsinas. There are resource shortages, and as a result of 
those resource shortages, there have been freezes on employment, 
and we have had a substantial reduction in staff, yes, Senator. 

Chairman Glenn. Do we even know what the problem in equity 
skimming is, because as I understand it, we have never really got- 
ten all the figures together and brought them in and put them to- 
gether for the countryside as a whole. We have the different re- 
gions of the country that have their own equity skimming problems 
out there, and we have never yet put the whole thing together as 
a picture that lets us know what the overall equity skimming prob- 
lem is. Is that correct? 
Ms. Gaffney. Correct. 
Mr. Retsinas. Correct. 

Chairman Glenn. Mr. Retsinas, it is your Department. What 

Mr. Retsinas. That is correct. 

Chairman Glenn. Why have we not dony that? It seems to me 
that determining the extent of the problem would be number one. 

Mr. Retsinas. Well, first of all, any problem that exists ought 
not to exist. There is no question about that. So no matter what 
it is, whether it is a single dollar or the $6 billion that exists. I 
would hope with the contract I mentioned on the financial state- 
ments, we will get a better handle on what that problem is. 

Chairman Glenn. Now, are you requiring the people to submit 
this information to you now; that is the point. 

Mr. Retsinas. Yes. . 

Chairman Glenn. You are now getting the information submit- 
ted from all over the country? 

Mr Retsinas. Yes. 

Chairman Glenn. So that in a short time, we should be able to 
have a little better handle on what the overall problem is; is that 

°^!r. RETSINAS. With the engagement of that contract that I ref- 
erenced in my testimony, we will be assimilating that information. 
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We will still be making some guesses, of course, some estimates, 
but we will have the basic information for the first time. 

Chairman GLENN. As of September 30th of last year, FHA had 
established loan loss reserves of about $10.5 billion to cover future 
losses on insurance programs. I do not know whether that figure 
is still accurate, but is the Government really likely to lose nearly 
25 percent on its insured loan portfolio — 25 percent? We are in 
with a lot of bum folks if that is the case; we ought to be screening 
people much more carefully going in, it seems to me. Is that a real 
figure? 

Mr. ReTSINAS. That is a real— it is the audit. As a matter of fact, 
when I joined the administration last year, it was $11.9 billion. It 
has gone down about $1.5 billion in the last year, but it needs to 
go down farther. 

Chairman Glenn. But the insured loan portfolio of the U.S. Gov- 
ernment, about 25 percent of it we think is going bad; is that right? 

Mr. Retsinas. According to the audit, the multifamily— hot sin- 
gle-family—the multifamily portfolio, they estimate that 25 percent 
is at risk; yes. 

Chairman GLENN. Well, that is just— it is hard for me to see how 
we drift into a situation like that without somebody doing some- 
thing about it. 

Ms. GAFFNEY. Well, I would just like to go back to the program 
design that we are talking about here. You know, many of these 
people do not have a lot to lose. The program is designed in such 
a way that individuals do not necessary feel they have a lot to lose 
from walking away from these properties. 

Chairman GLENN. Well, no, because nobody is going to get after 
them if they do. 

Ms. Gaffney. They have relatively little invested. They have no 
personal liability. There is insurance 

Chairman GLENN. We either need to run it as a Government pro- 
gram, then, and administer it and try to run it, or get better people 
to represent us out there in building these projects; one or the 
other. I do not know which one we should go for, but 

Ms. Gaffney. Probably both. 

Chairman GLENN [continuing]. If you are looking at losing 25 
percent of our insured loan portfolio, that is a horrible indictment 
of how this program has been administered through the years. 

Mr. RETSINAS. It certainly is, absolutely so. And when I came 
here, I testified before one of your colleague committees on that 
matter and pointed out the difficulties. And as I mentioned to you 
in my statement, one of the ways I think we can do a better job 
screening is finding better partners to help us screen. That is why 
I think the State housing agencies are good candidates for that. 

Chairman GLENN. Is your inability to really follow through on 
these things and do the prosecuting out there that the IG is taking 
up on just because you do not have enough people out there to do 
it? 

Mr. RETSINAS. I think it is a combination of that^-these are all, 
as Chris Greer mentioned, sort of white-collar crimes, and are com- 
plex. And it is often difficult to get the attention from the legal au- 
thorities to build up the necessary case. 
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Chairman Glenn. They apparently just steal with impunity from 
these projects, though, because I think your written testimony, Ms. 
Gaffhey, indicates the Department only collects about 20 percent of 
the funds from project owners who engage in equity skimming. In 
other words, we do not really go out and go after them. In any 
other line of business, I think we would be all over them, filing 
suits and hauling them into court and putting them in jail. That 
is not done here, I guess, except for what you are taking it on your 
own initiative to do. , , 

' The Department does not really get that much involved in these 
cases across country; is that right, Mr. Retsinas? 

Mr. Retsinas. No. We do get involved. We need to get more in- 
volved, and part of that is the augmenting of resources, absolutely, 
and why we have been supportive of the Operation Safe Home ini- 
tiative and been a partner in that. 

Chairman Glenn. OK Thank you. We may have additional ques- 
tions to be submitted. We have gone on a long time here today, and 
I appreciate your willingness to stick with us here this morning; I 
know you had other things you could be doing, too, as I did, also. 
I am roughly an hour late for where I was supposed to be. 

Thank you very much for being here. We will submit other ques- 
tions to you, and we hope for an early response so we can include 
it as part of the testimony. 

Thank you. The hearing stands in recess subject to call of the 
Chair. 

[Whereupon, at 1:05 p.m., the Committee was adjourned.] 
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schemes involving fraudulent electronic returns, we recommended in 1992 that IRS 
do more to check the backgrounds of persons applying to participate in the elec- 
tronic filing program. , „ , . _ 

One step we recommended was that IRS obtain information from the Federal Bu- 
reau of Investigation (FBI) to identify preparer and transmitter applicants with 
prior criminal convictions. IRS is working with the FBI to obtain this information. 

IRS can also rescind the electronic filing privilege of any electronic return pre- 
parer or transmitter who fails to abide by various operating requirements stipulated 
by IRS The effect of this rescission authority, however, is mitigated by the absence 
of any servicewide procedure to prevent a barred preparer or transmitter from 
reapplying. To correct this problem, IRS is designing a system that can be used to 
screen preparers and transmitters. 
Preventing Fraudulent Returns From Being Accepted 

IRS does not adequately prevent fraudulent returns from being accepted. The as- 
pect of electronic filing that most attracts taxpayers is the speed with ,vhich they 
can get refunds. That speed also makes electronic filing appealing to potential de- 
frauders because IRS has less time to identify and stop questionable refunds once 
an electronic return has been accepted. One way to deal with the problem is to pre- 
vent questionable returns from being accepted. In this respect, electronic ; filing gives 
IRS an opportunity that it does not have with paper returns— the ability to verity 
the critical information on the return before accepting it and issuing a refund. 

When IRS implemented the electronic filing system, it did not build in adequate 
validity checks to help protect against fraud. However, as the need for such checks 
became more apparent, IRS has implemented several. Now, before accepting an elec- 
tronic return, for example, IRS verifies that the taxpayer's name and Social Security 
number on the electronic transmission match information in IRS records. If there 
is a mismatch, IRS will not accept the return. 

That validity check resulted in over 200,000 rejected returns in 1994. IRb does 
not know how many of the returns rejected through the various validity enecks in- 
volved attempted fraud or how many were simply the result of errors by taxpayers 
or preparers in recording or transcribing names, Social Security numbers, or other 
data Nonetheless, even with the various upfront controls and all of the rejections, 
the number of fraudulent electronic returns getting into the system and later being 
identified by IRS continues to increase. 

Another potentially effective control would involve an automated comparison of 
wage data on tax returns with wage data provided by employers, which is not cur- 
rently possible. Toward this end, IRS may have an opportunity to use partial-year 
data to at least verify that an employer/employee relationship exists and that the 
taxpayer's reported wages appear reasonable. To do this, IRS has been looking into 
the possibility of using quarterly wage data that employers submit to states for un- 
employment compensation purposes. In 1995, IRS plans to pilot such an effort in 
conjunction with the State of California. If use of this information proves feasible, 
IRS might be able to match three quarters of employer wage data against informa- 
tion on a taxpayer's return. 

Detecting Fraudulent Returns 

Aftev returns are accepted, IRS uses computer screening criteria to identify Ques- 
tionable returns. These returns are then referred to analysts for various levels of 
r«view, This is a slow, labor intensive process that is not automated. The screening 
criteria are broad and generate many more questionable returns than can be re- 
viewed by analysts, creating a backlog. , , , 

Despite the amount of effort devoted to this nonautomated review, relatively few 
fraudulent returns are actually identified. For example, of approximately 3 million 
potentially fraudulent returns IRS reviewed in 1993, almost 26,000 or less than 1 
percent, were determined to be fraudulent. 

IRS is taking steps to improve its screening/w lew process— steps that may 
produce more exacting criteria that bettor identify potentially fraudulent returns 
and help analysts do better in reviewing those returns. The major effort m this re- 

Crd is a 4-year, four-phase initiative involving IRS and the Los Alamos National 
boratory. In trie first phase, which was piloted in the IRS Cincinnati Service. Cen- 
ter in 1994 and is to be implemented nationwide in 1996, IRS automated existing 
processes to, among other things, provide for on-line review of questionable returns 
and provide an interface to on-line databases to verify information on the return. 
The other three phases are expected to result in more sophisticated methods of de- 
tecting fraud and refining criteria for screening fraudulent returns for review. 
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The Risk of Improper Access to Taxpayer Data Continues 

In August 1993, we testified before this Committee that IRS did not adequately 
control access authority given to computer support personnel or adequately monitor 
employee access to taxpayer information.' For example, in 1992, IRS' internal audit 
ft»utd that some employees had used their access (1) to monitor their own fraudu- 
lent returns, (2) to issue fraudulent refunds, and (3) to inappropriately browse 
t 5 ! 2£$/\. ta * pay ? r account8 - We also reported on this matter as part of our audits 
of }RS financial statements for fiscal years 1992 and 1993 under the Chief Finan- 
cial Officers Act (Public Law 101-676). * 

In its examinations of all of its regional offices, IRS found similar problems. IRS 
also reevaluated the disposition of the Southeast Region's suspected browsing cases 
Of the 328 cases analyzed, the IRS Office of Ethics agreed with the disciplinary ac- 
tions in 213 cases and disagreed in 83 cases. For the remaining 32 cases, the IRS 
Office of Ethics was unable to determine the appropriateness of the disciplinary ac- 
tion because or inadequate' information. 

Overall, the Office of Ethics concluded, and IRS management agreed, that the dis- 
ciplinary a tions in 51 of the 328 cases reviewed, or about 16 percent, were too le- 
nient. Moreover, the Office of Ethics found cases of inconsistent punishment for 
similar offenses, including disparate treatment between offices and within the same 
office. In this regard, IRS revised penalty guidelines to set minimum and maximum 
penalties for violating computer security and privacy lrws. The guidance provides 
important assistance to managers to encourage fair and consistent application of 
penalties. 

An internal systems security study commissioned by IRS in 1993 pointed out that 
• ?SSo 0f • gI ? at SSL ri8kB 10 ? ecurit y is from employees. Nevertheless, a December 
1993 rwiew by IRS' internal auditors found that there were virtually no controls 
programmed into the Integrated Data Retrieval System (IDRS) to limit what em- 
ployees can do once they are authorized IDRS access and authorized to input ac- 
count adjustments. The review indicated that IRS' internal security program had 
identified instances of employee attempts to embezzle funds using IDBS. IRS has 
planned corrective actions to limit the adjustments to an account, record details of 
each account transaction, and report unusual and high risk account adjustment ac- 
tivity. ^ 

IRS officials told us that some employees were confused and uncertain about 
whether IDRS security rules applied in certain circumstances and were unclear as 
to what actions constituted an improper access or unauthorized conduct. IRS has 
taken steps to better inform and educate employees on their responsibilities con- 
cerning IDRS security and privacy issues. These steps have included distributing ar- 
ticles and newsletters, showing videos, and forwarding a message from the Commis- 
sioner—all of which emphasize IRS* policy regarding proper use of tax data. We en- 
dorse these actions and in addition, believe that IRS needs to consistently apply ap- 
propriate penalties and publicize all disciplinary actions to heighten employees' 
awareness of secunty rules. 

With the technology available today, unauthorized access to taxpayer accounts 
can be restricted with systems controls. IRS* August 1993 action plan to address se- 
curity weaknesses in IDRS is attempting to move IRS in this direction. For example 
IRS reports that it can now use system controls to detect and intervene if employees 
attempt to access their own accounts or those of their spouses. Similar restrictions 
are not yet implemented to control employee access to the accounts of others, such 
as neighbors, relatives, or celebrities. 

IRS needs effective systems controls to not only restrict access to necessary tax- 
payer accounts but to record audit trails of virtually everything that goes on with 
taxpayers accounts. Managers have the responsibility to monitor the use of the sys- 
tem to make sure it is secure. Since their time is limited, it is important that excep- 
tion reports provide managers only the information needed to investigate potential 
problems. Such reports are planned as part of IRS' new Electronic Audit Research 
Log system. 



i.L F '!r2%& M ?iSS?'^ : f irst ^"JiSSS 1 Audiie ^ IRS and Customs Revealed Serious Prob- 
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Improving IRS' Overall Computer Systems Security 



Following the August 1993 hearing, we not only reviewed IRS' planned actions 
to correct IDRS' security problems but also made an assessment of the Service's 
Gverall computer systems security. IBS' overall computer controls do not yet ade- 
quately ensure that taxpayer data are adequately protected from unauthorized ac- 
cess, change, and disclosure or loss of operations due to disaster. Serious risks are 
not limited to the use of IDRS. but apply to other IRS systems which also provide 
access to taxpayer data. We found the following to be the principal weaknesses. 

—Inadequate control over access to computer systems. IRS' systems do not ade- 
quately prevent unauthorized access, which leaves taxpayer data at risk of llle- 

Eil disclosure or alteration, 
united monitoring of taxpayer account transactions. Access to tax accounts 
may not be recorded, or if recorded, provide insufficient information to inves- 
tigate possible unauthorized access. 
—Poor contingency preparation for recovery after a disaster. This could leave IRS 

unable to provide basic tax processing services. 
—Improper management of software changes. This creates a risky systems envi- 
ronment where the systems could be sabotaged. 

The details surrounding these problems and our recommendations for corrective 
action are being reported to the Committee separately and will be limited to official 
use only. . 

None of our overall computer systems security findings was new to IRS. In its 
1993 Federal Managers' Financial Integrity Act report, IRS added security over tax- 
payer data as a material weakness. Over the last several years, IRS has commis- 
sioned a number of studies which have revealed these and other serious systems se- 
curity problems. IRS is moving closer to resolving some of its long-standing com- 
pu- /er security problems; but until the solutions are actually in place, serious risks 
remain. , . _„ 

Given the extent of the automated systems weaknesses, we advised IRS to con- 
duct a comprehensive systems risk analysis that would identify the security 
vulnerabilities in its mission-critical operations and include the computer systems 
and the networks that connect them. We believe such an analysis is needed to en- 
sure that all the major risks have been identified. Also, the analysis would enable 
IRS to determine whether the planned actions are sufficient to bring its computer 
security under adequate control. 

IRS has demonstrated a strong commitment to improve control over access to its 
taxpayer records. Much of what IRS considers as its solution to its computer secu- 
rity problems is imbedded in ths Tax Systems Modernization effort, which is 6 or 
more years away from completion. 

Today's risks, however, cannot he left for a future system to resolve, and there 
are actions that can be taken today to secure IRS' computer systems. Implementing 
better automated systems controls through some of the technology options now 
available will require resources. Thus, IRS' managers face difficult but important 
decisions, such as deciding how many resources to devote to systems security in the 
current environment, given the commitment to Tax Systems Modernization. 



Mr. Chairman, IRS is at a critical juncture — automating tax services is the es- 
sence of Tax Systems Modernization and IRS' ability to carry out its mission. This 
creates an entirely new set of challenges in managing IRS— controlling fraud and 
access to taxpayer data in an electronic age where technology is rapidly expanding. 
IRS is working to better control electronic filings and the great risk of unauthorized 
access to taxpayer account data and to improve overall computer systems security. 
IRS understands many of its underlying computer security weaknesses; but at the 
present time, serious and long-standing weaknesses remain. Adequately reducing 
the risk in these areas will depend on the prompt and effective implementation of 
significant computer systems security improvements. The continued oversight and 
support by this Committee in tackling this difficult challenge will also be most im- 
portant. 

This concludes my statement. We would be pleased to respond to any questions 
you or members of the Committee may have at this time. 
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PREPARED STATEMENT OF MARGARET MILNER RICHARDSON 
Mr. Chairman and Members of the Committee: 

With me today are Mike Dolan, Deputy Commissioner, and Ted Brown, Refund 
Fraud Executive, formerly the Assistant Regional Commissioner, Criminal Inves- 
tigation, Central Region. 

We appreciate the opportunity to be here today to discuss the Internal Revenue 
Service s commitment to detecting and preventing attempts to undermine our tax 
system of voluntary compliance by those who are unwilling to comply with the tax 
laws. Our goal is to maintain a balanced enforcement program that ensures compli- 
ance among all groups of taxpayers while safeguarding taxpayers' rights and pri- 
vacy. We also appreciate the opportunity to update you on our progress in safe- 
guarding taxpayer files from unauthorized access and manipulation. 

Traditionally, we have accomplished our goal of ensuring compliance among all 
groups of taxpayers through broad-based enforcement of the tax laws, the Bank Se- 
crecy Act and money laundering statutes by our Criminal Investigation Division 
(CID), the criminal tax investigative arm of the IRS. Our Special Agents are widely 
recognized experts in investigating financial fraud. White collar financial crimes, 
such as tax fraud, bankruptcy fraud, and motor fuel excise tax crimes are among 
CID's top enforcement priorities. 

Today, we would like to share with you our current activities and long-term strat- 
egies for addressing tax refund fraud — one element of tax fraud. Both the electronic 
and paper filing systems are subject to continuous attempts by fraudsters to cir- 
cumvent fraud control mechanisms. Our initiatives are, and will be, directed at pro- 
tect? ag both the electronic and paper, filing systems since both are exposed to yearly 
fraud attempts. However, ouly when we have implemented our Tax Systems Mod- 
ernization (TSM) program will the IRS have the computing systems and capacity 
needed to install sophisticated fraud control mechanisms that will prevent fraudu- 
lent refund claims from entering the system. 



Fraud is not unique to the government or the IRS. Technological advances have 
significantly improved both public and private institutions' capacities to deliver 
money faster. Prompt payment is a desirable customer service goal, but, for an 
agency such as the IRS, it can present problems from a law enforcement standpoint. 
Efforts to shorten payment cycles and to dispatch electronic payments rapidlv must 
be matched by corresponding safeguards to ensure adequate controls. While the IRS 
also wants to provide quality sen-ice that will include prompt payment, and we are 
moving towards this goal through modernizing our technology, we have to ensure 
the integrity of the tax administration system and be concerned about improved 
compliance as well. 

The IRS has addressed tax refund fraud through its Questionable Refund Pro- 
gram (QRP), which began formally in 1977 in response to perceived abuses of the 
system. In 1977, the CID had the primary responsibility for QRP. The program was 
conducted in each of the ten service centers, where teams of trained personnel re- 
viewed pre-refund tax returns which had been selected manually or based on com- 
puter criteria. From 1977 to 1990, the IRS identified a relatively modest number 
of fraudulent refund claims per year. Generally, these claims involved individuals 
who tried to file more than one return by using another person's Social Security 
Number (SSN) or by simply creating SSNs and other fictitious supporting docu- 
ments. 

In response to a number of factors and emerging trends, the IRS has designed 
a new multi-functional approach to control refund fraud utilizing new technologies. 
These increased efforts from 1990 to present resulted in significantly more fraud 
identified and stopped by the IRS, as well as the identification of a number of new 
schemes The new schemes frequently involve perpetrators who set up schemes, 
whereby they recruit individuals to file false claims. Other schemes involve a few 
unscrupulous return preparers and Electronic Return Originators (EROs) who are 
responsible for many false claims. 

Our fraud reduction strategy encompasses the understanding of fraud, as well as 
prevention, detection, and enforcement. All four elements are essential for effective 
fraud control. Before detailing our strategy, I want to discuss some examples of re- 
fund fraud. 



Understanding the fraudulent schemes confronting us, a key element of prevent- 
ing fraud, is not always easy. The statistics most readily available have limited 
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value because they are taken from existing fraud detection rperations and obviously 
cannot include undetected fraud. _ , 

The known statistical indicators must be cited with caution, since they can be eas- 
ily misunderstood. For example, from January 1 though May 31, 1994, the number 
of fraudulent refund returns detected was approximately 53,100. At that rate, we 
anticipate twice as many fraudulent returns will be detected in 1994 as were de- 
tected in 1993 (77,800 returns). The dollar aggregate for fraudulent refunds detected 
during that 5-month period exceeded $99.4 million. We are continuing to analyze 
these statistics to further assess the extent to which these detection figures rep- 
resent a dramatic increase in the rate of fraud attempts, an improvement m 1Kb 
detection capabilities, or a combination of both. 

To enable a more comprehensive analysis of the extent of refund fraud, we initi- 
ated three studiee during this filing season. Statistically valid samples, including 
paper and electronically filed returns from all income levels, are being used tor 
these studies. . . , . , „ ... 

The first study has been completed. In that study, we selected a small, statis- 
tically valid sample of approximately 1,000 returns filed electoonically dunng Janu- 
ary 1994 which claimed the Earned Income Tax Credit (EITC). The EITC claimed 
was verified by IBS Special Agents through personal contact with taxpayers, return 
preparers and employers. The study showed: 

• Roughly 35-45 percent of 1.3 million returns with EITC claims filed electroni- 
cally through January 28th would, because of errors, have been adjusted by ei- 
ther increasing or decreasing the credit claimed, if they had been examined. 
These percentages may be understated because 18 percent of EITC returns rued 
electronically were rejected, before they were filed, due to fraud detection meas- 
ures. , 

• Approximately 50 percent of the EITC claims with errors appear to have re- 
sulted from unintentional errors; the errors in the remaining 50 percent of the 
returns appear to be the result of intentional misrepresentations in order to 
qualify for EITC. 

Additional taxpayer characteristics gleaned from this study will assist in identify- 
ing potentially fraudulent claims by aiding in the development of additional fraud 
controls. „ , , . . , 

The second study involves the selection of a moderately large sample of returns 
transmitted by Electronic Return Originators (EROs). The data gathering phase of 
this study is underway. For the third studv, we have selected a large statistically 
valid sample of refund returns filed throughout the 1994 filing season. The sample 
includes returns filed on paper and electronically. Results from the third study will 
be used to expand our understanding of issues identified in the first study, field 
work for this, last study is scheduled to begin in August 1994. 

III. Fraudulent Schemes and Investigations 

The QRP team has detected schemes involving tax returns claiming fraudulent re- 
funds based on the misrepresentation of Federal income taxes withheld and refund- 
able credits. Those schemes involve taxpayers who: 

• use their own names and SSNs; 

• use names and SSNs of unsuspecting legitimate taxpayers; or 

• use totally fictitious names and SSNs. 

Some specific examples of fraudulent schemes we have detected are: 

A) Unscrupulous return preparers I EROs 

Two owners of an income tax return preparation firm in Salinas, California, ob- 
tained SSNs and names of area agricultural employees from their clients payroll 
records. Unknown to the agricultural workers, the two preparers submitted over 200 
tax returns claiming more than $165,000 in fraudulent refunds. The QRP team un- 
covered this scheme when it detected irregularities on the fraudu'.T.t returns along 
with the discovery that the workers began filing legitimate returns of their own. The 
preparers received substantial sentences of 37 and 18 months for their respective 
roles in the scheme and were ordered to pay restitution. 

B) Fraudulent Motor Fuel Excise Tax Credits 

This scheme involves creating fictitious corporations. False corporate tax returns 
(Form 1120) are filed reporting little or no tax liability, but claiming a large credit 
for Federal excise tax on fuel used for exempt purposes. The motor fuel excise tax 
credits that are claimed in these schemes have ranged from $5,000 to $60,000. 
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C) Individuals who recruit others to file false tax returns 

Two rings operating in Jacksonville and Tampa, Florida, recruited their friends, 
families and associates to file false tax returns. The scheme involved real people 
using their own SSNs, but the Forms W-2 had false wage and withholding informa- 
tion. The ring also used non-existent companies or claimed wages from companies 
where the filers were never employed. This scheme was identified when similarities 
among returns were detected by the QRP team. Over $400,000 in false claims were 
involved, and 28 people were charged in the conspiracy to perpetrate this refund 
scheme. Most have pled guilty and have received substantial sentences. 

D) Prisoner Schemes 

Each year there are prisoners who attempt to defraud the tax system. For exam- 
ple, an inmate in a Colorado prison contrived a refund scheme to file three false 
claims for refunds totalling $20,000. The inmate prepared and submitted Forms W- 
2 and tax returns after obtaining other prisoners SSNs and names. The other pris- 
oners were paid a commission Tor allowing these returns to be filed using their 
names and SSNs. The inmate received 10 more years to serve in prison for this 
scheme. Through systemic checks we have regarding prisons, the IRS is able to 
identify such schemes. 

E) Use of False or Nonexistent Documentation 

One of the more sophisticated schemes involved an attorney who planned for 8 
months to perpetrate a multi-million dollar scheme to file false income tax refold 
claims with the help of two other people. He agreed to pay a friend a fee of 20 per- 
cent of the proceeds to obtain the names and SSNs to be placed on the false returns; 
to assist in obtaining false identification for their use; to locate mail drops for mail- 
wigthe refund checks; and to retrieve the refund checks when they arrived. 

The second person was a payroll clerk of a large company, who helped steal the 
company's payroll printouts containing employee data. 

The fraudsters established mail drops along the East and West Coasts using the 
false identification, and they mailed over 900 false returns claiming over $8 million 
in refunds to three different service centers assuming that the duplicate addresses 
would not be easily detected. However, because of the QRP team, this scheme was 
promptly identified and stopped. 

Our detection systems also have intercepted false claims which reveal the follow- 
ing additional types of abuse: 

• Claiming large amounts of false income and withholding for fictitious busi- 
nesses to qualify for refundable credits. 

• Using unidentified income, later determined to be welfare payments, as earned 
income to qualify for an Earned Income Credit-based refund. These funds are 
included on returns as other income or wages. 

• Preparers knowingly file incorrect returns, with or without a taxpayer's knowl- 
edge, by adding non-qualifying dependents as exemptions or increasing deduc- 
tions while diverting the refunds from the taxpayers. 

These schemes represent some of the types of frauds that our detection systems 
have identified. They do not represent all of the types of schemes that we have de- 
tected. 

IV. Fraud Reduction Strategy 

A) Overview 

Shortly after becoming Commissioner, I recognized the need to step up our efforts 
to detect refund fraud. I responded by appointing Ted Brown, who is with me today, 
as our Refund Fraud Executive to spearhead our enhanced efforts. Mr. Brown has 
22 years of experience in our Criminal Investigation function and a strong back- 
ground in fraud detection. He is a senior executive, who was serving as the Assist- 
ant Regional Commissioner (CI), Central Region, when I selected him. Prior to that 
he was the Assistant District Director in the New Orleans District and the Chief, 
CID in Dallas. In his new role, he has the responsibility for developing and 
overseeing all of IRS' efforts to enhance the detection and prevention of not only re- 
fund fraud, but also filing fraud in general. 

Since our concerns extend beyond just prosecution of refund fraud, we recognize 
that our fraud reduction strategy must cross the Service's traditional functional 
lines. We have a four-part strategy utilizing new technology and multifunctional re- 
sources to: 

• understand fraud; 

• prevent fraud; 
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• detect fraud; and 

• u»e enforcement tools whenever needed. 



B) Understanding Fraud 

..P™ 4 ™^ f™™* ■ dynamic undertaking. Fiaud is perpetrated by those who 
think creatively, adapt continuously, and relish devising complex strategies These 
ESffr^ 1 ? Jl ave 8mg,e Fraud Prevention mechanisms which are per- 

fectly satisfactory today, may be of no use tomorrow Maintaining effective fraud 
J?.£ ha 5?! m8 dema ? d8 continuous assessment of emerging trends and 
constant revision of the current prevention mechanisms. 
Most of the more sophisticated fraud schemes are devised by persons skilled in 
pr 2 Brain8 tech niques They assume the existence of transaction-level 
?Sk"?C therefore design their fraud schemes so that their returns would pass 
iS^SS* *Z 8y8te 2L ^challenged The individuals who devise such schemes seem 
from^VS. «^^ mt t mp °^. by th « "ptem The smarter ones test the system 
S£E X? to time to make sure they roughly understand ,*e parameters being used. 
S^S* ?« •»„ """H 0 "' th = ey - may mcreasingly generate multiple transactions ind at- 
tection rp ° ra sufficient randomness or variation to minimize the risk of de- 
Fraud is not unique to government or the IRS. As government agencies and pri- 
^tathfroffaS! aut °mated their systems, perpetrators of fraud have followed. 

y v. 8 c 2 ncc 5 ned 1 with meeting its obligations to promptly refund 
monies to taxpayers who file timely and accurate tax returns, we Will balance our 
efforts to timely issue refunds with adequate fraud control mechanism 

C) Prevention 

«£l~ nt i? n 1! < £- ical elemen l of our strategy. Although detection and prosecu- 
tion are important, it is costly and inefficient to prosecute every instance of fraud 
^S 1 ]? th ' 8 ' WC cont ' nue to bui,d higher Carriers to fraud— ^ that theloBB 
fr„ m L^™" 10 8 08 "? unatt ractive target. Our goal is to stop fraudulent re- 
turns from entering our systems. 

We are instituting short-term and long-term systemic changes to reach this eoal 
GtaMdM^impleineBfeed fin- the 1994 fu^mg season was theXinatior "of the Xdt 

n»S2? ,wv %?u refund8 i 88ued to *»* time men - 111,58,5 refunds were issued by 
S°= P r Po • • .° ther P re ? entlon measures include our outreach and publicity pro- 
SfPVJl 0 . m8tance > at the same time we are increasing our publicity efforts to eau- 
^? > u ye,8 and Practitioners about the benefits of electronic filing, we recognize 
FRn™ aV \ a responsibility to make the public-including the practitioner and 
ERO communities— aware of the need to combat fraud. 

Or^n^tors n fPM^wr„r°„^l^ n ^ Wp t with Practitioners and Electronic Return 
trn£? pnffJ rE j- * pr<mde * r ?*K n f to preparers and have designated Elec- 
Coordinators in each IRS district. The vast majority of practitioners 
and EROs are interested in maintaining the integrity of our tax system; they reco£ 

•mZ? =L th i maj0r te * "Si"? 1 Preparers have initiated their own fraud prevention 
l or ?'" nd f we appreciate their efforts in working with us. However, when we iden- 
^tTJZrZWJt^^V and EROs abusing the authority of thek 
powtion by committing fraud, we intend to pursue criminal enforcement to the full 

-h, 0 .™- 0 "' 118 fr . aud re( l uire8 not only systemic mechanisms to prevent fraudulent 
fn E?l A^Ht t^P^ T •3" teM « but also the combined efforts of all our partners 
in tax administration— tax return preparers, tax practitioners, and Congress 

D) Detection 

nr?J!L fr o.? d reduct i on strategy includes a strong detection component. We are im- 
EHtSft C i™' nt 8C «? en,n « and detection systems with morTsophisticated and 
automated techniques I recognized fraud detection was a priority item when I be- 

S& m H' ,10n ? r r Wit, l, key m V^ n of my 8taff . 1 vi«ted the h£ Alamo Na- 
SSSisJf ^?n? nr m ^ ^amos New Mexico, to see first-hand the creative use of 
arMficial intelligence systems in detecting fraud. 

«,„Tm,i«. ^amos National Uboratory has 7,500 employees prepared to apply 
^■•-■cientific and technical talent to the solution of problems of nationafrni- 

K^ffi^^S!*^' Btrengt , h .' J? h "PP liM to th « IRS' Problems, is 

L?^. iriP assemble teams of diverse, multi-disciplined technical staff to tackle all 
n!ffi° f *. t Vr p icat ^ J prob Jt m ', integrate a solution, and deliver a responsivefina 
E iiu!!2 ly f ? ,hion " The.Information Extraction and Analysis Team is eipe- 
nf f„^ d J n .ff" e J? l l K ,ar E Sp™* 1 *" of d ?ta (like tax returns), identifying a sublet 
of information that would be useful (for fraud detection) and integrating this infor- 
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are addressing the problem of fraud detection. , «, . in _ nrp „ 

^Pilhorntorv's research in nuclear weapons is widely known. But in more re- 
cent vears it hal be^f SSed upon bother government age „cies and private com- 
olnie y s to fend itl technical abilities to solving other important problems. The Lab- 
S?atory has asshted 2 agencies in improving computer .security and designmg 
software to detect anomalies and match patterns in large data sets kits assistance 
offe^tentiafte afdThe IBS in improving many «W*» y ^£K; 
miHit selection comDuter security and market research. Specifically, we Deneve inis 
Stance f^li improve our ablty to identify fraudulent refund claims and to re- 

^Ou?dSoi^clDYbS have also been enhanced through the efforts of our In- 
Sft^SSA wKtinue ^^XgZXttuW** of re- 

tu^se^^^ 

d^tors ofO are referred t/field offices for possible ^^X^foncUons for 
turns which do not merit criminal investigation are referred to other functions tor 

returns selected for review by ^heQRP '^SS^H 
run that apply weighted criteria against every refund ^KSSSrf "fidSa 

criteria are developed and refine! yearly based "P° n . P^ 0 ^ 0 nnel They are 
claim schemes, as well as potential abuses identified by IRS K^ft""^ 
callable of being modified so that data can be inserted when additional scBemes or 
Stential abuse! are identified to allow cataloguing of the total scope of fraudulent 

^addition, the overall processing of returns by the IRS has certain built-in 
checkfand balances that assist us in the identification of W^^g^ 
: ' Ail service center personnel, including data transcribers, are given traua 
awaTeness briefings during their training so they can be alert to indicators, of £aud. 
Th^ughoutThe returns pressing pipeline, service center personnel designate sus- 

Pi t U u.?^^ 

tifv fraudulent returns. Each center has a team made up of 20 ^ 65 memDers our 
$ varied UmesTthe filing season The additional "ajfrng that J™ J*en allo- 
MtPd to the ORP teams has allowed them to review more returns and use a more 
aA^ap^r^chT the^etection process. The ^^giS^tSui 
lowed for more interaction between our field agents and our <iKF wam »j ^J"™",, 
arfton facmtateV early detection of fraud anS stops many schemes. Our Returns 
Processing andlnformation Systems functions continue to expand their role in fraud 
dlS^whteh has also contributed to the increase in detection of fraud. 

E> A foShTomnonent of our fraud reduction strategy ^ involves the use of ^enforce- 
ment tools, sucfi as prosecution, to deter cnmina TOta^"* J™ £„U Mratra- 
confidence in our tax system can only be maintained if tax refundfr ^^petra 
tors know that they risk going to jail when they are caught. The^ 1Kb, *™8*" n 
ihe Department of Justice* an! U.S. Attorneys, will con tinue to ^"g^g^? 
of criminal violations of the tax laws with every intention of P r ^ c ™ n 8 n ? h ^ e *f 11 
proprwte Our criminal enforcement effort has been Atto^vTto 

vento^^ 

'percent °of tSdYct^enU &Tng refund fraud result in conviction, and the aver^ 
^Des^^ we recognize that we cannot prosecute the 

JSTrfhdmnui that we need a broader multi-functional fraud reduction 
rtraK I S "Kon., w ^^successfully combined criminal pro'MUt.on 
wiS Tofher wm5?an« ^initiatives. For example, in a remote county in northern Flor- 
iil there wT one tax return preparer for the county who prepares fraudulent re- 
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fund returns by claiming tax credits. The traditional method of handling such a sit- 
uation would have been to audit all of the preparer's clients. In this situation, how- 
ever, we notified the unsuspecting taxpayers that they could have a potential prob- 
lem with their tax returns. We set up taxpayer assistance sites at convenient times 
and locations and invited the taxpayers to come in for tax assistance and to do self- 
audits of their returns. Over 200 taxpayers corrected their returns and received 
some tax assistance to prevent the situation from recurring. 

Although this approach is not appropriate in all cases, it worked very well in this 
situation. Efforts luce this, as well as many outreach and educational efforts, are 
being used throutjhout the country. 

F) Initiatives for 1994 

In a continuing effort to reduce tax refund fraud, numerous systemic verifications 
were implemented for the 1994 filing season. These include additional comparisons 
of IRS data to confirm the identity of the taxpayers and the validity of their claims. 
However, it would not be appropriate to disclose the specific nature of these checks 
here, since to do so would reduce their effectiveness in protecting our system. 

About 500,000 taxpayers had their refund delayed due to errors or omissions of 
required information on their EITC claim. These taxpayers were contacted and had 
to supply documentation to verify the questionable or omitted item before the refund 
was released. . 

Another systemic test is being performed by a cross-functional group of special 
agents, questionable refund detection team members, internal auditors, and elec- 
tron;- filing specialists. Although recently formed, the group's mission is to cre- 
atively challenge the system by developing schemes in which they believe they can 
file fraudulent returns and avoid detection. In this way, we can test our current de- 
tection systems and devise ways to change them if necessary. 

G) Plans for 1995 

While it would not be appropriate for me to discuss all of our fraud control meas- 
ures for the 1995 filing season, there are two actions that we are undertaking that 
I do want to share with the Committee. First, we are tightening the standards for 
EROs. New standards under consideration include requiring first-time ERO appli- 
cants to submit fingerprints to the IRS which will allow us to obtain a criminal 
records check from the FBI; and authorization for credit checks by the IRS. Addi- 
tional IRS field resources will be shifted to compliance checks of the ERO commu- 
nity and enforcement of the requirements for participation in the program. 

Secondly, substantial efforts will be devoted to assuring that taxpayers claiming 
refunds use the proper TIN. To that end, we will direct significant resources to- 
wards identifying refund claims without a taxpayer identification number (TIN); 
with an invalid TIN; and/or with more than one taxpayer using the same TIN. 
Today, in order to withdraw money from a financial institution, you must use a cor- 
rect account number or personal identification number. We believe that before mon- 
ies are paid from the Federal treasury, taxpayers should also have to provide a cor- 
rect, valid TIN. Failure to do so will result in a delay of the refund until the matter 
is resolved. 



The actions that 1 have just outlined are significant steps we are undertaking to 
detect and prevent fraudulent refund claims. However, our Tax Systems Moderniza- 
tion program holds the key to identifying and stopping those who attempt to fraudu- 
lently circumvent the tax system. Without modern equipment and software, apply- 
ing expert systems analysis to large data bases is virtually impossible. Tax Systems 
Modernization will not only provide the computing power and capacity needed to 
apply sophisticated fraud detection techniques, but it will also provide us with more 



Mr. Chairman, let me provide you with some concrete examples of how Tax Sys- 
tems Modernization will improve our ability to detect and prevent fraud: 

• Through our Document Processing System (DPS) which is currently being de- 
veloped at the Austin Service Center and is scheduled to be piloted next year, 
we will be able to capture all of the information on paper tax returns compared 
with only 40 percent that we capture today through the labor intensive, manual 
input process. This will enhance our ability to identify fraudulent returns by en- 
abling systemic cross-checking of more information on the return, as well as 
with other returns. In addition, through the efficiencies of DPS we will aLo be 
processing this information faster ana making it available for use by front-line 
compliance personnel. 



V. Proposed Systemic Changes With TSM 
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• Beyond DPS, other major TSM systems such as the Corporate Accounts Proc- 
essing System, Workload Management System, and Service Center Support 
System will combine to provide us with numerous fraud control features such 
as the capability to accelerate third-party document matching, so that a tax re- 
turn can be matched against third-party information before a refund is paid. 
This change will have enormous impact in enabling us to detect and stop fraud 
before it takes place, and will significantly accelerate the collection of more than 
$3 billion in annual revenue. 

Through these and other TSM projects, the IRS will be able to make dramatic im- 
provements in tax administration and significant inroads in our fight against fraud. 
Such significant inroads cannot be made, however, if funding for these projects is 
delayed or not available. 

Mr. Chairman, while I appreciate the difficult financial choices that Congress 
must make concerning the fiscal year 1995 appropriation bills, I feel strongly about 
. the need for more funding for Systems Modernization. Unfortunately, as of today, 
significant reductions in TSM funding for fiscal year 1995 appear to be likely. Such 
reductions, unless they are largely restored, may require us to stop all of the major 
hardware acquisitions we had planned and, consequently, completely rethink the 
Tax Systems Modernization program we have planned. 

Mr. Chairman, the assistance of you and your Committee in doing whatever it can 
to obtain the necessary fiscal year 1995 funding for our modernization efforts would 
be greatly appreciated. With your continued support, we hope to be able to sustain 
the momentum of Tax Systems Modernization, in order to implement necessary 
fraud controls, as well as to safeguard the privacy of taxpayer information. In short, 
we need to modernize to accomplish our mission which is to collect the proper 
amount of taxes at the least cost; serve the public by continually improving the 
quality of our products and services; and perform in a manner warranting the high- 
est degree of public confidence in our integrity, efficiency, and fairness. The obsolete 
state of technology is a major deterrent to effective operation of the IRS today, and 
it only gets worse if TSM goes unfunded. 

VI. Computer Security 

Mr. Chairman, you also requested an update on our progress regarding safeguard- 
ing taxpayer files from unauthorized access and manipulation. Since your Commit- 
tee's hearing on this subject in August 1993, there have been numerous meetings 
' and ongoing dialogue between our staffs, in addition to the meetings you and I have 
had. Our current and planned actions have been shared with the Committee staff 
and our efforts to date nave been favorably received. I have recently appointed Rob- 
ert Veeder as the Privacy Advocate for the IRS. As a senior policy analyst at OMB, 
Mr. Veeder has worked extensively with the Privacy Act and Freedom of Informa- 
tion Act. In his new role, he has the responsibility for developing and overseeing 
an Internal Revenue Service-wide Privacy program. 

As with the filing fraud issue we just discussed, the systemic solution to safe- 
guarding taxpayer information is also found in TSM. Without TSM, the Service will 
not be able to provide state of the art security and privacy protection for taxpayer 
information. Included as an Appendix to my statement is a status report on all of 
the actions we have undertaken this past year to enhance privacy and security. 

VII. Conclusion 

Prevention and deterrence are clearly the keys to refund fraud control. Prosecu- 
tions are an important component of our strategy, and the IRS will continue to em- 
phasize enforcement. Our detection and deterrence programs are working but need 
to be enhanced as we detect new schemes. We will balance our efforts to issue re- 
funds promptly with the need to protect the government's revenues. In some in- 
stances, we may choose to delay questionable claims while they are carefully scruti- 
nized and pay interest rather than risk allowing fraudulent refund claims to be ac- 
cepted. 

All of our partners in tax administration need to recognize that fraud reduction 
is a joint responsibility. We mutt also recognize that fraud detection may neces- 
sitate the slowing down of the refund process. Mr. Chairman, we need your under- 
standing, as well as that of your colleagues, that a further streamlining of the re- 
fund process, especially with respect to motor fuels excise tax claims, would seri- 
ously jeopardize our efforts to detect and prevent refund fraud. 

Mr. Chairman, this concludes my prepared remarks. We would appreciate an> 
suggestions for improvements that you or your colleagues may wish to offer, and my 
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colleagues and I would be happy to answer any questions you or other Committee 
members may have. 

APPENDIX I 

Progress in Improving IDRS (Computer) Security 

Introduction 

Mr Chairman, as you requested in your invitation letter to the hearing, we are 
providing to you, in this Appendix, an analysis of the progress made by lite to bet- 
ter safeguard taxpayer files from unauthorized access and manipulation, bince the 
August 1993 hearing before this Committee, we have taken numerous steps to in- 
crease the protection afforded taxpayer information, provide an Advocate for pri- 
vacy, help prevent privacy abuses in the future, penalize those who commit such 
abuses, design and develop more efficient information systems to identify such 
abuses, as well as plan for the development of future TSM systems that will prevent 
them from occurring at all. We believe that we have made significant progress in 
all these areas. 

Some of the specific actions we have taken include instituting an IRS-wide privacy 
policy statement and principles, hiring of a Privacy Advocate to review and 
strengthen our privacy policy, while at the same time helping us establish our own 
privacy strategy, publishing a penalty guide that covers Integrated Data Retrieval 
System (IDRS) abuses, upgrading software for detection, and preventing IDRS users 
from accessing their own accounts. 

IDRS Security Issues that Surfaced at the August 1993 Hearing 

We have made significant progress in addressing the security issues discussed 
during the August 1993 hearing. While the misuse of IDRS that we have identified 
and adjudicated is limited to a small portion of those employees who have access 
to IDRS (our latest data covering the period since the August hearing indicates that 
employee misuse of IDRS is approximately .5 percent of all IDRS users— 222 man- 
agement actions for IDRS misuse/66,000 users), we believe that we cannot tolerate 
even one employee breaching the trust that is placed in us by taxpayers. There are 
10 million IDRS transactions a month in each of our service centers, or 1.2 billion 
transactions a year. Although our efforts this past year establish tnat the protection 
of the privacy of taxpayer information is our top priority, we have been and will 
continue to pursue actively measures to increase the security of taxpayer informa- 
tion to allow us to administer the tax system. 

Since the last year's hearing we have completed a review of the 368 potential 
IDRS security violations our Internal Audit analysis identified in the Southeast Re- 
gion. Of these 368 cases, 165 resulted in the imposition of some management correc- 
tive action including 17 separations, 33 suspensions, 68 reprimands, 26 admonish- 
ments, and 18 counseling sessions. The remaining 203 cases did not warrant man- 
agement action because they were authorized official business. 

We also completed a comprehensive on-site review of how these cases were han- 
dled to determine whether the dispositions were appropriate. While the results of 
the review were generally positive, we determined that there were some inconsist- 
encies in imposing disciplinary sanctions in 51 of the cases. We have shared the re- 
sults of this review with all of our regions and have taken steps to assure that fu- 
ture disciplinary sanctions are consistent and appropriate. 

To address inconsistencies in disciplinary ianctions we have implemented a pen- 
alty guide to assist IRS management in selecting appropriate sanctions for unau- 
thorized IDRS access and other tax information security issues. In addition, staff 
from the Office of Ethics conducted case file reviews of a sample of discipline cases 
from all regions. Based on this review, we issued detailed guidance for all offices 
on the application of the penalty guide to computer security and taxpayer privacy 
violations. , . . , . 

While the imposition of appropriate disciplinary sanctions is an important part ot 
ensuring that taxpayer privacy is maintained, we have taken a number of preven- 
tive measures to ensure that all of our IDRS users know and understand their re- 
sponsibility for protecting taxpayer privacy. I sent a memorandum to all service em- 
ployees emphasizing that security of taxpayer information is one of the most impor- 
tant issues facing the IRS today and that any access of taxpayer information with 
no business reason is a violation which would result in discipline up to and includ- 
ing removal. We recently completed the development of training for IDRS users that 
emphasizes the obligation to safeguard the information taxpayers entrust to us and 
the potential disciplinary sanctions that can be imposed for violating taxpayer pri- 
vacy. 



85 



82 



In addition to the training, we revised our new employee orientation program to 
include an expanded coverage of IDRS security and the obligation to protect the in- 
formation taxpayers entrust to us. The messages contained in the orientation ses- 
sion are reinforced by managers in their introduction of the employee to the work 
place. 

Appointment of the New IRS Privacy Advocate 

Maintaining the privacy of taxpayer information is crucial to the establishment 
? a i ni £ her ' evel °* trust w > th our customer— the American taxpayer. That higher 
level oftrust is critical to our ability to implement both the tax processing, taxpayer 
assistance, and compliance systems of the future under Tax Systems MoaerrJ«ation. 
In order to help the IRS reach that goal I have appointed IBS' first Privacy Advo- 
cate. Mr. Robert Veeder. He comes to us from OMB, where he wor'ced extensively 
with both the Privacy Act and the Freedom of Information Act In this new role, 
he is the principal advisor to our Executive Committee, as well as being responsible 
for our Service-wide Privacy program. He reports directly tc the Chief Information 
Officer and, along with his staff, is primarily responsible for: 

• Implementing the IRS Privacy Stratf?y and ensuring that it is effectively inte- 
grated into the development of TSM. 

• Acting for taxpayers as their advocate on privacy rights and working to enhance 
the public s understanding of these rights as they apply to their account infor- 
mation. 

• Formulating IRS' position as it relates to, or is impacted by, initiatives proposed 
by the Congress. 

• Developing an on-going privacy training program for all IRS executives, man- 
agers, employees and contractors who receive taxpayer information. 

Recently. Mr. Chairman, this new office— as part of its Service-wide outreach and 
traimne effort— developed a privacy information video featuring you and Senator 
Pryor that has been distributed to all district, regional, and service center training 
offices. By the end of the fiscal year it will have been viewed by all IRS employees. 
In addition, we have distributed a Protecting Privacy Guidebook to all IRS Disclo- 
sure offices. 

Action Plan Progress 

After last year's hearing, we developed an Action Plan that covers 35 critical ac- 
;i?£o j imf T at ^Proving both the security and privacy of tax information in the 
IDRa database. As of July 1, 1994, we have completed 21 of those actions, with nine 
on schedule and five that have been rescheduled. Some of the major accomplish- 
ments of this Action Plan include: F 

• A Policy Statement on privacy rights issued to all employees which emphasizes 
the need to protect taxpayers from unnecessary intrusion into their tax records 

• Ten basic privacy principles to establish a public trust for protecting taxpayer 
privacy and safeguarding the confidentiality of taxpayer information were enu- 
merated. The principles were distributed to all employees and are being dis- 
cussed in employee group meetings. 

• Enhanced procedures for tracking account adjustment activity in IDRS. We are 
now able to review newly created transcripts and listings to identify high risk 
activity. B 

• A review of the IRS Safeguard Review program to ensure it met statutory re- 
quirements. 

• A Guide for Penalty Determinations that lists penalties for various types of mis- 
conduct has now been issued to all employees. 

• Installation of the Electronic Audit Research Log (EARL) system in all service 
centers in March, with five custom search scenarios to perform searches of the 
IDRS audit trail for security staff and management. An enhanced version of the 
EARL software now being developed will provide audit trail reviews aimed at 
detecting browsing of taxpayer records by IRS employees based uptm unusual 
patterns of employee access to taxpayer records. The first two searches to be 
implemented will identify (1) employees who access the same taxpayer record 
in multip e calendar years: and (2) selective taxpayer records which may be 
looked at by many IRS employees. 

Future Security Controls That Will Be Provided Through TSM 

Peter G. Neumann, a noted international expert on privacy and security who has 
participated in numerous National Research Council efforts, is a member of my 
Commissioner's Advisory Group and is the co-chair of the subgroup on technology, 
security and privacy. Mr. Neumann has looked at our plans for integrating privacy 
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and security into TSM, and feels that we have charted a wind course of action for 
ensuring security protection for the future. He urge* that wr complete the planned 
activities and not cut back our resources to be applied to this important part of the 

Pr ^xSystems Modernisation will significantly enhance our i hility to prevent sys- 
tem abuses by better upfront security as well as more rapidly identifying mis- 
conduct. Some enhanced TSM systems will include: 

• Near real time alarm systems which utilize advanced technologies, such as arti- 
ficial intelligence software, to alert the system administrator of a potential secu- 
rity violation. The violation will be determined much more quickly than cur- 
rently occurs. (Review of audit trail records now occurs after the violation is 
weeks or months old.) _ , . , . , 

• A security profile that specifies the extf ->.t of access to taxpayer information for 
each user of IRS information systems. All other access to taxpayer data, for 
which there is no official need to know, will be prevented. 

• New workload management techniques that will assign cases to employees 
based on their current skill levels and security authorizations. These techniques 
will only allow access to that employee's specific workload, therefore making 
Drowsing almost impossible. 

• For taxpayers, IRS "'Hi begin using authentication and identification techniques 
such as personal identification numbers (PINs) and Smartcard technology to 
identify and ensure the authenticity of the taxpayers calling in on touch-tone 
phones when they request access to their account information. 

Conclusion 

Mr. Chairman, since last August's hearing the IRS has '.aken an aggressive stand 
to demonstrate to our employees, the Congress and most importantly— the American 
taxpayers— that we are serious about protecting the confidentiality of taxpayer in- 
formation. Abuses of taxpayers' right to privacy will not be tolerated. We now have 
a better detection system, a strong penalty guide, an IRS wide privacy policy, an 
Advocate for privacy, and plans to make our systems of the future much more se- 
cure from any employee's abuse. We believe we have made significant progress since 
last August, but we recognize that ensuring the privacy rights of all taxpayers is 
a long term process that will require our steadfast vigilance. 



PREPARED STATEMENT OF JAMES B. THOMAS, JR. 

- Mr. Chairman and Members of the Committee: 

Thank you for inviting me to share with you the views of the Ofifice of Inspector 
General on problems associs' sd with fraud and abuse in the Education Depart- 
ment's Federal Family Education Loan (FFEL) program and the lessons that the 
FFEL program can teach us about how to implement the new Federal Direct Stu- 
dent Loan program. . 

We are at the beginning of a period of rapid change in Federal lending to stu- 
dents. In the space of just a few years, the Department of Education hopes to com- 
plete the transition from a system that has been in place for almost 30 years to an 
entirely new system of lending. Under the FFEL program, loans have been, and are 
continuing to be, made to students or their parents T>y private lending institutions 
that receive Federal guarantees against default and "special allowance payments 
to supplement the interest paid by borrowers. Replacing this system—which in- 
volves a host of participants (guaranty agencies, lenders, and secondary markets)— 
will be a new system under which loan capital is provided by the Federal Govern- 
ment and loans are made directly by the Department of Education. D-iring this 
transition to direct lending, the two systems will co-exist, with increasingly large 
loan volumes being processed under the new system. ... L i 

As is the case in any transition between systems, the potential exists for problems 
to occur in the transition to direct lending. The reasons for this are the following: 
the creating of new accounting and delivery systems, the scale of the change (not 
only considering the amount of Federal funds involved but the numbers of partici- 
pating schools and students), and the short time-frames for moving to full imple- 
mentation of the new systems. In addition to the problems with the FFEL program 
that will carry over to direct lending, there will be problems associated with winding 
down the old program as well as starting up the new. 

In my testimony today, I will cover each of these categories of problems— carry- 
over problema, and those associated with the winding down and atarting up of sys- 
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terns. In discussing these problems, I will focus my attention on the particular topics 

you have asked me to address 

The current financial condition of the FFEL program; 

Losses under the FFEL program and the potential liability to the Federal Gov- 
ernment; 

Efforts being made to reduce FFEL losses; 

Efforts being made to improve information systems and other systems associ- 
ated with the loan programs; and 
The difficulties with starting up the new loan program, including potential in- 
ternal control weaknesses. 
However, before addressing these issues, I would like to -larify the role of our of- 
fice in the process of this transition. We have not taken the traditional audit ap- 
proach to review the program after implementation. We have been involved in var- 
ious aspects of the transition in an independent advisory capacity in the develop- 
ment of the new systems. 

Providing an advisory service is substantially different from providing an audit 
service. Audits are based on substantive testing and include recommendations to 
correct identified problems and prevent them in the future, whereas advisory serv- 
ices provide insight, based primarily on past experience, to help avoid problems be- 
fore they become problems. Advisory services are preventive, audits recommend cor- 
rective and preventive actions. In either case, however, the ultimate responsibility 
for accepting and implementing recommendations or advice rests with management. 

Lessons Learned From the FFEL Program— Continuing Concerns 

Based on our audit and investigative experience in the student loan programs 
over the past several years, we believe there are lessons that should be kept in focus 
by the Department and the Congress as the transition to direct lending proceeds. 
While direct loans will be administered via a new delivery system, they will be man- 
aged in an environment that is in many major respects identical to that which has 
existed for the FFEL program. We remain concerned over several aspects of this en- 
. vironment as the transition to direct lending begins. These include the gatekeeping 
functions, failure to pay loan refunds, and lack of assurance that vocational training 
will help in obtaining gainful employment. 

Gatekeeping 

The suitability of approximately 8,000 public, private, and for profit institutions 
participating or seeking to participate in direct lending will be determined by the 
accreditation, State licensure, eligibility, and certification procedures commonly re- 
ferred to as the "gatekeeping" process. As we have reported and testified to on many 
previous occasions, this gatekeeping process has proven insufficient in keeping weak 
and unscrupulous schools out of the Title IV programs. While in 1992 the Congress 
enacted many provisions aimed at correcting gatekeeping deficiencies and the De- 
partment has worked diligently to implement these improvements through regula- 
tion, such improvements are yet untested and we are aware of nothing in the design 
of the direct lending program that will compensate for gatekeeping weaknesses 
should these improvements prove inadequate. It should be noted here that, because 
the Department is being very selective in choosing schools for initial Direct Loan 
program participation, gatekeeping weaknesses might not surface until two or more 
years out when the remaining schools enter direct lending. 

We have been advised of many improvements the Department has implemented 
or plans to implement to strengthen monitoring of schools after entry to Title IV 
participation. Efforts to improve institutional monitoring are encouraging. Our expe- 
rience suggests, however, that, unless weak or unscrupulous schools are screened 
out by the gatekeeping process, significant harm occurs to the student and the tax- 
payer before the school can be terminated from program participation. The success 
of the Direct Loan program will be dependent, in part, on the effectiveness of the 
gatekeeping process. 

Failure to Pay Refunds 

A second area of concern relates to failure on the part of institutions participating 
in the current loan programs to pay loan refunds when students withdraw from 
school during the periods for which the loans were made. As I testified before a Sen- 
ate Subcommittee in May of this year, students, at this moment, are being victim- 
ized by schools' failure to pay refunds; and when loan defaults result, the taxpayer 
is victimized as well. By failing to pay loan refunds, schools are keeping money they 
have not earned for services they nave not rendered and, when done intentionally, 
this amounts to theft of public funds. While it is not possible to accurately quantify 
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the magnitude of this problem, it is among the most frequently recogmzed problems 
in our reviews of schools, departmental, program reviews of schools, and m non-Fed- 
eral audits of schools required by the Higher Education Act(HEA). 

Several amendments to the Higher Education Act enacted in 1992 will help in ad- 
dresstag thTrefuSd problem but will not solve it. In my .Senate testimony earher 
Shis wfr I offered several recommendations for changes m statute to help reduce 
Ihe refimd pw& Thew included requiring schools to report regularly to the De- 
DSfftment the status of their refund liabilities, enacting changes to program fraud 
provisions te f counter a recent court decision that weakens the ability to Prosecute 
refond fraud cases/ and enacting legislation facilitating our use of asset forfeiture 
m a mwuis ofrecovering Federal funds stolen by school owners via their failure to 

ThftSed concerning a remedy that we believe ^^jg 
this situation It is one that we recommended as part of the 1992 reaumonzaiion 
of thrHEA? the Department should be authorized to obtain personal guarantees for 
Title IV liabilities from school owners or other appropriate persons as a condit on 
for oarticipatine in Title IV programs. Both the House and Senate reauthorization 
k«if!wXpd!uch a Drovision However, the Conference Committee amended the 
nrevisionT^ertWelVnXfy ^TaXritJ Section 498(e) (4) of the new law bars 
the Sewetery frW Imposing personal liability unless the schoo meets all four of 
the followinf co^dftions: it his beer abject to'limitetion, suspens on, or termination 
action witffi the last 6 years; it has had recent audit findings that required it to 
make sXtaltial repayment; It is not financially respons ble; and it is .not current 
hi submission of required audit reports. It is extremefy unlike y that a school would 
meet aU of these conditions, since.Tong before doing so, it would certainly have been 

ATwith the lessons we have learned concerning weaknesses in the Title ; TV 
gatekeeping process, we are aware of nothing presently in the direct lending system 
that wtnfcWthe problem of unpaid loan refunds. However, we have been work- 
inl with the Department to develop methods to identify schools that may not be 
paving required direct loan refunds. 
Usefulness of Vocational Training 

A third lesson learned from our reviews of the FFEL program is that the current 
system of Title IV funding for vocational training affords little assurance that the 
training provided to students is helping them obtain gainful employment Repars 
issued Tn 1987 and in 1993 noted that individuals v.ere being 1 ^$ w «^ w ith "heavy 
investment of Federal funding, for nonexistent jobs. Our 1993 report pointed out 
Saf sSden aid programs are structured to mafc, funds *P JJS^* 
out regard to labor market needs or to the performance records ?J&™%™ .° e " 
lieve that the statutory purpose of preparing students for gainful employment in a 
recognized Pupation wuld P be better accomplished and limited Federal vocational 
training funds more effectively utilized with a revision to the current funding sys- 

^'nder the current method of funding vocational training, t participating school 
can enroll as many students as possible and disburse as much student financial aid 
(SFA) funding as is available. Because there are no performance standards for stu- 
dent achievement, there is little incentive for a. school to be overly concerned about 
how many of its students graduate and find jobs. School recruiters can prom se 
glamorous, high-paying careers to prospective students, but graduates often receive 

"Min^tudente " rollTwcational training programs, incur significant debts, and 
then are unable to find work because thevWe been trained « field* where jobs 
are unavailable. These students often feef victimized and default on their student 
loans. They are ineligible for additional aid by virtue of their default and are there- 
s bv hindered in their pursuit of other education and career options. Students and 

taxpayers lose under this system. Our report pointed out that it is time to begin 
exploring the feasibility of different funding approaches that would max,mize the re- 
turn on the SFA funds invested and provide incentives for «chools to do better. It 
is not unreasonable to expect an adequate return on the billions of dollars in or A 
funds invested in vocational training. . . naaA . anA «,„ nBr 

Specifically, our 1993 report recommended that labor market needs and the per- 
foEce of schools in graduating and placing their students be considered m SFA 
funding for vocational training. We also recommended that the Department take the 
leTd in convening an interagency task force to study different fund.ng approaches 
for vocational training. We understand that both of these suggestions are under con- 
sideraUoi! .by the Department, but that related legislative proposals will not be 
forthcoming until 1995. 
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Problems in the FFEL Program 



Current Financial Condition of the FFEL Program 

The OIG and the General Accounting Office (GAO) recently completed a joint 
audit of the Federal Family Education Loan program's fiscal year 1993 financial 
statements. In that report we indicated that, ''Due to the limited t * unt of time 
between fiscal years 1993 and 1992 audits and the severity of the loi.g standing fi- 
nancial management problems, many of the financial management problems identi- 
fied during the prior year's audit still exist." 

The audit report issued to Congress and the Secretary of Education contained the 
following conclusions: 

• We could not express an opinion on three of the four financial statement*- be- 
cause reliable student loan data was not available to reasonably estimate the 
program's liabilities for loan guarantees and other related line items. 

• We were able to express an opinion on the statement of cash flows. This opinion 
indicated that the Department accounted for and fairly reported actual sources 
and uses of cash. However, due to internal control weaknesses we could not de- 
termine if the Department of Education received or disbursed proper amounts 
to lenders and guaranty agencies. 

• In our opinion, the Department's internal controls were not properly designed 
and implemented to effectively safeguard assets and assure that there were no 
material misstatements in the Principal Statements. Specifically, we found that 
the Department had material weaknesses in internal controls over: 1) estimat- 
ing costs to be incurred on outstanding guaranteed loans, 2) assuring that bill- 
ing reports from guaranty agencies and lenders were accurate and reported all 
default collections and origination fees ov/ed to the Department, and 3) prepar- 
ing accurate financial statements. 

The statement of cash flows indicated that the cash used exceeded cash provided 
by FFEL operating activities in fiscal year 1993 by $3.4 billion, before consideration 
of appropriation and Treasury debt activity. The financial statements reported the 
following significant sources and uses of funds: 

• The Department paid guaranty agencies $2.5 billion for default claims and $354 
million for claims related to death, disability, and bankruptcy. 

• The Department received collections of principal and interest on defaulted loans 
in the amounts of $658 million and $355 million respectively, which include 
amounts collected directly by the Department as well as amounts collected by 
guaranty agencies and the Internal Revenue Service on behalf of the Depart- 
ment. 

• The Department paid $1.8 billion in interest subsidies to lenders and collected 
origination fees from lenders of $510 million. (The Department pays 'nterest 
subsidies on certain loans while the student remains in school or during author- 
ized grace and deferment periods. Lenders collect origination fees from students 
and pass them on. to the Department.) 

• At September 30, 1993, the Department had $5.3 billion in fund balance (cash) 
with the U.S. Treasury. Cash collected by the Department from guaranty agen- 
cies, lenders and students is not sufficient to meet cash payments made by the 
Department. The shortfall is generally financed through appropriations. 

• During fiscal year 1993 the Department received $6\6 billion in appropriations 
for the FFEL program and returned $1.8 billion, due primarily to re-estimates 
for credit reform. Additionally, the FT EL program recalculated its subsidy cost 
on loans issued in 1992 and transferred $124 million in excess subsidy pre- 
viously received to a special fund receipt account as required by the Credit Re- 
form Act of 1990. 

The Department reported liabilities for loan guarantees as of September 30, 1993, 
of $13.6 billion. This amount is the Department's estimate of the net present value 
of cash flows that are likely to be paid by the FFEL program on loan guarantees 
outstanding as of September 30, 1993. As previously statedT we could not determine 
the reasonableness of this estimate since it was based on data that we found to be 
unreliable. There is no way of knowing, at this time, the potential misstatement of 
this liability. The Department expected that $10.4 billion of its liabilities would re- 
quire future funding from Congress. However, this need for additional funding could 
be higher or lower depending on actual default claims, payments of interest and spe- 
cial allowance subsidies, and collections. 

FFEL Program Lout* and Potential Liability to the Government 
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The Department has bgtatadtaj ■^^ V SSSS£& SdStaJbSSS 
in 1965, that it has paid $57 billion m FFEL > progr am™ 

monitoring and enforcing 8chMl o »7 d '^„ff Bl Xhilide8 of FFEL In addition, some 

ssteasr ff&ssrsffB awns- 

cantly affected. i™* n( , nroceeds the Department must ensure that the 

As the transition to direct lending P™£« a f; ^"S^f " roera m continue to be pro- 
interests of students ^m^^^J^J^]S^^St^y conceivably 
tected. The gradual reduction in their share ot « u " to perform their FFEL 
lessen the incentive for ^^^X^^^^nito assume more di- 
program responsibilities. Thus, the Department ™v ^ r * h FFEL program. For 
rect responsibility for the admmistration ndwm B ^°' ^precipitously, proper 
example, if guaranty agencies and lenders leave the ^^^guaranteed may be 
servicing ml recordkeeping for £%^.^™JS£fafo be severely restricted, 
jeopardized; and student access to FF E L loans_ ™ay sua aemy ogram J to address 
Although the statute has provided a rf^pMon is yet to be 

servicers leave the ^FEL program. avatem 0 f guaranty agencies, lenders and 

With the eventual demise of the existing ■ ot f * to 8tu dents and to 

- servicers, the Department must 6y<»™»"* ] ™£ $ ™IZ decU ne in reve- 
taxpayers. Losses to students M^«l£rW Sor due diligence offenders 
nues causes " t !^^!«^^^ to a ^„CSS& or inalvertently takes 
in their co lection en^'^f^fLsfS land reserve funds which the agency is 
steps to misuse or abuse Department assets £»™E*^ ation leaving lenders or 

holSing; and/or if a fPf^J^^. fS'aSvff I^^«*™ n » fa not able 
schools without critical sources of loans or servicing. « uwu v gignificant 
to address these problems promptly, losses ^ ^ult, wtn pown » y ^a 
liability to the government. This means that the DeP™ is held rj 

rglTresfrve^uM ^ a ^ Bg "** 

down. 

Efforts Being Made to Reduce FFEL Program Losses 

^£Xm»t of Educ. , ion faces many challenges in J^*£8££ 
ing financial management P;° blem ^ he r T,fJ m i P flm^ £Lussine today are not ones 

sra-H^ effort8 to 

"SSXSrfStah have expressec I their 

cial management information for the FFEL ^ogram andita Federa Direct 
Loan program. A number -of corrective actions are ^""^^3 database of loan- 
ment of tie National Student lx,an ^ agency-wide 
^tS^pCaS SMo^iey a system to identify 

"/plogSM 

or profit that can be , used I to track 'J^^^S^ prcgnm officials in 
guaranty agencies. f B J^^\^^ will help ensure that appro- 

the Department and Site visits .to «™W^£ e £ B8 the mo st current and accu- 
ffilatf iSKffi. a^nKenWa^bltol-d to provide the Department 
early warning of emerging problems. 
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bn^Pn nf 1 ^"^? 0,6 n . umber of euaranfy agencies in the FFEL program the 

dir^S re8p0nd to ^K 88 burring as a result of the transits x> 

Efforts to Improve the Information System 

aia neia oy a student. The ability to prescreen aid app icants for prior defaults and 
loan limits has been one of the primary justifications for NSLDS * 

in the initial phase, scheduled to start in September of this vear NSI ns ™n 
£?MI 1 5 formation from ■» the guaranty agencieHhe direc wd 
the Pell Grant programs into one database? updated weekly or mon«h W TW 
the De™^' ^ availabl ° for U8 t in PrescreenWkanT faerie an aS^by 
folios P " monitoring borrowers and schools, andV tracking lo-A por? 

wiH, U H^ n ^' g, J ar 1 ?P. ty agenae" are the primary source of NSLDS data. If, however 
ISSit^rfE* the 2?"** ^i" Pr0gram ' they experience a future decline irTloIn 
t^V? an t revenues, they may have no incentive to institute new or revise old sys- 
tems to gather and control the data needed for NSLDS. Although thlTnte^ritfof 
fP? Cy da u to has """^ in *e past, there are, currently no raHsUc 

penalties that can be assessed for providing incomplete or inaccurate data FW tl « 

Neverthekss f NSLDsT^ti"'* % ' re <i u ^ cleanup of all historical data, 
be made to ensure th«t«L hS?. f efol and worth the expense, every effort must 
fho nirL* j ensure that the data entered is accurate. It s crucial, for examole that 
SociFl ' q2£? " Pr °^ am 2° everythin e P° 88ib ' e to ensure the capturing of att'unte 

Potential Problems in the Federal Direct Student Loan Program 
Difficulties in Starting Up the Federal Direct Student Loan Program 
J™?? y \ y0 V haV f a8ked me to discuss the difficulties, including the uotential i 
ta pS. 88681 a880Ciated W " h 8tarting UP the FedSl Dir^aSe'rt 

JSSftiilr Direct Loan program would be complete without a brief sum- 
vo^l for ftp S I 6 aCCepted - an * met ^ the Department. The Request for ftS- 
K I- J direct loan servicing system, amended to reflect chan^J necessitated 

afs wIre W recSed 8 o d lenlT^r^ 1 W° dayS after the Act Tas^eTCpS 
1W llnK.. 011 September 7, and the contract was awarded on December 21 

ffij^&ts&ts^ the w ™« system had ^ be opsssa 

nately, given the timeframe of this system dVsign" full S of the direct loads' 
£?ti?A T acco - ; lP li8 hed prior to operation on June ll Thus! thTrea? stress 

afert te^nl i S ^°? d year 14 18 0U T «|f«*«tion that the Department will be 
nJZtlfl otential control weaknesses and will act expeditiously. We arTchieflv con 
ZTl- # ^ he com,n eyear, the Department maybe faced with t£ monumente 
task ot addressing system errors and cfeferred changes while at the LZ h™ »* 

fn^QiSfiT 5 7 n P n erCent ^ loan volume in "SSSs ta the ^requUHo pTrceni 
Statutory Issues 
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Before closing I would like to discuss several statutory issues. We see potential 
problems in Zl new Federal Direct PLUS program, in the new unsubsid.zed loan 

Pr K , rhe d itfittWft Education Act and effective July 1 
1993 PLUS loan linuts were repealed. The PLUS loan amount is determined by the 
cSf attend^Ss any estimated financial assistance «_^ed to the s udent 
Alttioueh this loan amount determination is identical in the FFEL program, lenders 
ir. tZ M&FT PI ITS OTOeram using accepted banking procedures, may require a de- 
temfnSn of thf SorfSwert ab§ity to repay a PLUS loan This debt-to-income 
known is as important as the borrower's credit history, for it is used 
to oredic^ ^ wL*enh"borr3Table to take on additional ^bt. The borrower's 
wilffiess Tto pay, « Exhibited by his/her credit history, may be thwarted by the 
«sumS of I new debt burden.^Based on an examinaUon of a comb.nation of ft. 

Tnlfer^te^ 

will examine only the credit history of a borrower and in doing so, W.™*™}™ 
That a^signer i required. However, as I have just discussed credit in tory does 
nnt npcessarilv show that the borrower can assume additional debt, witnoui ine 
abili?r^ d^tertrSnr debt-to-income, the Department may be making substantial 
PLUS loans to parents who are willing but unable torepay. , . 

Another complication of the Federal Direct PLUS Loan program is that ratner 
tha£ repaytoK the standard 10-year repayment plan, P^ent borrow- 

er mavsetect a graduated or extended repayment plan. If the amount borrowed 
U 0S6O OOO, plymento may be made for up to 30 years. In today's . market a 
parent may conce P ivWly borrow $100,000 in PLUS loans for one child at! ending , a 
four-year school. If the parent borrower is 50 years old at the time f *^ 5""*?- 
bursement, he or she would be 80 years old by the time » "ft* d re _ aid 8 
conceivable, in this case, that the parent borrower may die before the debt is repaid^ 
It is also conceivable that the parent borrower will retire at age 62 or 65 and may 
default on the debt because his or her retirement income can not cover the pay 

^Ciher statutory issue that poses .a potential [problem .is the .^of ThfspT 
program that was authorized under the Student Loan Reform Act of l^TOis J"*. 
graS will extend loan availability to a Jarge number of _studento who °y virtue f 
familv income do not qualify for subsidized loans. In this respect, the program is 
S rthe'SupSemlntoFLoans for Students (SLS) program. The SLS program 
Xch was recently repealed by Congress,, was subject to 
Schools as they increased the cost of education to equal the amount of loan funds 
avSlfwithout adding or expanding the content of the education program. The 
SLS program was eventually repealedV Congress. For this . reason we , believe the 
new prolram should be closely monitored in the coming months and years. 

Thriasritatutory^sue I would like to bring to your attention has to do with 
changes made iWe Higher Education Amendments of 1992 and m the Student 
Iom R^forn? Act of 1993 that have made more Federal aid available to postaecond- 
\t educS borrower Early returns indicate that, nationally, students borrowed 
$7 8 bUlion from last October through March of 1994, a 44 percent increase in loan 
voiume over the same period last year. The effect of more available Federal money 
may be tuition increased. That, in turn, would cause more borrowing on the part 
of sVdenS I and parents. With the increase in loan avaUabil.ty 
cational costs, the new oan programs— particularly the PLUS and the unsubsidized 
loan , programs-appear, at least in the short term, to make college more affordable, 
fcverf ?e7ayn^ent of these loans may cripple borrowers for yean, to com. . And. 
as we have seen in the FFEL program, the borrowers' ability to repay their loans 
has serious, long-term effects on program integrity. 

CONCLUSION 

Mr. Chairman, this morning I have provided the Committee with my .views con- 
cerning potential risks associated with the winding down of the E ducation Depart- 
ment's Federal Family Education Loan program and the r,tart : up ot direct 'ending 
by ?he Depritment. l/uch of what the Department has ac^mphshed in planning , for 
and managing this transition is cause for optimism, while n»?ny aspects of this 
change remain of concern. I look forward to working close y with ' *e ^partmen 
and the Congress to accomplish the most efficient and effective transition Detwee.i 

^ThTcoSes my prepared statement, Mr. Chairman. I will be happy to add/ess 
any questions you or other members have at this time. 
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PREPARED STATEMENT OF MADELEINE M. KUNIN 



Mr. Chairman and Members of the Committee: 

I welcome this opportunity to appear before your Committee today, Senator 
Glenn, on the critical subject of reducing fraud and abuse in the Federal Govern- 
ment. 

If we share a common purpose at this hearing, it is to change the future title of 
this hearing from "High Risks and Emerging Frauds: IRS, Student Loans, and 
HUD," to "How Three Federal Agencies reduced risks and eliminated fraud." No 
doubt your Committee and my colleagues at the IRS and HUD join me in this objec- 



That is the highest goal of the Clinton administration— to restore the confidence 
of our citizens in our government. That confidence rests on more than rhetoric; it 
will omy be affirmed by our actions which prove to the students, their families, and 
our institutions of higher learning that every single taxpayer dollar is wisely spent. 
We cannot afford to waste a cent to fraud, abuse, confusion, or error. 

Let me say at the outset, that we can be very proud of the broad actass to higher 
education that our student loan and grant programs have provided. 

Thanks to Congressional leadership over the years, almost 200 million awards 
have made $300 billion available to students since the inception of the programs. 
Just this year alone we have seen a 35 percent increase in loan volume, amounting 
to approximately $24 billion total. 

More than half the students and families in this country utilize both subsidized 
and unsubsidized loans. It is safe to conclude, from that inform ion that without 
this program, access to higher education, and thereby, a higher income and a better 
life, as envisioned by the American Dream, would be out of reach for millions of 
Americans. 

Our shared purpose here today, .hen, is not to weaken the system we have cre- 
ated, but to strengthen it through the two pronged strategy of expanding oppor- 
tunity and increasing responsibility. 

Many Americans dream of furthering their education, but are stopped by the bar- 
rier of affordability. The new Clinton initiatives of direct lending and income contin- 
gent repayments do much to lower that barrier. At the same time, we must make 
our expectations of repayment absolutely clear. Again, the Clinton initiatives have 
launched a new era of accountability and responsibility. 

In my eagerness to tell you about the preliminary success of our new programs 
and strong management ethic at the Department of Education, I do not want to 
gloss over the depth of our problems. 

To totally fix these programs, which have suftV.red from managerial neglect for 
many years, will take time. 

Only constant vigilance and attention to every detail over a period of several 
years, will enable us to completely turn around these programs. 

But what is important for you to know today, is that we are on track. The turn 
around is taking place. We have made the investments in people, in technology, in 
training, moet importantly, in management, which are moving us full speed 



This year we are making the first loans under the new Federal Direct Student 
Loan program and we are very enthusiastic about this development. Over the past 
20 years, the Federal Family Education Loan program (FFELP)— formerly known 
as the Guaranteed Student Loan program— has become the largest postsecondary 
™i program and an important tool for assuring access to higher education. The 
Federal Direct Student Loan program will ensure that loan funds are' available for 
students and simultaneously simplify the system making it easier for students and 
parents to obtain and repay loans. The Direct Loan program also gives us the oppor- 
tunity to use the vast experience that we have had with the FFELP and to apply 
the many lessons that we have garnered from that experience. 

The experience we have gained and the lessons we have learned are enabling us 
to implement the Federal Direct Student Loan program more efficiently, while 
maintaining its financial integrity, and reducing the potential for fraud and abuse. 
I have appeared previously bei tore other Congressional committees to convey my con- 
fidence in our ability to administer the Direct Loan program. My confidence remains 
undiminished. I am pleased to inform you that participating schools made the first 
loans under this program on July 1, as we had scheduled. 



Let me now enumerate the ways in which the Direct Loan program benefits from 
our long experience with administering the FFELP. 



tive. 



Lessons Learned and Applied 
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We have learned through administering the FFELP that its structure it i overly 
complex! thereby frustrating participant,, and. presenting . W*^>^Jf ^ 
fraud, and abuse. We recognized this complexity ^,«^SSJ^J™M^ 
Student Loan program to simplify the loan process «grrtiidbn^The apphcation 
nro«.«« is easv Students have to complete only the "Free Application tor re °erai 
W5S* Aid •«ertoan appUcaUon'is required. ^SSStti^SSk 
students do not have to complete the separate loan . a P?K° n p s n ^LX 8 XS- 
under the FFELP as borrowers will only have to ^.^^S^^^^St 
rather than a multitude of lenders. Unlike practice in the we wm nouiy 

students e^Ume a disbursement is reported by schools. This independent not fi- 
£tio TwilSeTs'an important safeguard in the system and i will ensure thrt.^ 
dents are fully informed about the status of their loans, the total amount credited 
to their accounts and, over time, their total indebtedness. - _ 

to W^L?teve that people at all income levels should have an opportun, g, to fu rther 
their education and that no student should be discouraged from pursuing any par 
ticidaTcweer choice because of student loan obligations.Tor this reason it is impor- 
tont ttia^ ftoroSw* have an array of repayment options from which to choose. 

Numerou Tstud^s have taught us that the vast majority of defaulters do not 
re?ay £™use the^ financial* unable to do so. This finding ^supported by these 
studies led to one of our w-t -r-citing changes that will be implemented 'through 
direct lending-students will uc able to choose the method of repayment that best 
nleets their financial situations. They will have five repayment options to ^choose 
fromVstandard repayment, extended repayment graduated ^^^4°™%^ 
tineent repayment, and alternative repayment. After all, many borrowers nave 
Kue S and personal circumstances that change over tune Some * have low 
incomes at the beginning of their careers and higher incomes later. Some have i in 
comes that start low and remain low. A few have incomes that, because of personal 
Xersities decrease over time. The variety of repayment options we wi 1 offer to 
lowers will accommodate any of these individual circumstances and will decrease 
*"poVsibility that a borrower's repayments cannot be supported by his or her in- 
come For some of these borrowers, default can easily become a reality. 

Lei me Taw your attention to the income contingent loan repayment plan, as we 
beheve that it will greatly reduce the incidence of studente default mg on th ar loans 
Under the income contingent loan repayment option, a ^^"^JX^rZJet 
percentage of his or her income-adjusted for the amount of a*bt that the borrower 
KaVaccumulated at the time repayment begins. This will reduce the financial bur- 
den of student loan repayment, which will allow borrowers to accept lower-paid em- 
ployment and reduce the chance of default. „,>,or e 
We also know that many defaulters do not repay because they do not know where 
to "end their payments or deferment and forbearance requests, as their loan i have 
changed hands numerous times and they have not always been notified. Unde r the 
Dh-ectLoan program, every student will have one comprehensive loan record that 
wM t mafntein^f by the^epartment. Further, the student, mil always ' make pay 
ments and submit deferment and forbearance requests to ** same entity and will 
not have to worry about sending payments or information to the wrong address. 

In addittorto^simpUrying theXn process for student* .the Direct Loan program 
simolifies the loan process for schools. Under the FFELP, schools often deal with 
aSftude of lelfde™ and guaranty agencies. Like students, schools will have on£ 
one entity with which to dial under the Direct Loan program-this will eliminate 
?ime and resources that schools must now to devote to tracking paperwork and 
chwkrunder the FFELP. We are providing software to B^fP^'cipating m the 
Direct Loan program for their use in providing borrower , information to ui, ^trans- 
mUtmg student data electronically, and creating loan origination records. Schools 
that do not wish to assume responsibility for managing promissory note .or _for 
drawing down funds may request that we perform these functions for them .Fur- 
ther the Secretary will assign schools to more restrictive origination levels if the 
ochools do nTdmonstrate adequate administrative capabil ty..Sevcral reports have 
higfiited "?hat! ir the past, inconsistent timing of reconciliation between accounts 
in the FFELP created problems. The software that.we provide to schools and our 
rwuirement that schools reconcile all loan transactions, cash drawdowns, and I dis- 
Eme^te monthly will allow the Department and schools to discover any prob- 
lems in a timely manner and seek corrective action immediately. 

We cannot overemphasize the importance we attach to keeping the Direct Loan 
nroCTam simple FroS a management standpoint, simplification enhances account- 
SbTSy™ndTountebility is epical to the success of our effort, to curh fraud and 
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Status op Federal Family Education Loan Program 



Although the Direct Loan program is getting a great deal of our attention, please 
do not misunderstand. We are not ignoring the Federal Family Education Loan pro- 
gram. To the contrary, the health of the FFELP remains very important to us. After 
all, over $65 billion in FFELP loans was outstanding at the end of fiscal year 1993, 
with nearly 5.8 million loans totaling nearly $17.9 billion being nwue in that year 
alone. Since the inception of the program, more than $160 billion has been lent. 

We continue to monitor the guaranty agencies and lenders participating in the 
FFELP to assure that access to loans by students and parents is not jeopardized. 
So far, two guaranty agencies have stopped guarantying loans. Two other guaranty 
agencies have indicated that they will stop guarantying loans in the near future. 
The elimination of these guaranty agencies has not jeopardized loan availability be- 
cause other agencies have agreed to serve as guarantors in those States in which 
guaranty agencies have ceased operation. However, Congress has provided the Sec- 
retary with the authority to take over the functions of a guaranty agency should 
it become necessary. As part of the transition strategy, the Department has entered 
into an agreement with a transition guaranty agency to serve as servicer of guar- 
anty portfolios and as a guaranty agency of last resort. In addition, the Student 
Loan Marketing Association (Salhe Mae) has entered into an agreement to assume 
responsibility as lender of last resort. At this point, we are not aware of any loan 
access problems— resulting from either guaranty agencies or lenders leaving the pro- 
gram—under the FFELP. Indeed, during the first 6 months of fiscal year 1994, 2.6 
million loans totaling $7.8 billion were made — an increase of $2.4 billion compared 
to the first 6 months of the previous year. 

As the Committee is aware, on June 30, 1994 the General Accounting Office and 
the Department's Office of Inspector General issued a joint audit report of the 
FFELP> financial statements for fiscal years 1992 and 1993. While this report iden- 
tified significant issues related to determining program costs, effectively monitoring 
payments to guaranty agencies and lenders, and ensuring accurate financial report- 
ing, it also recognized the progress that we have made in our efforts to address 
these issues. 

We have a number of specific corrective actions underway to address issues identi- 
fied in the report. These include: 

• developing guaranty agency and lender audit guides that will focus on the rea- 
sonableness of the claims for payment submitted to the Department; 

• developing program subsidiary ledgers to support the Department's general 
ledger; and 

• completing the development of the National Student Loan Data System, the 
first national database of loan-by-loan information on over 40 million loans 
awarded to borrowers. 

In addition, we are hiring new qualified financial management staff and other 
personnel with appropriate experience who are committed to addressing these and 
other financial management problems that nave plagued our student financial as- 
sistance programs for too long. 



It is important to note that all of our student aid programs, including the loan 
programs, will benefit from changes in our gatekeeping and other management pro- 
cedures. 

In the past, some institutions of higher education were allowed to participate in 
Federal student financial assistance programs that never should have received ap- 
proval to participate. To ensure that this would not recur, Congress and the Depart- 
ment worked together during the reauthorization of the Higher Education Act in 
1992 to tighten gatekeeping controls for participation in the Title IV student aid 
programs. The 1992 Amendments strengthened institutional eligibility and certifi- 
cation requirements, improved the standards for school accreditation, tightened in- 
stitutional reviews, and enhanced the State role in licensing and reviewing post- 
secondary institutions. In addition to these steps, we have undertaken our own ini- 
tiatives for improving our gatekeeping functions. 

Thanks to the 1992 reauthorization of the Higher Education Act, newly applying 
schools now go through a probationary period, under provisional certification, after 
which they may apply for full participation in the Title IV programs. This probation- 
ary period allows us to conduct a full review of the institution prior to granting it 
final approval to participate. Since this process began in January 1993, 362 schools 
have received provisional certification. Currently, all of these institutions are meet- 
ing the terms of the provisional certification. 



Improvements Affecting All Student Aid Programs 
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To more effectively identify potential problor.is at institutions, we evaluate our 
systems data with high-risk indicators, or indicators that show when a school might 
be having trouble administering Federal aid lunds. Also, we have tightened our on- 
site institutional review process by focusing reviews on expense related aspects 
of the programs— in other words, we now follow the dollars. This focusing has al- 
lowed us to reduce duplication, restructure review procedures, and streamune toe 
wav in which institutional reviews are conducted. We now perform two types of pro- 
gram reviews: a survey review and a concentrated team review. The survey review 
is similar to the traditional program review where one or two reviewers arnye at 
a school to conduct a review. If these reviewers find early-warning signs of .what 
seem to be serious problems, they can call for a concentrated team review by re- 
questing that our Institutional Participation and Oversight Service send additional 
reviewers with specific areas of expertise. A concentrated team is then dispatched 

to Another feature* of our new review process is the use of statistically valid sam- 
pling, which allows reviewers to use a mathematical methodology to Mjailiabil- 
[ties accurately across any Title IV portfolio. We will use statistically valid sampling 
on all concentrated team reviews and valid judgmental samples on sunrey reviews. 
We have established more highly specialized statistical sampling teams in head- 
quarters to assist all regionaUnstitutional and program reviewers m «"Pmg the 
appropriate sample. The sampling benefits both Institutions and the Department as 
it makes the review process fairer to institutions and makes it easier for us to sub- 
stantiate our findings. j u 

We have created new school audit resolution procedures ^ese procedures have 
enabled us to reduce the backlog of audits to be resolved by the Department from 
approximately 780 to 25. Further, we have begun to take prompt adverse actions 
against schools that fail to submit audits when they are due. 

In addition to improving the quality of our institutional reviews, we are increasing 
the quantity. Since fiscal year 1989, we have conducted an average of 682 institu- 
tional reviews per year. We are projecting a record 2,000 reviews for fiscal year 
1996. This improved and expanded review activity has been made possible by the 
streamlined review process, new institutional reviewers we have been recently au- 
thorized to hire, and new computer applications. For years, institutional reviews 
have been hampered by a hiring ceiling that allowed for only 113-117 mstrtutional 
reviewers nationwide. As of fiscal year 1994, this ceiling has been raised from 11/ 
to 172 FTE. All of these positions have been filled and all new reviewers are com- 
mencing a 23-week training program starting on July 25. These new hires include 
individuals with legal backgrounds and with business administration degrees, as 
well as certified public accountants, experienced investigators, and former school fi- 
nancial aid administrators. I would note that many of our new reviewers were hired 
through the Outstanding Scholars program. In our newly established training acad- 
emy, we will train these new hires, as well as those reviewers whose skills need 
upgrading. Also in the academy, we will train many of our headquarters staff on 
new computer software, applications, and program enhancements. 

All of our regional program reviewers are now equipped with notebook computers 
and specific program applications, such as institutional profiles, standard para- 
graphs, and review spreadsheets. Additionally, all systems are loaded with word 
search reference libraries, including the student aid handbook, bluebook, all regula- 
tions, Dear Colleague letters, and more. The reviewers' on-line systems will be 
linked with Internet to enhance the reviewers' information gathering capability and 
allow reviewers to link with all of the institutions that use the Internet. 

We have tightened considerably post-review procedures as well. Upon the conclu- 
sion of an institutional review, a school is no longer able to postpone Departmental 
action on negative findings by requesting administrative extensions— this was a fre- 
quent occurrence in the past. Now a school has no more than 30 days to provide 
1 requested material or its own supplemental information. If the school does not re- 

spond within this time frame, we will consider placing the school on a reimburse- 
ment payment system. This means that the institution cannot draw down funds i di- 
rectly— all requests must be justified. Then, unless we receive information within 
a specified amount of time that will change a finding, we will take appropriate ac- 
tion against the school to restrict or stop its access to Title JTV fttnds^ 

We recently published final regulations governing the Secretary s recognition of 
accrediting agencies. These regulations provide us with another valuable tool to use 
in preventing and detecting fraud and abuse. Accrediting agencies must now have 
standards for evaluating schools that address a number of areas, including fiscal 
and administrative capacity, program length, tuition and fees, refund practices, de- 
fault rates, and success with respect to student achievement. If an institution or 
program fails to meet an agency standard, the agency must determine an appro- 
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prate time frame in which the institution or program must take corrective action 
to comply. 

Also, we have established the 15 member National Advisory Committee on Insti- 
tutional Quality and Integrity. The members appointed bring exceptional experience 
and knowledge to this endeavor and they will be immensely helpful to us in our ef- 
forts. The Committee held its first meeting last month. 

In addition to the institutional reviews that we conduct and the enhanced require- 
ments placed on accrediting agencies, as a result of the 1992 Amendments, States 
are now much more involved in ensuring that institutions are not abusing the Title 
IV programs. If in the course of the annual review of an institution, the institution 
sets off any of the statutory "triggers" (such as a cohort default rate equal to or 
greater than 25 percent or a citation by the Secretary for failure to submit audits 
required in a timely fashion), the Department will refer the institution to its State 
Postsecondary Review Entity, or SPRE. The SPRE will then review the institution 
and can recommend terminating the institution's Titla IV eligibility if the school 
does not meet the SPRE's standards. 

The application form for 1994 funds under the State Postsecondary Review pro- 
gram wasjust recently approved and SPREs can now apply for these funds. As soon 
as a SPRE's plan for spending the 1994 funds and its standards have been approved 
by the Secretary, the SPRE can begin conducting reviews of referred institutions. 
We expect the first standards to be approved by the Secretary next month. 

Our previous experience with the FFELP has taught us that the quality and time- 
ly availability of student loan data is extremely important to help prevent fraudu- 
lent and abusive actions by unscrupulous and unprincipled individuals. The Na- 
tional Student Loan Data System (NSLDS) will help alleviate many of the data 
problems we have had in the past. The NSLDS will make more current data avail- 
able from institutions and can he used to screen borrowers, thereby preventing those 
who have defaulted on loans or reached maximum award levels from receiving addi- 
tional loans. We plan to implement the first phase of the National Student Loan 
Data System in September 1994. When the NSLDS is fully operational, we expect 
to save $300 million per year by preventing inappropriate awards from being made. 
In fact, we are already realizing some of these savings through our interim efforts 
to match student financial aid applicants to defaulters on the annual tape extract. 

Let me take a moment to explain how we will use the NSLDS to screen appli- 
cants. The NSLDS will report all of the available data regarding a student's Title 
IV aid history. These data will include the status of prior aid received, the total 
amount of aid received, and any loans received. This report alerts financial aid ad- 
ministrators to students who should not receive additional Title IV aid because they 
have met the aggregate limits on loans, are in default on existing loans, or owe 
grant overpayments. 

We are undertaking a number of measures to ensure the quality and accuracy of 
the data initially loaded into NSLDS and to improve the data quality long-term— 
these measures include a number of design edits in the software to prevent inac- 
curate information from being entered into the system. 

Further, the Department's contractor is writing data verification and formatting 
software that will be run at data providers' sites to ensure the quality of their data 
submissions. 



In conclusion, we are pleased with the improvements that have been made in the 
management of the loan programs and our gatekeeping activity. Again. I want to 
thank the Committee for their support in these efforts. Finally, I would like to note 
that we are facing many challenges to the new regulations that have been pub- 
lished. We are vigorously defending these regulations and will certainly apprise you 
of any significant adverse court rulings or other developments that might warrant 
Congressional action. I know that we can count on your continued support in our 
efforts to strengthen the integrity of our student loan programs. 

I would be happy to answer any questions that you might have at this time. 



Mr. Chairman, and Members of the Committee, we are pleased to be here today 
to participate in the discussion of "high risks :.. d emerging fraud in government 
programs." The Department of Housing and Urban Development unfortunately has 
had its share of scandals over the years. Many people argue that HUD programs 
are inherently vulnerable to abuse and I think our discussion this morning falls in 
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line with that argument. HUD's multifamily insured housing programs are indeed 
high risk. Potential losses are enormous and historically HUD has not effectively 
deterred the abuse. 

One major problem in HUD's multifamily insured housing programs is the issue 
of equity skimming. In our testimony today, we want to give the Committee our Of- 
fice's perspective on equity skimming; what it means in terms of HUD losses and 
tenant living conditions, why it happens; why it is difficult to stop; what steps the 
Department is now trying to take and what Congress might do to help. 

Background 

FHA Insurance 

The Federal Housing Administration (FHA) has long been a dominant source of 
mortgage insurance for multifamily mortgages, particularly for projects providing 
housing for low and moderate income families. Basically, FHA assures a lender that 
it will pay substantially all the outstanding indebtedness in the event of default by 
the borrower. When that happens, the mortgage is assigned to FHA and the bor- 
rower pays FHA its monthly payments. If the borrower continues in a non paying 
status, the next step is foreclosure where FHA becomes the owner and manager of 
the project and ultimately attempts to sell the project to a new owner. The assign- 
ment, foreclosure, and sale process is a very long and usually very costlj one Tor 
FHA. For the multifamily programs, the losses to the insurance funds are much 
larger than the premiums collected. Thus, appropriations are needed to cover the 
losses. With that very basic sketch of the insurance process, we would now like to 
present some statistical data to put FHA's multifamily risk exposure in perspective. 

— Last fiscal year, FHA paid over $965 million of insurance claims. 

—At September 30, 1993, FHA had about $43.9 billion of insurance in force and 

had established loss reserves of about $10.5 billion to cover potential future 

losses on that insurance. 
—At September 30, 1993, FHA held loans, on which claims were previously paid, 

amounting to about $7.8 billion, and $6 billion of that amount, or 80 percent 

was nonperforming. 

—At September 30, 1993, FHA held foreclosed properties for sale of about $823 
million and realized losses on the sale of foreclosed properties during the year 
of about $357 million. 

Mr. Chairman, you can gauge from these numbers that FHA indeed has a great 
deal of risk exposure and has absorbed and will continue to absorb losses in the bil- 
lions of dollars. 

Equity Skimming: Its Implications and Its Scope 

Equity skimming plays a significant part in the realization of losses to the FHA 
insurance funds. The formal definition of equity skimming can be found in 12 USC 
1715z-19 which is a HUD-specific criminal statute. Equity skimming is the willful 
use of any part of the rents, assots, proceeds, income or other funds derived from 
the property covered by the mortgage during a period when the mortgage note is 
in default or the project is in a nonsurplus cash position as defined by the Regu- 
latory Agreement covering such property, for any purpose other than to meet actual 
or necessary expenses. The statute provides for imprisonment of not more than 5 
years, fines of not more than $250,000, or both, 

Also, 12 USC 1715z-4a provides for a civil remedy and establishes procedures 
permitting the government to recover double the value of any assets or income of 
a HUD insured project that the court determines to have been used in violation of 
the Regulatory Agreement or any applicable regulation, In addition, the government 
can recover all costs relating to its lawsuit for such damages, including reasonable 
attorney and auditing fees. 

On their face, thuse statutory tools provide HUD with the potential ability to miti- 
gate losses and hold project owners and managers accountable for their fraudulent 
behavior. Unfortunately, the tools have not proved all that useful in stopping equity 
skimming in the past. Much more can and should be done in this arena. We will 
discuss later the current efforts to improve enforcement performance, 

Apart from the fairly obvious financial losses that HUD incurs when owners col- 
lect rents but do not pay the mortgage, equity skimming generally has other insid- 
ious implications. Most notably, living conditions deteriorate for the tenants as 
funds intended to maintain, replace, or repair living units are diverted for the per- 
sonal use of owners. Low income families are often trapped in these conditions be- 
cause their HUD supplied rent subsidies are tied to the units. 
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There are strong indications that most project owners maintain their projects in 
an effective, efficient, and economical manner. About 96 percent of all the mortgage 
insurance in force covers projects that are current in their mortgage payments. 

Nonetheless, evidence also exists that the equity skimming problems have been 
long-standing and pervasive. Many owners intentionally misuse the multifamily pro- 

f rams for personal gain. For example, in the past 3 years, our Office conducted au- 
its of 37 projects (a minuscule percentage of the insured portfolio) with indicators 
of equity skimming. Those audits disclosed, and HUD management agreed, that 
over $22 million had been diverted from the projects illegally. Despite the docu- 
mented findings, HUD was able to recover only $4.7 million (about 20 percent) of 
that amount from the project owners. The vast majority of the recoveries went back 
into the projects from which the money was taken, not to the Federal Government. 

Causes of Equity Skimming 

The reasons some owners violate HUD requirements and divert project funds are 
multi-faceted. The reasons range from simple greed to more complex issues associ- 
ated with the structure of the programs ana myriad tax laws and consequences. The 
bottom line remains, however, that when an owner chooses to misuse project funds, 
it is almost always with the idea of personal enrichment and with little worry that, 
if and when caught, he or she will have to pay any meaningful consequences. 

Typically, the borrower on a HUD insured mortgage is a single purpose entity 
that was organized solely for the purpose of owning Ihe project. The insured mort- 
gage is nonrecourse debt, msaning the individual owners can not be held personally 
responsible in the event of default. Moreover, the design of HUD's multifamily mort- 
gage insurance programs often requires only a minimal equity investment (10 per- 
cent), and that investment usually consists of noncash items, such as fees and profit 
allowances earned during construction of the project. In the case of programs for re- 
financing existing projects, owners are allowed to withdraw their invested equity as 
part of the new mortgage proceeds. So, with little vested interest, owners often have 
more to gain by diverting project funds than they would by using the funds for con- 
tinued project operations. 

Enforcement Actions 

Once an owner gets into the "nothing to lose" position with a project, HUD must 
be able to promptly identify project abuse and take the steps needed, to minimize 
the impact on the tenants and the insurance funds. HUD has not been able to re- 
spond m this manner. HUD Field Offices do not have the resources and systems 
to adequately assess troubled projects and take effective loss mitigation actions. 

Even when detected, enforcement obstacles exist. Typically HUD's hands are tied 
because effective enforcement actions trigger other events that are not in HUD's in- 
terest, such as: 

a. If HUD declares a default of an insured mortgage, this results in acceleration 
of the debt by the mortgagee, the payment of a claim from the FHA insur- 
ance fund, and a lengthy and expensive disposition process. 

b. If HUD defaults a Section 8 contract or other subsidy contract, this results 
in a recapturb and rescission of the contract authority. However, the sub- 
sidized tenants are then left without affordable housing. 

c. If HUD abates the Section 8 payments on a significant number of units in 
an insured project, the cash flows decrease, the owner cannot pay the mort- 
gage or repair the units, the residents continue to live in unacceptable hous- 
ing, and HUD pays a claim from the insurance fund. 

d. IfHUD decides, as a last resort, to foreclose on a project because the owner 
refuses to take needed corrective actions, the owner may quickly hide behind 
Bankruptcy Act protections to delay HUD action, thus causing more costs 
and deteriorated units. 

Other tools employed by HUD may also exacerbate the problems that exist or fail 
to provide a cure. For instance, actions such as decreasing the number of Section 
8 units or denying rent increases ultimately tend to hurt low income tenants — not 
the project owner whose personal financial status remains unchanged. 

AU of these concerns, coupled with the staff intensive and lengthy processes in- 
volved in taking action, have contributed to a culture at HUD that results basically 
in a wholesale disregard for available enforcement tools. Consequently, equity skim- 
ming and other Regulatory Agreement violations go virtually unchecked. 

Enforcement of Equity Skimming Statutes 

As mentioned earlier, criminal and civil statutes offer a potent and effective tool 
in controlling or deterring the extent of equity skimming. However, past efforts to 
use these tools have proven time consuming and difficult. Recently, both criminal 
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and civil actions were brought against an owner in Kansas City. This case both 
demonstrates the impact of fraudulent equity skimming and illustrates the time 
consuming nature of pursuing enforcement actions. 

The Rosedale Ridge project, located in Kansas City, is a 161 unit complex which 
was insured under HUD's section 5.36 program. Eighty one units received Section 
8 assistance. Mortgage interest rate reductions and rent subsidies approximated 
$343,000 per year. The owners purcht led the project in 1986. 

In August 1989, at the request of HUD managers, OIG audited the project and 
disclosed numerous equity skimming violations including: 

Failure to maintain the Reserve Cor Replacement $ 79,256 

Diversion of Project Assets 28 2,9 65 

Diversion of Tenant Security Deposits W02 

Unsupported Expenditures ,Z '225 

Improper Purchase of Equipment iZ'nYo 

Receipt of Unauthorized Management Fees 27,913 



During the audit, we found that most apartment units contained serious tenant 
health and safety hazards, including roach infestation, falling ceilings and windows, 
and doors that did not provide security or protection from the weather. The esti- 
mated rehabilitation at the project was $1.4 million. Many of the families at this 
project did not have the luxury of being able to move to another apartment of their 
choice because they relied on the HUD unit-based subsidies to help make their rent 
payments. 

The mortgage went into default and was assigned to HUD in October 1990. HUD 
paid a mortgage insurance claim of $1.8 million and the project was foreclosed in 
February 1992. The project was subsequently sold at a loss of $1.4 million. To main- 
tain the low income character of the protect, HUD agreed to provide Section 8 sub- 
sidies for all the units in the project with a contract that will cost HUD $10.7 mil- 
lion over a 15 year term. Additional costs to the government include Low Income 
Housing Tax Credits worth about $710,000. Thus the total cost to the Federal Gov- 
ernment, in this case of equity skimming, is staggering indeed. 

Based on the results of this audit, we referred the irregularities for investigative 
action, and later performed an audit of six other projects owned by parties related 
to the owner of Rosedale Ridge. These audits showed similar patterns of abuse. The 
owners were looting the projects, and tenants were forced to live in deplorable living 
conditions. We identified about $1.1 million in additional equity skimming at those 
projects. HUD paid insurance claims in excess of $7.7 million on four of these six 
projects. 

OIG and FBI special agents investigated this case on a comprehensive basis for 
about 2 years. These efforts culminated in October 1993, when four of the project 
principals plead guilty. One of the owners began a prison term in July 1994, and 
the other three individuals are awaiting sentencing. In addition,- based on the guilty 
pleas, a civil fraud case was brought against the owners and in December 1993, a 
$1.6 million double damages judgment was awarded to the government on the Rose- 
dale Ridge project. Additional civil actions are being pursued on the other projects. 

These Kansas City cases represent perhaps the most successful prosecutive efforts 
we have ever experienced in the equity skimming arena. However, some might 
argus that the time and effort expended on those cases was hardly worth it. We be- 
liev« the potential deterrent value of successful criminal and civil prosecutions is 
unlimited, and we are committed to finding better and faster ways for usitg those 
statutory tools. 

Operation Safe Home 

Last December, in consultation with Secretary Cisneroa and his top staff, our Of- 
fice devised a strategy to tackle crime and fraud in a more proactive and coordi- 
nated fashion. After numerous meetings within the Department and with other law 
enforcement agencies, these plans and strategy culminated in an announcement on 
February 4, 1994, of OPERATION SAFE HOME. Vice President Gore, Attorney 
General Reno, Secretary BenUen, Secretary Cisneros and Dr. Brown participated in 
this joint announcement at the White House. OPERATION SAFE HOME is a new 
anti-crime initiative designed to combat violent crime and fraud at public and pub- 
licly assisted housing. It is a three-pronged attack that focuses on: 1) violent crime 
at public and assisted housing complexes, 2) white collar crime atpublic housing 
agencies, and 3) equity skimming at multifamily insured projects. The operation is 
a concerted effort to assure better coordination and more creativity bv all law en- 
forcement agencies in addressing mutual concerns. In other words, we nope to make 
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smarter use of the limited Federal resources by leveraging any and all available re- 
sources. 

In the equity skimming arenas the strategy is rather straight forward and simple. 
We want to develop strategies to obtain successful criminal and civil prosecutions, 
and, thereby, send the message that equity skimming will no longer be tolerated. 
Our Office in coordination with the HUD Offices of Housing and General Counsel 
has taken a proactive approach in identifying cases to prosecute on a criminal and/ 
or civil basis. 

Our staff has worked closely with the Department of Justice in this regard. We 
have been in contact with all 94 United States Attorneys and have participated in 
conferences with Civil Assistant United States Attorneys from around the country. 
The overall intent of this extensive outreach is to solicit DOJ's assistance in apply- 
ingthe criminal and civil statutes. 

These efforts are beginning to produce results. Where in previous years our Office 
giight have only a handful of equity skimming cases in inventory, a statistical pro- 
file reflecting these more proactive efforts as of last week follows: 



We are extremely pleased with the cooperation we are receiving from the Depart- 
ment of Justice and from other Federal law enforcement agencies as we move for- 
ward with OPERATION SAFE HOME. We are hopeful that with continued support, 
significant inroads can be made in deterring equity skimming. 

Additional Measures Needed 

While we are convinced that criminal and civil fraud prosecutions will have a sig- 
nificant effect on equity skimming over time, HUD managers should not rely on 
those prosecutions as their main enforcement weapon. Much more needs to be done 
in the area of program enforcement. 

u? 16 ^ ffi ? e of Multifamily Housing, under the leadership of Nic Retsinas and 
Helen Dunlap, has embarked on an effort to change the program enforcement cul- 
ture at HUD. A task force, consisting of Headquarters and Field Office staff, has 
been analyzing current tools and developingpossible ways to improve performance 
in this regard. We certainly applaud these efforts and are supporting the task force 
in several significant ways. 

As we have pointed out in several of our most recent Semiannual Reports to the 
Congress, HUD has three systemic weaknesses that affect almost every thing HUD 
does. More specifically, HUD lacks needed human resources, its data systems are 
outdated and unreliable, and its management control environment needs major im- 
provements. These weaknesses significantly impact Multifamily Housing operations 
and especially enforcement activities. Effective enforcement actions are time and 
data intensive. Without' adequate staff and timely data, HUD is severely limited in 
what it can do to detect problems, and then take the appropriate corrective actions. 
The enforcement cask force is attempting to develop some snort term measures that 
can work despite the staff and system weaknesses. In addition, the task force is 
identifying new or improved enforcement tools, some of which will require Congres- 
sional action. 

Legislation has been proposed and is contained in bills that are scheduled to go 
to the floor in both the Senate and the House. There are provisions to improve the 
equity skimming statutes, to expand civil money penalty provisions, and to allow 
recapture of Section 8 subsidies that now would be lost, if enforcement actions are 
imposed on owners. We fully support these legislative proposals and urge Congress 
to act on those measures. 

We also strongly support current attempts being made by HUD and others to 
modify the Bankruptcy Code and provide HUD with an ability to foreclose on de- 
faulted properties in a more timely and less costly manner. In addition, we believe 
that HUD should • .nsider some other longer term changes to the structure of the 



Number Estimated Skimming 



Total Cases identified .... 

Settled by HUD 

Court Judgments 

Cases Presented to USA 

Accepted Criminal 

Accepted Civil 

Accepted Both 

Under Consideration 



117 
8 
2 
170 
11 
31 
10 
18 



$ 92,630,000 
13,767,000 

2,190,000 
62,565,000 

6,843,000 
32,354,000 
14,813,000 

8,555,000 
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multifamily programs that could significantly change the owners' current incentives 
to engage in eqmty skimming. Such changes would includa issues dealing with cash 
enuitv investments recourse debt provisions and tax law changes. 
q in summaS, Mr! Chataian, weVe convinced that HUD's multifamily F^ams 
have enormous risk exposure and have experienced significant amounted fraud ™ 
hope this hearing will focus attention on the need to move foward aggressively .on 
several fronts, to assure that HUD losses are minimized to the extent possible. 
Thank you, and we will be happy to answer any questions you may have. 

PREPARED STATEMENT OF NICOLAS P. RETSINAS 

Mr Chairman and Members of the Committee: 

Thank you for allowing me to come here today to discuss with you the depart- 
ment of Housing and Urfan Development's concerns and efforts in P/eventing fraud 
in our multifamily insurance and assistance program* I know the topic of this com- 
mittee's hearing today is the much larger issu* of fraud in > Federaf j programs and 
HUD* potential exposure to fraud is only part of the issue. I am not here to rehash 
the department's past problems with fraud and abuse. As many of you know we 
have been working diligently to correct the past problems. However, more needs to 
l£ done The worf tX from finished. The muftifamily housing portfolio is .large 
and complex, particuiarly the assisted housing portion. HUD does not act alone in 
this arena. The Federal tax code, State and focal laws, and the financial markets 
all phy a role, directly or indirectly, in the operation of the multifam^ stock. I 
want to take this opportunity here today to review the scope of our current prob- 
lems tell you what we're dome to solve those problems, and what additional tools 
we need from you and your cofleagues on this committee and our authorizing com- 
mitt«> to make HUD's fight against fraud even more effective. 

In^orc^equest that Icome before you today, you said that you wanted to discuss 
equity skimming. It is a technical term with a specific definition Equity skimming 
is a payment to or on behalf of a lower priority creditor (or equity holder) such as 
the owner or an owner's affiliate, made at the expense of a more senior henholder, 
in this case HUD. This frequently occurs when the project is troubled, either in de- 
fault or in a non surplus cash position. The term can also include distributions to 
owners in excess of surplus cash or in excess of a limited distribution amount to 
which the owner had agreed. It can also include excessive or unnecessary fees or 
expenses charged to a project typically by an affiliate of the owner. 

However that term is really shorthand for a number of schemes we have uncov- 
ered which divert project funds from their intended use to the pockete of ownersand 
management agents. Why are we so concerned about diversions of funds? When 
owners improperly pay themselves or pay out project funds for goods and services 
not received or illegitimate project expenses, the monies available to provide for the 
needs of the project and its residonts are diminished. Since most federally assisted 
projects operate at the margin, any such illegal or inappropriate expenditure can 
contribute to a default under the mortgage which can result in a claim paid by 
HUD Diversion is a reprehensible act, robbing low income tenants m our multitam- 
ily housing of the financial resources necessary to operate the housing successfully, 
and robbing the American taxp-.yer of tax dollars While it is easy to condemn the 
diversion of project funds, it is more difficult to identify where losses are occurring 



or why they occur. 

M 
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My Colleague 5 , Susan Gaffhey, the Inspector General for HUD, has .already out- 
id some of her findings and some of tne background. She has provided you with 
r ii ,.,uT. as,„;t» akimmintr nr diversion of funds can take place. 1 



lined some 01 ner undines ana sume ui wc uav,w»u..u. , ■ ~ r * , ; 

some of the reasons why equity skimming or diversion of funds can take place. 1 
would like to discuss what the FHA is trying to do to curb abuses and to remove 
the opportunity for equity skimming. We know we do not have all the answers. We 
hope we are asking the right questions. We are working hard to come up with the 
right solutions. And we need your cooperation in providing us with the tools we 
need to be successful. 

Efforts Underway to Identify Problems and Recover Funds 

Equity skimming is a pejorative term and I do not want to give this committee 
the impression that all owners and managers of HUD multifamily projects engage 
in illegal activities or that all financial transactions by owners and managers are 
improper or unwarranted. The private owners and managers of insured and assisted 
properties are business people and are expected to receive income from thrit -invest- 
ment. We have to distinguish the proper conduct of a business from improper con- 
duct. We also have to remember that our multifamily projects sometimes fail or 
have maintenance problems for reasons which have nothing to do with the financial 
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f 2£i a th ! owner8 and managers. We also know that the condition of the prop- 
erties does not necessarily relate to the presence of diversion of funds. Perfectly 
maintained properties can be victimized by improper diversions; and properties with 
severe maintenance problems can have no improper diversions at all: Our efforts to 
2T„J?: 1 5] pro, 5 1 d » v e«Mons of funds here are aimed at those few who, through their 
actions, discredit the many owners add managers who are trying to run good busi- 

We have taken a seres of steps which individually and combined should help us 
to more quickly identify potential diversions of funds. Our goal is to prevent diver- 
sions from happening in the first place. Failing that, we intend to do all that we 
™ to recover the monies and put them to the use intended. 
, Confronting the problems of equity skimming, improper diversions of funds and 
inappropriate expenditures requires different kinds of action. First, we must have 
mechanisms in place which allow HUD to detect this behavior. Second, once de- 
tected we must have the ability to conduct an intensive investigation. Third, we 
must take aggressive enforcement action to correct the^problem and prevent further 
wrongdoing. Lastly, we must redesign certain features of our programs which will 
act as deterrents or disincentives for owners to divert funds. 

However, I must emphasize at the outset, and I cannot emphasize this too strong- 
ly, we can put into motion any number of warning systems, contracts and analytical 
mechanisms into place, but without the staffing complement to examine evidence 
conduct the intensive often on site, investigations necessary to establish that a vio- 
lation has occurred, those systems are virtually an empty threat. Without the inter- 
Sf?JfSS? rce8 * wh • fl ve toe Department the ability to act and act swiftly, all the 
of behavior m8 m not act 88 effective deterrents against this kind 

I can and have contracted for the detection systems, but I do not heve the labor 
torce necessary to convince owners that those who divert funds will be caught and 
prosecuted. Owners who know that we do not have the resources will steal with im- 
punity. I need your help in sending them the strongest possible message: the Amer- 
ican taxpayer cannot and will not stand for this any longer. 
First Goal— Prevention 

HUD has a number of systems in place which can and do help us spot problems 
early and take steps to prevent them from growing. Some of our procedures have 
Men in place for a long tune and some are new, responding to current needs ar-i 
technology. We have always had, as part of the mortgages and housing assistance 
"Su'atory agreements which spell out the requirements for sound man- 
agement, financial and physical, for the project. These regulatory agreements are 
the basis for many of our enforcement actions. But they also serve to clearly delin- 
eate the rules of performance and I would characterize that as a preventative meas- 

I would like to tell you about some of our other procedures: the previous participa- 
tion clearance, the annual financial statement analysis contract, our coinsured asset 
management contract, and the owner advancement policy. In addition, I want to 
stress that a well trained staff of sufficient number is one of the best and, ulti- 
0081 e ? e *£ ,v \ w 5 v . , ? f ^eventing abuse in our programs. Combined, these 
procedures and the staff to implement them can serve to prevent diversions by de- 
templating Aversions " * deterrcnt to ownerB and management agents con- 
Previout Participation Clearance- -2530 Clearance 

don't want to give the impression that HUD and FHA are new to the business 
ot preventing abuses. We have always required owners and other participants in our 
ST^SSS! . SUDnut information on their previous participation in HUD programs. 
The 2530 clearance, as we call it, has proven to be a useful tool in screening poten- 
tial participants for their past problems. It has also served as a deterrent because 
owners, builders, managers i planning to use HUD programs know they will have to 
complete this clearance and it will be checked. However, the 2530 clearance is lim- 
ited to those who have previously participated in HUD programs. It does not reach 
those who have never participated in HUD programs and, therefore, have no record 

Wlln US. 

In addition to checking potential repeat participants when they apply for a mort- 
gage or lean, we have an additional tool, the limited denial of participation, for indi- 
viduate and companies who have been determined to have been involved in some 
wrongdoing. This denial of participation can be for a specific length of time. For 
more serious offenses, HUD can permanently prohibit, or debar, a person or com- 
pany from involvement in any HUD programs. Debarment and llmiteddonial of par- 
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ticipation only reachea those currently involved in our programs, so these tech- 
niques, while important, are limited. 

Annual Financial Statement Contract 

To help us identify diversions more quickly and to give us a better picture of the 
financial status of our multifamily projects, we have let a contract to systematically 
collect, automate and analyze the annual financial statement for each multifamily 
housing project. Under this contract, all of the annual financial statements of in- 
sured or HUD held multifamily projects eventually will be entered into a database. 
We will then be able to more quickly and efficiently identify problem projects and 
track the flow of money through the project. The contractors are currently entering 
the last 3 years financial statements. They have ahead} entered over 65 percent 
of the 1993 data and are beginning to review and analyze the information. We ex- 
pect them to be able to do reviews on 30 percent of the project statements, including 
all projects in the District of Columbia and Los Angeles, this year, another 30 per- 
cent next year and so on until all projects have been reviewed and the analyses com- 
pleted. The contractors will be training field staff in financial statement analysis 
with particular emphasis on the identification of diversions and improper expendi- 
tures. 

Formerly Coinsured Asset Management Contract— Ervin and Associates 

The formerly coinsured portfolio is, perhaps, one of our most troubled and dif- 
ficult. With coinsurance, the lender was expected to handle the asset management 
and properties were never intended to come into the HUD workload. When the pro- 
gram collapsed and Ginnie Mae (GNMA) exercised its rights to assign the mort- 
gages to HUD, that set up a channel for these properties to enter HUD's workload. 
We had neither the staff or the resources to absorb this work. As a result, in Sep- 
tember 1990, we contracted for asset management support services for field and 
headquarters staff. That contract was reissued in August 1993 for a base year and 
4 option years, the first of which we will exercise this August. 

The Ervin and Associates coinsurance asset management contract has improved 
HUD's abilities to spot and recover diversions. This contractor has collected ever $40 
million in excess cash that was being held improperly by owners. Ervin and Associ- 
ates has also identified many equity skimming and unauthorized distributions. We 
are currently pursuing civil and criminal actions against the violators, as part of 
Operation Safe Home. The key to this success has been consistent and aggressive 
followup with owners. Since the contract identifies fraud and abuse on a national, 
portfolio basis it enables us to identify similar problems that may exist in an own- 
er's portfolio, regardless of location. This coordinated action against such owners on 
a portfolio basis forces the owners to recognize that they have more at risk than 
a single bad project. 

Owner Advances 

The Department is also seriously considering a major revision to its policy on re- 
covering capital advances made by partnerships to address serious or emergency 
needs not met by normal planning and funding mechanisms. Currently, an owner 
who advances capital may not recover it until the project is in a surplus cash posi- 
tion. Some of the Tnost troubled projects which require large capital advances may 
never be in a surplus cash position. This in turn provides a negative incentive to 
owners otherwise willing to contribute cash to solve a project's financial or physical 
problems— those projects where the capital is most needed. If an owner recovers 
capital advances before the project is in a surplus cash position, the Department 
considers that a diversion, subject to our formidable arsenal of enforcement tools. 

This blind mechanism actually discourages exactly what we want owners to do: 
infuse new capital into projects when it's needed. To obtain infusions of capital we 
must create a policy which allows owners to reqover it over time, perhaps with inter- 
est, as a recognizable cost of doing business— whether or not the project is in a sur- 
plus cash position. Encouraging rather than tacitly discouraging capital advances 
should help us prevent the kinds of incidents we have all seen on the A&E Network 
and will redirect our enforcement efforts toward bona fide fraud and inattentive 
owners. 

Supporting HUD Staff 

A well trained staff who understand the job and its importance is one of the best 
investments we as a department can make. We are taking steps to improve the staff 
complement and skills. We are augmenting our existing staff with long term tem- 
porary employees and we anticipate increasing the number of permanent positions 
in the fiela offices. We will be hiring more than 80 people in our field offices specifi- 
cally to increase the resources available for our asset management efforts. 
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A major initiative is the Housing Technician Training program. Under this effort, 
57 Housing Technicians recently completed the final step in a concentrated training 
program, including on the job training in HUD asset management, in-house traini- ' 
in various technical disciplines, self taught courses, university level classes and 
training sessions taught by such organizations as IREM, Institute of Real Estate 
Management, and Quadel. 

We are also using technology to help us communicate more effectively with field 
staff so that they know the latest information and have the benefit of the latest pol- 
icy decisions. Among the techniques we are employing to do this is an in-house bul- 
letin board accessed through our E-mail system, allowing us to quickly put out no- 
tices of Federal Register publications of importance, new policy memos, and instruc- 
tions to all staff. With over 80 field offices, we have found that the E-mail informa- 
tion has preceded the hard copy publications, significantly reducing policy informa- 
tion gaps. We are also using teleconferencing as a training and information dissemi- 
nation tool, allowing us to reach more field staff at less cost. It also allows us to 
do it more frequently so that staff is continuously involved in the latest technical 
and policy thinking. 

Field Reorganization 

We are currently engaged in an extensive and important reorganization of our 
field staff. We are eliminating the regional offices, thereby reducing a layer of the 
organization and allowing field managers to report directly to me. Field offices are 
being given more responsibility for managing their programs and resources. They 
will he able to make more of the day to day management decisions directly rather 
than having to go through other layers of the organization. This reorganization is 
designed to instill top to bottom accountability for program delivery, provide more 
customer oriented and user friendly services, ana allow us to keep pace with 
changes in the financial services community. 

While this reorganization might not appear to be directly related to the topic be- 
fore us today, I believe that increasing the flexibility and accountability of HUD 
managers in the field will give them the freedom and discretion they need to pursue 
diversions of funds. The reorganization is intended to make the most of our limited 
staff resources and provide those closest to the projects with the power to make the 
necessary decisions. This will improve our ability to catch problems early. 

Second Goal — Enforcement 

Enforcement in HUDprograms has been imperfect. We are aware that the view 
in the industry is that HUD is not going to do anything. Well, we intend to change 
that perception. I want to put owners and managers of our multifamily projects on 
notice right now that we will enforce the regulatory agreements, the regulations, 
and the laws. 

Enforcement Task Force 

We have formed an enforcement task force made up of an interdisciplinary group 
of HUD staff to discuss current procedures and propose new approaches to deterring 
diversions of funds from the multifamily inventory. In conjunction with this, we are 
consulting with HUD clients and industry groups who have expressed an interest 
in making sure HUD assisted multifamily housing is operated efficiently and hon- 
estly. As you well know, it is the few unscrupulous people who are the problems 
and many good, hard working owners and managers feel vilified by the inappropri- 
ate actions of the few. Many of the industry groups have made it clear that they 
want to weed out the bad actors to improve their own image and the industry's rep- 
utation. 

Civil Money Penalties 

The HUD Refoi.ti Act of 1989 permitted us to impose civil money penalties 
against a project owi.er who violates the regulatory agreement in certain specified 
ways. Penalties of up to *?5,000 per violation can be imposed administratively after 
a hearing with an administrative law judge and other due process protections. While 
success would be never having a need to impose penalties, we are pleased with our 
progress, especially with our double damages remedy. To date,, the government has 
obtained district court judgments in nine cases totalling $16,041,140, settled three 
cases for $2,643,152, and have three cases pending seeking damages of $5,572,926. 

Property Disposition 

The Congress, in passing the new property disposition legislation, has made it 
possible once again for us to foreclose on properties where there has been a tech- 
nical default, that is, for failure to adhere to the regulatory agreement and mortgage 
terms. The new law permits buildings to be sold according to the purpose for which 
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they were built. So unassisted market rate projects can be sold as market rate 
projects, returning the 1 to productive use and the financial return can then go to 
the insurance fund. This has removed a burdensome and costly feature of the 1987 
law, which required HUD to provide project based subsidy for every unit that was 
occupied by a low income family regardless of the project's market and its position 
in that market 

The combination of the statutory change and additional subsidy to protect low in- 
come tenants means that HUD can now make more rational and cost effective 
choices about removing an owner for lack of performance. We can now act more 
quickly. 

On the surface, the new legislation does not appear to be either a deterrent to 
improper diversions of funds or an enforcement tool. However, it gives us flexibility 
to act where we could not before. Owners had irregularities in their use of funds 
and HUD was powerless to foreclose because we did not have_ the means to operate 
and dispose of the property. We were in the untenable position of having to leave 
owners in place even though we knew there were improper diversions of funds. 
Now, we can move against these owners and we will. Foreclosure is a long and tedi- 
ous process, but most owners do not want to loose their properties, if only to avoid 
the tax consequences. 

Operation Safe Home 

This is a multiagency initiative. Secretary Cisneros has implemented it within 
HUD as part of an effort to improve the living conditions of the residents of HUD 
insured and assisted projects and public housing. We are moving on several fronts 
with this initiative. On the program side, we are helping owners, managers, PHAs, 
and tenants to rid their housing of crime. On the enforcement side, we are making 
sure that owners and managers of housing provide a decent, safe, and sanitary envi- 
ronment for the residents. 

A specific focus is the effort on equity skimming. To date, we have had several 
successful examples of enforcement and recovery under Operation Safe Home. My 
colleague, Inspector General Gaffney, has described some of the recent cases where 
we have achieved some success. 

Action Needed 

Additional Improvements in Civil Money Penalties Legislation 

As I discussed before, the civil money penalty provisions are currently being used 
as an enforcement tool. It is probably the easiest enforcement tool to apply and po- 
tentially the most effective. Because it is a civil rather than a criminal enforcement 
process, it can be imposed quickly using published HUD procedures. No court hear- 
ing is required before HUD decides a penalty is warranted. It also has a direct im- 
pact on the owners of the projects rattier than other enforcement techniques, such 
as withholding rent increases or reducing subsidies which have an unfortunate im- 
pact on tenants and project viability. 

However, the overall effectiveness of civil money penalties is reduced because of 
the limited reach of the law. Currently, the law is applicable to only some housing 
providers and some projects. HUD may impose penalties on owners of projects 
whose mortgages are insured, held, or coinsured by HUD. But there are many who 
are not covered, like management agents and individuals within a corporation or 
partnership. Further, it is not applicable to owners of Section 8 projects which are 
not insured under the National Housing Act. This leaves significant gaps, permit- 
ting those who may be the problem or contributed to the problem to escape financial 
penalty. 

We would like to see the gap closed. We are considering proposing legislation to 
make civil money penalties applicable to non insured, federally assisted projects, to 
management agents, and to the principals of both the agent and owner entities. 
There is legislation pending in the Senate (S. 2049) which will close some of these 
gaps. The bill would make it clear that failure to maintain or properly manage a 
project is grounds for imposition of civil money penalties. 

Defenses on Bankruptcy Stays 

We have found that bankruptcy has limited our ability to deal with diversion of 
funds. In some cases, the corporate owners of projects have declared bankruptcy in 
order to thwart enforcement actions. We have also had owners declare bankruptcy 
in order to delay or even prevent foreclosure. For some owners, bankruptcy is a 
method of handling Federal tax consequences at the expense of the tenants and 
HUD. 
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Bankruptcy rules contain an absolute list of repayment priorities, where a secured 
creditor's (in this case, HUD's) position takes priority. In a ban.-a-uptcy, where the 
distribution of insufficient funds to pay all creditors is supervised by a court, an in- 
sider or an affiliate would typically be the last party to receive any cash. The equity 
skimming provisions track these priorities. An owner/manager holding, controlling 
and using HUD's rent collateral should only do so with HUD's permission. This 
would preclude a repayment of advances and the payment of other unreasonable or 
unnecessary expenses without HUD's permission. 

The Department is pleased with the bankruptcy code amendments in S. 540 as 
passed by the Senate on April 21. 

From HUD's multifamily perspective in particular, the addition of a definition of 
"single asset real estate" and the treatment of single asset debtors would be a sig- 
nificant enhancement to the department's position in bankruptcy cases. The over- 
whelming majority of bankruptcies with which HUD is confronted involve single 
asset real estate. 

Likewise, the companion changes that would reduce the time during which the 
automatic stay is in effect for single asset debtors and add a flexible stay relief pro- 
vision (§ 202 of S. 540) certainly are welcome. 

The other major change HUD heartily endorses would be the code's recognition 
of a Federal standard for the perfection of security interests in revenues from single 
asset real estate (§ 206 of S. 540). We have been successful in arguing that recording 
the document that establishes the security interest was sufficient for that purpose. 
The code's adoption of that criterion should remove any doubts that currently linger. 

Although thp department has experienced a number of successes, in most cases 
they have been time-consuming. We have obtained favorable cash collateral orders — 
sometimes through negotiation, sometimes not, but the revenue that HUD-mort- 
gaged hospitals and nursing homes generate constitute collateral that the courts 
nave not recognized as subject to HUD's security interest rn a post-petition basis. 
It is not clear that the amendment in §206 would apply to HUD's interest in that 
type of security. 

What the department would most like to see enacted are amendments (to §§ 105 
and 362 of the code) that would permit HUD and the Department of Agriculture, 
as well as the insured lenders, to complete foreclosures of mortgages on multifamily 
properties. These amendments in essence would restore HUD to a position it had 
gained judicially under the old bankruptcy act. Ironically, the Court of Appeals deci- 
sion that recognized HUD's exclusion from the automatic stay under the former 
bankruptcy statute was rendered just months before the current bankruptcy code 
was enacted. (The old law had excluded insured lenders from the stay but not 



As often as not, the reason that borrowers file bankruptcy petitions is to preserve 
certain tax benefits by thwarting the recapture of those benefits by the IRS. Thus, 
there would be a significant advantage to the government as a whole if HUD were 
allowed to complete multifamily mortgage foreclosures. Currently, the code allows 
HUD to begin a foreclosure but take no further steps without stay relief or dismissal 
of the case. 

There is a school of thought within the bankruptcy community that single asset 
real estate owners are inappropriate persons to enjoy bankruptcy relief. The reasons 
are obvious: the one major asset owned by the debtor is encumbered beyond its 
value, and cash flow for whatever reason is insufficient to satisfy debt service. Why 
penalize the lender by depriving it of the bargained-for exchange? This question is 
particularly compelling for HUD projects since the loans are non-recourse. 

Additional Tools 

I began this testimony by saying that HUD neede.H your cooperation in providing 
us with the tools to make our efforts to eliminate the improper diversion of funds 
from our projects. There are some areas the executive ana legislative branches 
should jointly consider: 

• When HUD recaptures Section 8 subsidies for violations of HUD requirements, 
the recaptured budget authority is returned to the treasury. Subject to appro- 
priations, this budget authority could be used to fund another project based con- 
tract or be converted to a tenant based subsidy such as vouchers. Therefore, 
HUD could take enforcement actions without reducing the supply of decent, safe 
and sanitary housing available to tenants. 

• Currently, owners transferring their properties to new ownership, with new 
capital and renewed commitments to the extension of low income housing af- 
fordability, incur substantial tax liabilities. As a result, the owners' tax con- 
sequences become the driving force in the decisionmaking rathek than best in- 
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teresta of the residents and the taxpayers. Consideration should be given to al- 
ternative ways of addressing this problem and their cost and benefit. 

• Although the property disposition legislation passed earlier this year went a 
long way. the Department still seeks to regain its lost authority to be exempt 
from bankruptcy stays when owners attempt to avoid foreclosure by hiding be- 
hind the protection of the bankruptcy courts. 

• There currently exists no capital grant repair program which can be targeted 
at any assisted property with or without mortgage insurance. We have found 
that, in the absence of other capital funding tools, lack of such a repair program 
leads to further deterioration of the properties. 

Conclusion 

I Mr. Chairman, I believe that equity skimming, diversions of funds and all the ills 

created by owners abusing Federal programs for improper gain should be uncovered 
with as much diligence as HUD's strained resources can muster. We have acted to 

f>u't technology at our service and to bring our field staff up to speed on the very 
a teat methods for keeping a vigilant eye on owners' financial practices. 

However, even the best trained staff if there are too few of them cannot begin 
to deal with the problem. I know that it is a tired cliche to say that adequate re- 
sources equals superior performance, but in the case of HUD it is also true. The 
steady erosion of HUD's staffing strength and its ability to contract for equivalent 
services does not help solve the problem. As our programs continue to expand and 
grow in complexity, the strain on HUD's resources will become ever more acute. I'm 
afraid that unless the resource issue is not dealt with quickly and positively, you 
will find that this problem will outstrip our best efforts to keep it under control. 

Mr. Chairman, neither you nor I, your colleagues or the Secretary want or need 
to see that occur. We've stemmed the tide, put systems in place. We need your help 
in devoting the resources to implement those systems and to reduce the tide to a 
trickle. 



QUESTIONS SUBMITTED BY HAZEL E. EDWARDS FOR GAO 

Electronic Filing Fraud 

Question 1: What is an unacceptable level of fraud, and at what point do we pull 
the plug? 

GAO Response: In the past, the Internal Revenue Service (IRS) reported how 
much electronic filing fraud was being detected, but did not know how much addi- 
tional fraud was going undetected. Thus, even if an acceptable level had been de- 
fined, it would have been difficult to determine whether that level had been sur- 
passed. During the 1994 filing season, IRS conducted several fraud studies that 
could provide tor the first time both a measure of detected fraud and an estimate 
of undetected fraud. We believe such studies, if properly designed and implemented, 
couU serve as a baseline against which future progress in combating fraud could 
be measured. The emphasis should be on sustained progress in reducing the level 
of fraud. To assess its progress, we suggest that IRS repeat th<3 fraud studies it did 
this year. 

We hope it never becomes necessary to "pull the plug" on electronic filing. IRS 
needs to move away from the costly and inefficient paper-based processes that now 
exist, and electronic filing is currently the most practical alternative. Nonetheless, 
continued growth in fraua from electronically filed returns is unacceptable. 

Rather than pulling the plug on electronic filing, we advocate the development of 
better controls to detect and prevent fraud. It is important, in our opinion, that IRS 
have (1) adequate procedures to identify fraudulent returns in time to prevent the 
fraudulent refunds from being issued and (2) processes to help it quickly react to 
new fraudulent schemes. There are some short-term steps that IRS could take. One 
step would be to impi'ove its computerized screening criteria to more successfully 
identify potentially fraudulent returns. Another step would be to allow enough time 
to properly process the electronic return to ensure its validity before issuing the re- 
fund. 

In the longer-term, IRS needj to give priority attention to using partial-year data 
that states receive from employers. Such data would allow IRS to verify the employ- 
er's existence and show that the taxpayer received compensation from that em- 
ployer. These checks would make it harder to successfully file fraudulent electronic 
returns. 

Question 2: Are there performance measures that GAO would suggest be included 
in an assessment of IRS' progress in the electronic filing program? 



9 

ERIC 



I OS 



106 

GAO Response: To help assess the progress of the electronic filing program, we 
suggest that IRS do the following. 

— Determine the cost of its various efforts to control fraud and the related benefits 
so that responsible decisions can be made on the value of additional controls and 
the need to enhance or replace existing inefficient controls. 

— Measure the extent of fraud and IBS' progress in controlling it by repeating the 
fraud studies IRS did this year. We suggest that the studies also compare the level 
of electronic filing fraud with that of paper return fraud. 

— Measure the number and percent of total returns that are filed electronically 
to assess progress in reaching the goal of 80 million electronic returns. To help iden- 
tify areas where IRS needs to focus its marketing efforts, this measure could be bro- 
ken down by such categories as (1) type of return (1040s, 941s, 1041s, etc.), (2) geo- 
graphic location, (3) type of taxpayer (wage earner, sole proprietor, corporation, etc.), 
and/or (4) wage level of taxpayer. 

— Measure the savings being achieved through electronic filing by category. An in- 
crease in electronically filed corporate returns, for example, could generate more 
savings than an increase in electronic returns filed by wage earners because cor- 
porate returns are longer and more complicated than wage earners' returns and 
thus could involve higher labor and storage costs when filed on paper. 

— Measure the accuracy of electronically filed returns compared to paper returns. 
Maintaining a high accuracy rate ib important to achieving some of the major bene- 
fits of electronic filing, such as less rework to correct errors and increased taxpayer 
satisfaction. 

— Measure the percent of preparers participating in the el*. Tronic filing program, 
broken down by size of preparer (preparers wno prepare fewer than 10 returns, pre- 
parers who prepare between 10 and 100 returns, etc.). Because about one-half of all 
returns are prepared by someone other than the taxpayer, the preparer community 
is pivotal to the success of electionic filing. 

— Measure customer satisfaction through periodic surveys that gauge taxpayer 
and preparer satisfaction with various aspects of the electronic filing program. 

Another measure that should be used, but only in conjunction with other meas- 
ures, is the speed with which refunds are issued. We believe th&t using speed as 
the primary, or as an isolated measure, has contributed to the problem IRS now 
faces with fraud. IRS needs to find some way to sustain timely processing of refunds 
while strengthening controls over processing electronic returns to ensure that only 
valid refunds are paid. Otherwise, the goal of 80 million electronically filed returns 
by the year 2001, which is critical to achievement of IRS' future business vision, will 
be unattainable. 

Computer Security 

Question: To the extent that you can discuss it publicly, what concerns do you 
have about IRS systems security, and why have- some of the issues gone uncorrected 
for a number of years? 

GAO Response: We and IRS' Internal Audit Division have brought a number of 
specific security weaknesses to IRS' attention. Our overriding concern is that tax- 
payer data is not properly protected from unauthorized access. 

Of special concern is the absence of a comprehensive risk analysis to identify the 
security vulnerabilities in IRS' systems, considering the entire environment in 
which the various systems are used and accessed. IRS has analyzed parts of its en- 
vironment, but has neglected others. A comprehensive risk analysis of all systems 
is necessary to ensure that major security weaknesses are not overlooked as the nec- 
essary technical safeguards are designed and implemented. 

Although IRS has been studying specific aspects of systems security for several 
years, many weaknesses have not been corrected. In particular, senior management 
had not previously devoted the necessary attention to systems security and failed 
to maintain the emphasis necessary to fully protect sensitive data in an electronic 
environment. For example, the Commissioner's Task Force on Privacy, Security, and 
Disclosure found that (1) IRS had placed emphasis on maintaining production levels 
as the primary objective, (2) local managers frequently diverted resources from secu- 
rity to operational needs, and (3) adequate cost/benefit analyses were not always 
done to determine the cost of privacy and security versus their impact on oper- 
ational decisions. 

Our observation has been that IRS emphasizes the security of its physical prem- 
ises and paper-based taxpayer data. However, our review results indicate that IRS 
has not been as diligent in the protection of sensitive taxpayer data in electronic 
form. 
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Browsing/Unauthorized Access 

Question 1: What steps must IRS take to make sure that the Electronic Audit Re- 
search Log (EARL) is used effectively? 

GAO Response: EARL is an important tool for identifying potentially unusual ac- 
tivities in the use of the Integrated Data Retrieval System within a given work 
group, but work group managers must analyze, review, and investigate each in- 
stance reported by EARL to determine whether unauthorized disclosure of taxpayer 
data has occurred. Since managers' time is at a premium, the reports that EARL 
generates must be easy to use and contain the type of information that will facili- 
tate managers' identification and investigation of unusual circumstances. 

To meet these objectives, IRS should ensure that the EARL reports are concise 
and easy to read. The reports should also highlight the particular factors that 
caused the activity to be reported. In addition to making the EARL reports user- 
friendly, IRS should tailor EARL's analysis of system activity as much as possible 
to individual work groups. This step is important to reducing the number of poten- 
tial breeches that managers must investigate because the frequency and pattern of 
normal access to taxpayers' accounts vary widely among different work groups. 

Question 2: What role will management have in detecting and addressing abuses, 
and have they been adequately trained for this? 

GAO Response: According to IRS, managers will be responsible for analyzing, re- 
viewing, and investigating each occurrence of potentially unusual activity reported 
by EARL to determine if an unauthorized disclosure of taxpayer data has occurred. 
In addition, managers will be able to query EARL on an ad hoc basis to test for 
types of unusual activity not covered by EARL's predefined reports. 

At the time of our review, specific training courses for managers had not been de- 
signed or developed. We believe it is important that managers are trained to (1) rec- 
ognize the types of activity that lead to unauthorized disclosure of taxpayer data 
and (2) effectively use EARL as a tool for detecting unusual activity. 



RESPONSES TO QUESTIONS FROM MARGARET RICHARDSON 
Questions From Chairman Glenn 

Question 1: I don't think Congress can watch fraud double each year in the elec- 
tronic filing program without considering some sort of suspension or moratorium 
until things are under control. „„ , . ^ . . 

What is an unacceptable level of fraud in electronic filing, and at what point 
should we consider suspending the program? 

Are there some better safeguards and program performance measures you a be 
willing to live with? Are you willing to provide them to the Congress before the next 

fil AMwen°The Service does not view any level of fraud as acceptable and would be 
reluctant to set any goal that created the perception of a tolerance for fraud. We 
are concerned with the growth of detected fraud in both the electronic endpaper 
filing systems but also believe that a large portion of the growth in detected fraudu- 
lent claims is due to our increased fraud detection efforts rather than a specific vul- 
nerability of the electronic filing system. In fact, the electronic filing system offers 
the potential for enhanced fraud detection as compared to the paper system because 
of the availability of 100% of the information on the return and the ability to track 
the source of the return to a specific preparer/transmitter. 

We are implementing many new systemic and procedural changes to improve 
fraud detection capabilities for the next filing season. These changes are being incor- 
porated on both the electronic and paper filing systems. Generally, these improve- 
ments involve greater scrutiny and validation of social security numbers on tax re- 
turns, improved scoring formulas and matches for identifying suspicious claims, en- 
hanced automation support for tax examiners (the Electronic Fraud Detection Sys- 
tem), improved suitability and monitoring reguirements for electronic return prepar- 
ers / transmitters and additional resources committed to identifying and resolving 
suspicious claims. To provide further detail in a public forum could compromise the 
value of our specific plans. However, we would be able to provide greater specificity 
in private briefingSfor the committee members or the committee staff. 

It is also important to recognise that fraudsters continue to change their methods 
of filing false claims. At improved protections are designed and implemented, the 
fraudster is designing new ways to circumvent these controls. It is a constant and 
evolving environment Thi» also means that estimates of levels of fraud in one year 
may not be accurate or predictive of the level of fraud in subseguent years. 
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Question 2: Your testimony mentions several measures that IRS has taken re- 
cently in an effort to combat electronic filing fraud. 

Do you know yet whether or not those measures have helped? 

To the extent that you can tell us without compromising fraud detection efforts, 
what plans are underway for detecting fraud in the 1995 filing season? 

Answer: We believe that our efforts to combat fraudulent claims in the 1994 filing 
season were very helpful. We know that we detested more claims, prevented refunds 
from being issued and initiated more criminal investigations. Our systemic compari- 
sons of information caused many suspicious returns to be rejected outright frpm the 
electronic filing system. Our studies of Earned Income Tax Credit (EITC) compli- 
ance substantially increased our understanding of fraud and abuse in this area, 
which resulted in better identification of returns for examination during our filing 
season EITC initiative. And the studies' results are also being used to substantially 
sharpen the formulas used to detect fraudulent claims. Our analysis of SSN prob- 
lems provided data to support the need for increased checks in the 1995 season. 

We have provided a summary of the 1995 plans in the previous answer. 

Question 3: What is your explanation for why the amount of fraudulent returns 
detected by the IRS is jrowing so rapidly? Are more Americans attempting to cheat 
the system and the IRS simply never knew it before? 

Answer: As noted in our previous answers, we believe that a large portion of the 
increase in detected false claims is due to our increased efforts during the past sev- 
eral years. The combination of increased resources and increased detection efforts 
has led to increased detection. However, we cannot make any precise or supportable 
statement about the portion of detected fraud that is due to increased detection or 
the portion that is due to increased non-compliance by taxpayers. 

Question 4: Your testimony points out that fraud detection for electronic returns 
is hampered because detection is a manual process which is slow and labor inten- 
sive. As a result, refunds are issued before some returns are reviewed for fraud. 

IRS has made changes to automate some fraud detection but, as I understand this 
process, it still requires manual reviews. Will IRS be able to review all returns be- 
fore sending out the refund checks? 

Would more resources help in this area? Could you detect more fraud if IRS had 
additional resources? 

Answer: The long term goal for a state-of-the-art fraud detection system embodies 
the concept that all returns will be screened prior to refund issuance. This process 
would be highly automated using sophisticated data comparisons, anomaly detection 
algorithms, statistically based scoring and other machine based techniques. Of those 
returns identified as suspicious, our employees would still review the return to in- 
sure that legitimate taxpayers with legitimate but unusual claims receive their re- 
funds. But even this phase of manual review would be substantially supported by 
enhanced automation for data query and confirmation by the tax examiner perform- 
ing the review. These capabilities offer the potential for :Lhe IRS to review all sus- 
picious returns before issuing refund checks. 

In the short term, we are developing this capability with the Electronic Filing De- 
tection System and the research on anomaly detection being performed by Los Ala- 
mos National Laboratory. But the potential to realize the long term goals is depend- 
ent on the availability of data and computing power to be provided by the Tax Sys- 
tems Modernization (TSM) design. 

With regard to additional resources, the simple answer is yes. Additional re- 
sources would allow more suspicious returns to be reviewed before refunds were is- 
sued. Additional resources are being devoted to filing fraud out of the FY 1995 com- 
pliance initiative. We are working with Treasury and OMB on additional needs for 
FY 1996: 

Suestion 5: GAO has stated its concerns about overall systems security which it 
uded, in a confidential report to this committee and to IRS. Are GAO's concerns 
warranted? Why have some of the issues gone uncorrected for a number of years? 

Answer: The material included in GAO's testimony was predicated on their draft 
report. The Service has met with GAO subsequent to the hearing with respect to 
the tone, and context of the report, as well as, the accuracy of certain conclusions 
included in the draft. GAO committed to review our concerns and determine how 
they might affect the draft report provided to the Committee. 

In any case, we still believe that there are certainly areas for improvement. How- 
ever, we believe we have been, and are continuing to take significant and positive 
actions in this regard. We have shared with the Committee both the specific efforts 
the Service has initiated, as well as status reports on the progress of these efforts. 
Those actions with respect to the Integrated Data Retrieval System (IDRS) are sum- 
marized in the attachedlDRS Privacy and Security Action Plan Report for July. We 
believe that all of the training, leadership and corrective actions have been, or are 
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being, addreued, and we continue to be available to meet with your staff to review 
in more detail our accomplishments. 

Question 6: I am disturbed that more than 500 IRS employees have been inves- 
tigated for unauthorized access to taxpayer files since around the time of our hear- 
ing a year ago. While many of those people were cleared of wrong-doing, and not 
all of these cases are browsing, we are still talking about a number of willful viola- 
tions of Americans' privacy by the government. 

You've issued a stern warning that IRS won't tolerate browsing. Are employees 

Answer: To ihe contrary, the vast majority of employees who have access to IDRS 
data do not exceed their access authority. Our employees accessed IDRS date oyer 
1.2 billion times last year, but only a handful were found to have exceeded their 
authority. Abuses of taxpayer rights of privacy will simply not be tolerated, and we 
have taken a number of actions to curb and prevent the kinds or violations pub- 
licized as a result of this Committee' shearings. • 

In January 1993, we established the Office of the Privacy Advocate, which now 
serves as a focal point for all taxpayer-privacy concerns at the IRS. I have appointed 
a recognized privacy expert to serve as the agency's first Privacy Advocate. This of- 
fice and position are unique in the federal government in that their sole focus is 
on onvflcy 

I recently issued a set of privacy principles which will form the foundation for the 
stronger privacy protection program we are building in the Service. All IRS employ- 
ees will be expected to exhibit individual performance which adheres strictly to 

those principles. ..... . vi*- 

We also have a new training program which clearly lays out the responsibilities 
of IRS employees for taxpayer privacy protection. It deals squarely with the issue 
of browsing taxpayer records, and every IRS employee will receive this training by 
the end ofthe year. I should note here that the IRS has a tradition of protecting 
taxpayer privacy which is a part of our culture, although it is clear that we need 
to demonstrate to our employees, the Congress, and most importantly, to our tax- 
payers, that our tradition has not been abandoned. 

Some computer systems in use within IRS date back to the 1960 s and the com- 
puter security controls on these systems do not detect unauthorized accesses to tax- 
payer data as quickly as we would like. Tax Systems Modernization will allow much 
quicker detection and enhance our ability to prevent unauthorized accesses in the 
future. 

In your opinion, should Congress take stronger action; should we, perhaps, insti- 
tute some criminal sanctions against browning? ..... 

Answer: There are already criminal penalties in place to deal with the more egre- 
gious forms of browsing. Based on a comprehensive review of all the penalties im- 
posed, we have now implemented a standard set of penalties which will ensure that 
our managers fully understand all the disciplinary options available to them, that 
greater consistency in discipline is achieved, and that discipline imposed reflects the 
gravity of the offense. , . . , ,__ , 

The message on unauthorized access may take some tune to sink in. When do you 
expect to have this problem under control? Will we have to have another hearing 
on this next year? , , 

Answer. The message has sunk in, given the small numbers of employees who we 
found had exceeded their access authorization. I think that the implementation of 
the technical and managerial controls I mentioned above will even more signifi- 
cantly reduce the problem. In any case, I would be happy to appear before this Com- 
mittee next year and talk about our progress in this effort. 

Question 7: At our Soaring a year ago, Senator Pryor asked whether IRS would 
notify taxpayers when employees had browsed or inappropriately accessed their 
files. Have you made a decision or taken action 1 _ , . . . 

Answer: The concept of notification is not an isolated issue. Rather, it is part and 
parcel of a larger, more complex subject. Specifically, I am referring to the privacy 
rights of all taxpayers. We have not done all that we can to protect those rights. 
I am committed to dealing with that nroblem in iU entirety, rather than dealing 
separately with the single issue of notification. 

On October 15, 1993, I signed and issued the IRS policy statement on Taxpayer 
Privacy rights. In May 1994, I signed and issued the Service's ten Privacy Prin- 
ciples. These Rights and Principles provide the framework for all IRS policies rel- 
ative to taxpayer privacy. , , , 

I am taking action on several fronts to enhance taxpayers' privacy. I have ap- 
pointed and brought into the Service a recognized expert to serve as the IRS Privacy 
Advocate. We are informing and educating all managers and employees of their re- 
sponsibilities and duties in the privacy/security areas. I have placed great emphasis 
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on PREVENTION of violations of taxpayers' privacy rights. I have also moved to 
implement a specialized computer approach (the Electronic Audit Research Log) to 
detect violations when prevention fails. In the long run, Tax Systems Modernization 
will enable the Service to prevent violations in most instances. Furthermore, pen- 
alty guidelines for disciplinary actions for violation of taxpayer privacy have been 
stiffened and widely publicized. 

Further, I have appointed a Privacy and Security Implementation Task Force to 
assure that the Service deals with all open issues in the subject area. That group 
will recommend to me a notification policy within the broad privacy/security context 
in the September/October timeframe. I will be making a decision on the notification 
ispue before the end of the calendar year. 

Questions From Senator Cochran 

Question 1: It appears the benefits associated with the Information Highway may 
be offset by increased fraudulent filing. If the estimates of as much as $9 billion 
are close to accurate, and your success rate against electronic fraud is 67% com- 
pared with 95% against paper fraud, is it worthwhile to continue to permit elec- 
tronic filing? 

Answer: I believe it would be short-sighted for the IRS to abandon its electronic 
filing system because of increased detection of fraudulent filing. We have witnessed 
increased fraud detection on both our electronic and paper filing systems, so the 
problem does not appear to be an issue of the medium. The American economy is 
clearly headed for an age of electronic commerce and for the Service to remain a 
paper processing factory would result in increased costs, inefficiencies, reduced tax- 
payer satisfaction and reduced fraud detection capability. Clearly the challenge is . 
to realize the benefits of electronic commerce (and electronic filing) while improving 
fraud protections. The electronic filing system offers greater potential for fraud de- 
tection because 100% of the tax return is available for screening and comparisons 
and because we know the source of the return. 

Although the IRS does not subscribe to the $9 billion fraud figure, it apparently 
refers to estimates of losses to EITC fraud and abuse on both electronic and paper 
returns, not fraud losses to electronically filed returns. 

Lastly, this question recategorizes our refund deletion rates for paper and elec- 
tronic filing as "success rates . I would like to describe how these rates are com- 
puted and the risk of viewing them as success rates. After a claim for refund is iden- 
tified as suspicious, we attempt to confirm information on the return. When these 
confirmations indicate the claim is false or falsely inflated, we "freeze" the claimed 
refund from being released. We compute the refund deletion rate by dividing the 
total refund dollars stopped or "frozen" by the total refund dollars claimed on con- 
firmed suspect returns. There is a reason why the deletion rate for electronically 
filed returns is lower than paper returns. That is after a suspect return is confirmed 
we can detect similar returns more easily on the electronic system. The availability 
of 100% of return data and the ability to track returns to their source, allows us 
to more accurately and thoroughly search through previously filed returns to de- 
velop multi-return schemes. The downside to this capability is that the refunds on 
returns not previously detected are usually gone and the deletion rate is reduced. 
Yet, the goal of identifying other returns in the scheme is the desired objective even 
if deletion rates are negatively impacted. 



RESPONSES TO QUESTIONS FROM JAMES THOMAS, U.S. DEPARTMENT OF 
EDUCATION 

Gatekeeping 

1. According to your testimony, the Department of Education did not do an ade- 
quate job of screening the schools that were allowed to participate in the old, guar- 
anteed student loan program and, as a result, the program often fell victim to finan- 
cially weak and unscrupulous schools. You also state your concern that this 
"gatekeeping" problem could plague the new direct loan program. 

—Has the Department significantly improved its screening procedures? Are we 
using these improved procedures to screen schools for both the guaranteed loan and 
direct loan programs? 

—As I understand it, a school with a default rate in excess of 25% is currently 
prohibited from participating in the student loan program. Is the Department plan- 
ning to abandon use of cohort default rate as a measure of performance? 

Answer: To provide some background, during 1989 through 1991 we issued four 
audit reports on each of the "gatekeeping" processes; accreditation, eligibility, finan- 
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cial and administrative certification. Based on the deficiencies identified, collectively 
we concluded that gatekeeping was ineffective in preventing substandard schools 
from beginning participation in the Student Financial Assistance (SFA) programs. 

During the summer of 1993, we performed limited follow up reviews of the 
gatekeeping processes to determine the progress of the Department in implementing 
corrective actions. Our conclusion was that although the Department had made sig- 
nificant strides to improve gatekeeping, all corrective actions were not consistently 
implemented. 

The Higher Education Act amendments of 1992 provided many new provisions to 
strengthen gatekeeping. The regulations implementing these new provisions became 
effective July 1, 1994, therefore, the Department now has the opportunity to further 
improve gatekeeping by effectively implementing these provisions. 

By statute there are stricter and specific selection criteria (gatekeeping) for par- 
ticipation in the first year of the new Direct Loan program. Among the criteria were 
prior participation by the school in other SFA programs and a history of compliance 
with program requirements. Therefore, no new schools are in the Direct Loan pro- 
gram, while new schools continue to begin participation in the Federal Family Edu- 
cation Loan Program (FFELP) under the gatekeeping processes for all the other 
SFA programs. In future years the selection criteria for schools to begin participa- 
tion in the Direct Loan program are not specified in the. statute. With the statutorily 
mandated expansion or the Direct Loan program the less restrictive gatekeeping 

Erocesses used for the other SFA programs could eventually be used for the Direct 
oan program. 

Regarding your question on default rates, I am not aware of any plans by the De- 
partment to abandon the use of default rates as a- measure of performance. Also, 
under current regulations a school with a cohort default rate above 40% in one fiscal 
year may be subject td termination from all the SFA programs through the Depart- 
ment's administrative hearing process. A school with a cohort default rate of 25% 
for three consecutive fiscal years loses its eligibility for participation in the FFELP, 
subject to appeal by the school. 

Data Accuracy 

2. You have reported that Education's relationship with schools, guaranty agen- 
cies and lenders did not work to its benefit and, as a result, the Department doesn't 
have complete and accurate information on individual borrowers and their loans. 
The Department is, therefore, unable to determine whether it is receiving or dis- 
bursing the correct amounts for the guaranteed loan program. 

—What do you think Education's chances are for getting complete and accurate 
information for its National Student Loan Data System now that guaranty agencies 
and lenders are leaving the guaranteed loan program? 

—For the direct loan program, do you think that Education is dealing with the 
participating schools from a position of strength and that the Department will be 
able to control the quality of data it receives from the schools? 

Answer: As the volume of loans in the FFELP is significantly reduced over the 
next several years, as you have stated, guaranty agencies and lenders will be leav- 
ing the program. Therefore, the incentives for all FFELP participants to take the 
necessary actions to provide complete and accurate data into the National Student 
Loan Data System (NSLDS), are limited. However, since the NSLDS will be an on- 
line data base obtaining information on a monthly basis from the guaranty agencies, 
the Department's ability to obtain more timely data will be significantly enhanced. 
This in turn, will enable the Department to more timely identify data problems and 
take action. 

Since we have not been directly involved in the Department's dealings with the 
initial 104 schools participating in the Direct Loan program, at this time we cannot 
comment on whether or not the Department is dealing from a position of strength. 
Under the simplified structure of the Direct Loan program the Department is the 
only lender ana there are no guaranty agencies as intermediaries, therefore, the De- 
partment should have the capability to control the quality of the data received from 
the schools. 

Question fkom Senator Lieberman 

1. Mr. Thomas, from your perspective, how serious are the 11 deficiencies in the 
Title IV delivery system the Advisory Committee identified? Importantly, will the 
direct loan program be subject to fraud and abuse given the inability of the Depart- 
ment to track borrowers limits and student eligibility under the current system con- 
ditions? 
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Answer: We believe that the deficiencies identified by the Advisory Committee in 
the. Title IV delivery system are very serious. Many aspects of those deficiencies 
have been reported on by the Office of Inspector General over the years. We believe 
the Department is committed to improving the delivery systems, but that is a very 
complex task. 

Since a new more efficient delivery system was designed and developed for the 
Direct Loan program, together with the implementation of the National Student 
Loan Data System later this year, the Department should have the ability to both 
track student eligibility and loan limits. Even with these improvements for the Di- 
rect Loan program, no program can be completely safeguarded from fraud and 
abuse. 



1. Have adequate time and resources been made available to DoED for the devel- 
opment of the direct lending program, specifically training for the DoED staff, as- 
sistance and training of participating colleges and universities, and the management 
information systems? 

Answer: I did testify before the Permanent Subcommittee on Investigations on Oc- 
tober 28, 1993, that the Department did not have sufficient resources. However, 
subsequent to that hearing the Department has undertaken hiring staff to admin- 
ister the Direct Loan program. We nave not performed any analysis of the adequacy 
of these resources. 

As stated in my testimony, in accordance with the timeframe established by stat- 
ute on August 10, 1993, the Department was required to develop and implement the 
system for the Direct Loan program to begin on July 1, 1994. The new system had 
to be operational by June 15, 1994, which is a very snort timeframe for development 
of a new system. Because of the short timeframe, even though the Department met 
the statutory requirements, some testing could not be performed until the system 
was operational and many changes to the system had to be deferred to the second 
year of the program. 



RESPONSES TO QUESTIONS FROM SUSAN GAFFNEY, U.S. DEPARTMENT OF 
HOUSING AND URBAN DEVELOPMENT 



Question 1(a): Could you explain your statement that at times tools available to 
HUD for discouraging equity skimming actually work as a disincentive? 

Response: The following circumstances have effectively served as a disincentive 
for HuD to aggressively pursue the use of available program enforcement tools to 
deter and sanction equity skimming: 

1. In cases where HUD declares a default of an insured mortgage for regulatory 
violations, this results in the payment of a costly claim from the FHA insurance 
fund. In addition, if HUD pursues foreclosure on the property, a lengthy and expen- 
sive disposition process can follow if the owner files tor protection under the bank- 
ruptcy laws. 

2. In cases where HUD declares a default of a Section 8 housing subsidy contract 
and abates the rental subsidy or terminates the contract, the subsidized tenants are 
left without affordable housing because HUD has no authority to reprogram the re- 
maining subsidy contract funding to provide alternative housing. An equally unde- 
sirable alternative is that residents will continue to live in unacceptable housing 
and HUD will pay a claim from the insurance fund because the owner will likely 
not pay the mortgage or repair the units without subsidy funding. 

3. In the case of ether tools employed by HUD, such as denying rent increases 
or other forms of financial relief, they ultimately tend to hurt low income tenants 
more than they do project owners, whose personal financial status generally re- 
mains unchanged. 

All of these concerns, coupled with the lengthy and staff intensive processes in- 
volved in taking enforcement actions, have contributed to a HUD culture which 
often disregards the use of available enforcement tools. 

Question Kb): Are there steps that we in Congress can take to make these tools 
work better — or is it up to management? Is new legislation needed? 

Response: Action by both HUD management ana Congress is needed for an effec- 
tive enforcement strategy against equity skimming. On the management side, HUD 
has three systemic weaknesses that adversely impact its ability to effectively deliver 
all its programs. In general, HUD has insufficient human resources, its data sys- 
tems are outdated and unreliable, and its management control environment needs 
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major improvements. These weaknesses significantly impact multifamily housing 
operations, and specifically enforcement activities. Without necessary project per- 
formance data and adequate staff resources, HUD's ability to detect problems and 
take appropriate corrective actions is inadequate and limited-at best. 

As for needed Congressional action, improved enforcement legislation proposed by 
HUD and currertly pending Congressional Conference, includes provisions to im- 
prove the equity slumming statutes, expand civil money penalty provisions, and 
allow recapture of Section 8 subsidy funds that are now tost if enforcement actions 
are imposed on owners. We fully support these legislative proposals and urge Con- 
gress to pass these measures. 

Although we' also support current attempts being made by HUD to modify the 
Bankruptcy Code for reducing the time a debtor has to submit a workout plan, we 
believe changes to the Code need to go further. HUD's program enforcement would 
be more effective if the Bankruptcy Code were changed to permit a total exemption 
from the automatic stay provisions of the Code. By filing for protection under the 
Bankruptcy Code, owners prevent HUD from foreclosing and taking possession of 
the property quickly and better protecting the interests of the. tenants and HUD. 
With an exemption from^the automatic stay provisions, HUD v ould be able to fore- 
close with only minimal delay. , 

Our office has initiated other legislative changes for increasing the criminal pen- 
alties for equity skimming, holding owners personally liable for losses incurred by 
the Federal Government due to equity skimming, and making the penalties for ob- 
structing a Federal audit applicable to HUD's multifamily insurance programs. Con- 
gressional action is needed for these changes. . 

In addition, we believe that Congress should consider other changes to the basic 
structure of HUD's multifamily programs to significantly change an owners' incen- 
tive to engage in equity skimming. The design of HUD s multifamily mortgage in- 
surance programs often requires only a minimal equity investment (10%) and that 
investment usually consists of noncash items such as fees and profit allowances 
earned during construction of the project. In the case of programs for refinancing 
existing projects, owners are allowed to withdraw their invested equity as part of 
the new mortgage proceeds. 

So, with little vested interest, owners often have more to gain by diverting project 
funds than they would by using the funds for continued project operations. We need 
to design the multifamily housing programs so that owners cannot afford to misuse 
project funds because they will be jeopardizing their own, more substantial, invest- 
ment in the project. An increase in the equity requirements of owners reduces the 
risk to the Federal Government and the tenants. This more naturally places the 
burden on the owner to properly operate the project, and reduces the burden upon 
HUD to catch the violator. 

When considering changes to the design of the HUD's multifamily housing, care 
must be given not to provide owners with financial incentives for causing a project 
to be troubled. For example, allowing owners of troubled projects to sell their inter- 
ests to other owners preferred by HUD, and providing the owners relief from exit 
tax liabilities resulting from the sale, may serve as an incentive to an owner to 
cause or allow a project to deteriorate. This type of change in the program may give 
the wrong message or provide a disincentive for properly maintaining properties. 

We further propose changes to the equity skimming and double damage statutes 
to expand their applicability to HUD's new Riskshanng Program. This program is 
expected to provide the majority of multifamily rental housing development spon- 
sored by HUD for the foreseeable future. Currently, the equity skimming and double 
damages statute only applies to HUD's full insurance and coinsurance programs. Al- 
though the Risk-Sharing Program is designed to be administered by institutions 
who do not have the authority to pursue the remedies provided by the equity skim- 
ming and double damage statutes, HUD is still financially and programmatically at 
risk, and remedies to deter equity skimming are still needed in this new develop- 
ment program. 

Question 2: What impact do poor systems have on the multifamily housing pro- 
gram and on combatting equity skimming? ■ 

Response: HUD's multifamily systems do not provide necessary and reliable infor- 
mation for effective program management and project oversight. The lack of modern 
systems makes staff usage less efficient and monitoring loans less productive. Ade- 
guate systems support would greatly aid HUD staff in identifying troubled multi- 
family projects where equity skimming is most often found, and where it has the 
most devastating effects upon the tenants and HUD funding. Automation of critical 
information from annual project financial statements and physical inspections would 
better enable HUD to timely pinpoint equity skimming and other problems, and 
focus enforcement or other appropriate corrective actions. 
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Question 3: What are the difficulties involved in the recovery of funds from own- 
ers who engage in equity skimming and would additional legislation help? 

Response: The inability to recover misused funds from project owners is primarily 
due to HUD's lack of leverage. As discussed in the response to Question 1 above, 
there are disincentives against HUD's pursuit of program enforcement actions. Own- 
ers know that HUD does not aggressively enforce its program requirements because 
most available enforcement actions have the potential to hurt HUD or HUD's in- 
tended beneficiaries, the tenants, more than the owners. So, HUD most often is left 
with making requests for compliance with no real threat of actually being able to 
force the issue. Legislation is needed to allow HUD to pursue recovery while at the 
same time minimizing the impact on the tenants and the Treasury. As discussed 
earlier, some legislation has already been proposed or initiated, while still other 
changes to the design of the FHA programs need to be considered by Congress. 

Question 4: Should OiG be conducting more audits of multifamily housing 
projects? 

Response: With Operation Safe Home, we have increased our efforts to pursue eq- 
uity skimmine violations. We have tailored our audits to focus on equity skimming 
and have doubled the number of such reviews that will be conducted this year as 
a result, while at the same time reducing the staff days required to do so. However, 
more audits and program monitoring to detect equity skimming is not the total an- 
swer to controlling this problem. We also need to change what happens as a result 
of these audits and reviews. Successful prosecutions and settlements must result to 
demonstrate to project owners that HUD has the will and the ability to enforce com- 
pliance with its program requirements. We must create a strong deterrent effect 
within the industry. 

Question 5: Could you explain the impact equity skimming has on the families 
living in these properties? 

Response: Equity skimming deprives projects of needed funds for repairs and 
maintenance. This in turn contributes to the financial and physical deterioration of 
projects, and resultant substandard living conditions for the millions of families who 
defend upon the Federal Government to provide housing. The communities where 
these projects are located also suffer because they become the breeding ground for 
crime, violence, and drugs. 

During our audits of multifamily housing projects, we often find apartment units 
containing serious tenant health and safety hazards, including roach infestation, 
falling ceilings and windows, and doors that did not provide security or protection 
from the weather. Many of the families at these project did not have the luxury of 
being able to move to another apartment of their choice because they relied on the 
HUD unit based subsidies to help make their rent payments. Protecting these ten- 
ants must be our first priority. 

Question 6: What else needs to be done beyond better enforcement and legislation 
to control equity skimming? 

Response: The cure to the problem of equity skimming is not simple. A concerted 
effort is needed on several fronts to bring this problem under control. As already 
mentioned, changes are needed in program design, enforcement legislation, human 
resources, and data systems. However, the effectiveness of all these changes is 
predicated upon a new HUD "attitude" that it is no longer business as usual. This 
'attitude", must be driven by the principle that tenants rights to safe and sanitary 
housing will be protected at all costs. In addition, HUD must insist that it gets a 
fair value for its housing subsidy dollars. In many cases, HUD's lack of effective pro- 
gram enforcement has allowed projects to deteriorate to the point where HUD can- 
not avoid a costly solution. For projects in good standing or on the margin, a strong 
program performance and enforcement culture is needed to avoid future losses. This 
must be HUD's top priority for its multifamily housing programs. 



What are your initial impressions regarding HUD's protection against fraud, 
waste, and abuse? Are there particular programs that you will focus on during the 
next 2 years? 

Having served as HUD's new Inspector General for the past year, it is my opinion 
that HUD's program risks are inherently high, and its control environment gen- 
erally poor. The OIG hat appropriately focused attention on the "top 10" problems 
facing HUD management. These problems include: 

—Systemic Weaknesses 

— Management Environment 

— Resource Management 

— Data Systems 
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— Programmatic Weahuesses 

— Multifamily Asset Management 

—Single family A'jset Management 

— Community Planning & Development Program Delivery 

—Public Housing Management 

— GNMA Contract Administration - 

—Section 8 Budgeting and Accounting 

—New Program implementation 

We have reported on the nature and status of those problems in our Semiannual 
Reports to Congress for the periods ending March 1992, March 1993, September 
.1993, and March 1994. It is my intention to continue to focus OIG resources on 
being a force for positive change in these top 10 problem areas, and to apprise the 
Congress of progress made in our Semiannual Reports over the next several years. 
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